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Abstract

The UIDAI data stored at CIDR is at high
risk. Due to the introduction of new technologies and
advanced tools, the risk factor increased. The data at
rest as well as data at travel mode, both are at risk.
The government is enforcing citizen of India to link
Aadhaar number with different services so that right
citizen can avail the benefits. The fear of getting
shared private information increases the worries
about various security threats. An efficient encryption
technique is required to be implemented to secure
data stored in different data centers. In this paper, an
encryption process to be performed in parallel mode
is discussed. This proposed algorithm minimizes the
time consumption and vulnerabilities to numerous
attacks on stored data. The proposed approach is
AES in XTS Mode in Map Reduce paradigm which
supports parallel programming in the distributed
environment. The findings after reviews of results
show that it provides better security against external
attacks and overcomes the shortcomings of Kerberos.
Encryption followed by compression on various
datasets provides better result and protection from
vulnerabilities and threats. In this paper, we reviewed
different observations which prove that the algorithm
is an appropriate choice.

Keywords — AES, XTX, Map Reduce, UIDAI, CIDR,
Kerberos.

I. INTRODUCTION

In last two years 80% of total data collected
since epoch has increased enormously with high
velocity. This extraordinary growth in data generated
is due miscellaneous activities performed by common
man. The advent of technologies like cloud
computing, active use of social media, mobile
computing, internet of things, sensor-based network
etc. requires large and efficient storage with security.
This advancement in technology increases the
generation of data exponentially and need the strict
security strategies to be implemented in the system.

The sensitive data stored in various datacenters are
not fully trustworthy. The government initiated the
concept of Digital India and enforces end users to
link their Aadhaar number with various services.
UIDAI system and related infrastructure have already
implemented strong security authentication and
compliances. With the pace, speed and momentum
the citizens are enforced to link their Aadhaar number
with various services to avail benefits in that
momentum only risk issues are increasing and their
worries about the privacy of data increased. The
citizen of India has submitted their demographic and
biometric details to the UIDAI system. To avail
benefits, their private and personal data need to get
shared among different agencies. They need
assurance that the data will not be going to get
misused. Many issues in past had taken place
regarding misuse of private information, leakage of
private information and theft of data. IBM estimates
that 90% of the world’s data was generated in last
few years alone and the survey showed the major
challenges identified in recent years only. Major
challenges are related to reliable storage, efficient
processing, data integrity and recovery. It is
necessary to modify the existing security
compliances, legal provisions and auditing policies.
Several security issues have been identified in the
current era are related to use of data at rest,
confidentiality, privacy, external attacks etc. UIDAI
support Hadoop Map Reduce an open source as stores
the data in HDFS. There are so many technologies
and algorithms available which might be appropriate
to handle security issues. Various suggested
technologies in different papers already written and
published by me are Quantum Cryptography,
guantum cryptography with steganography, Kerberos,
various tools and techniques like white box testing
and code Obfuscation, Homomorphic encryption,
Searching symmetric  encryption. The study
concludes that the implementation of AES-XTX with
map reduce parallel programming will be the cost-
effective solution to process such a large user-
generated vital and sensitive data.
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Il. AES-MR

The combination of Advanced Encryption
Standards (AES) and Map Reduce (MR) is termed as
AES-MR. It is the proposed algorithm for my
research work related to the case study done for
UIDAI to provide higher data security. This
encryption algorithm is to provide Data level security.
Map Reduce is a parallel programming language and
AES is the encryption algorithm suitable for longer
messages. It is suggested that the best features of both
the techniques should be used together to provide
much stricter security features in the introduced
security layer.

Map Reduce with AES-XTS have the capability to
compose applications that generates endless data
during runtime. It has ability to adapt non-critical
failures and can perform better planning, testing of
information. In case of failures, it re-executes the
failed jobs in clusters of machines.

An easy way to comply with the conference paper
formatting requirements is to use this document as a
template and simply type your text into it.

A. AES-XTS -Proposed Encryption Algorithm

In this proposed technique AES is used with
XTS mode. The XTS modes contains XEX-TCB-
CTS (XTS) mode where XTS stands the XEX
Tweakable Block Cipher with Cipher Text Stealing.
It is supported by IEEE 1619-2007 standards. The
XTS mode performs parallel executions and allows
pipelining in respective executions. Data Encryption
Standards which were used earlier is vulnerable to
Brute Force attacks due to small size of key (53 to
2054 bits). US Government Agency NIST (National
Institute of Standards and Technology) selected
Rijndael’s Algorithm as Advanced Encryption
Standard. It is a better security standard which is now
becoming an Industry Standard.
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Fig..1 Model to Show Implementation of AES-XTS —
MR Encryption Technique in UIDAI

AES is designed to accept various sizes of keys i.e.
128,192,256 bits. It is capable of encrypting all
various types of information in bulk. The

performance of AES algorithms varies on different 32
bit and 64-bit CPU’s based on key sizes. This
technique will provide better security (Fig.1) in case
of UIDAI system where the large data sets are
generated for storing sensitive information of
residents and generating UID numbers of citizen of
India.

B. XTS- Encryption Mode:

The efficiency of an algorithm that runs in
parallel mode can be improved by the use of
Electronic Cook Book (ECB) and XTX with AES.
The XTX widely supports parallel encryption mode
with encryption mode with Symmetric Block Cipher.
It was designed to protect data lying at rest on storage
devices. It performs cryptographic protection of data
at rest using fixed size of data units. The operation of
AES-XTX Mode with two different keys is shown in
Fig. 2.

The XTS-AES mode is an enhanced concept
of Rogaway’s XEX (XOR Encrypt XOR) Tweakable
Block Cipher, improved with a method called
“Cipher Text Stealing”. It expands the range of
possible input data strings. XEX can only encrypt
sequences of complete blocks which can be any type
of data. This input data should be in integer multiple
of 128 bits. In XTS-AES, the data string consists of
one or more complete blocks which is followed by a
single, non-empty partial block ().
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Fig.2 Operation of AES-XTX Mode with Two Different
Keys

The XTX-AES consists of an encryption key
and tweak key. It incorporates the logical position of
the data block into the encryption. The XTS produces
independent outputs which lead to parallelization. As
XTS is an instantiation of the Tweakable Block
Cipher class. The XTX mode allows parallelization
and pipelining in cipher implementations. It enables
the encryption of last incomplete block also.
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111.MAP-REDUCE FRAMEWORK

A Map-Reduce computation consists of two
phases, the Map phase and the Reduce phase. The
map function is used in the Map phase and the reduce
function is used in the reduce phase. These two user-
defined functions are executed over large-scale of
data. It is represented in the form of key, value pairs
and also produces the key, value pairs. The working
of Mapper and Reducer is shown in Fig. 3.
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Fig. 3 Working of Mapper and Reducer

A. The Map Phase

The given input data is processed in the map
phase, where the map function is applied to data and
produces intermediate outputs in the form of (key,
value) pair. In this phase it is not necessary that the
number of bits required to describe the value in each
key, value pair should be identical. Keys and values
will always be in the form of binary strings. The Map
Reduce library groups together all intermediate
values associated with the same intermediate key and
passes them to the reduce function. The application of
the map function to a single input is called a mapper.
It can be a tuple of a relational database or a node in a
graph.

B. The Reduce Phase

The Reduce phase performs Map Reduce
computations and provides the final. The Reduce
Function is applied on intermediate outputs in the
Reducer Phase. The application of the reduce
function to a single key and its associated list of
values is called a reducer

C. Parallelizing encryption using Map Reduce
Process

The advantage of using this method is the
easy and effective way to use parallelization. Each
mapper |, operates on only one tuple at a time. The
system can have many instances of p, operating on
different tuples in ., in parallel. After the mapping
step, the system partitions the set of tuples output

throughout the instances of W, which are created on
the basis of their key. The part of the partition i has
all the key-value pairs that have key k;. Since the
reducer p; only operates on one part of the partition,
the system based on the application creates many
situations of p, running on different parts in parallel.
The data will be stored as contiguous blocks and
every block is represented by unique block id (lo, 11,
12, I3...1,.1). A Map-Reduce process contains mapper
(Mg, My,Ms,...M,) and reducer (Ry,R5Rs,...R;). The
input is given to the mapper in the form of <block id,
object>, where an object is the content of the HDFS
block or the data stored in the corresponding block id.
The working of Mapper and reducer function during
encryption is based on <key, value> pair and defined
as:

D. Execution of mapper

Block< 1,3, Object ds1> is given to the
mapper M, the mapper will generate the
corresponding encrypted output I', and send it to the
reducer R,.

Let
W={<l,,0bjectl><l;,0Object2>,<l,,0Object3>....... <in-
1,0bject n> then general format is represented as:

I'r=l r-1-Wablockid,object>=M r(<blockid,Enc_comp object>)-

E. Execution of Reducer

The collected outputs from various mapper
are written to the disk in the sequential order
(I"'y,I"5,I%3,...T",). In the proposed work the algorithm
is designed for securing large datasets, It secures it by
performing  block  encryption  followed by
compression under each mapper and combining the
result and storing it on HDFS (Hadoop Distributed
File system). The mapper reads the block of equal
size. These read blocks can be optimized based on the
available free nodes in the cloud environment. The
working is shown below:
BLOCK SIZE =INPUT DATA SIZE

()

No. OF NODES CONFIGURED FOR
MAPPER

B = 1
@
N

In our case the number of Mapper configured to do
the task is equal to 1.

No.OF MAPPERS NODES(N) = 1........
®)

Therefore, in this case we can say that
BLOCK SIZE B =INPUTDATA SIZE (I)
(4)

The Fig. 2 shows how HDFS contents got assigned to
mapper where mapper performs encryption followed
by compression and the reducer is used to write the
contents onto HDFS (i.e., output). Hadoop
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Distributed File System (HDFS) supports record level
and block level compression of input data. In the
proposed method in order to reduce the storage space,
after encryption under each mapper, a compression
through gzip is done.

IV.EXECUTION OF AES—-MR

A. Encryption

AES-MR is used to encrypt the data stored
in data store. The steps in performing Encryption as
shown in Fig. 4. are:
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Fig 4. Encryption Process in Map Reduce

e The data are taken from the Data store in the
form of chunks of fixed sizes.

e These chunks are then forwarded to the Map
Reduce for the process of encryption.

e The Map function contains the code for the
encryption, AES in XTX mode. It encrypts the
data chunk by chunk in parallel and converts the
chunks into encrypted chunks.

e These encrypted chunks are forwarded to the
Reducer function of the Reduce phase. It
combines all the encrypted chunks in a single
encrypted file.

e This single encrypted file of the original file is
stored in the Data store and the process of
encryption is completed.

[ ]

B. Decryption

Decryption  process is opposite  of
encryption. It is done using AES-MR, where it
performs decryption using encrypted file stored in the
data store. The steps used in performing decryption
process as shown in Fig. 5 are:

e The input the decryption phases are taken from
the Data store in the Encrypted format.

e This encrypted file is broken into chunks and
then forwarded to the Map Reduce Functions
Mapper class

e The Map function of the Mapper class contains
the decryption code. It decrypts the encrypted
chunks one by one in parallel and converts it to
plain data format.

e These unencrypted data chunks are then
forwarded to the Reducer function of the
Reduce class. It sums up and combines the
unencrypted simple data chunks into a single
unencrypted file.

e This single unencrypted file is again stored in
the data store and can be viewed easily.
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Fig 5. Decryption Process in Map Reduce

The process of decryption phases is the

opposite process of encryption phase. The encrypted
data is divided into the encrypted data chunks and
forwarded to the Map Reduce phase. It decrypts the
data into simple file and then stores it into the
datacentre.
The conclusions drawn after experiments performed
demonstrate the performance of encryption. It has
been observed that the encryption performance can be
significantly improved by tuning configuration
parameters and by using Map Reduce. The parallel
processing improves encryption performance in terms
of total execution time. We evaluated the execution
time of AES encryption for different sizes of data
files using Map Reduce with tuning configuration
parameters. Execution time is compared to those
obtained using CTR AES-256 in the conventional
way. According to the results there are 20% to 30%
performance benefits because of the use of the Map
Reduce framework. Two reducers are used for the
test. The mapper needs to spend more time to
partition jobs as the multiple reducers are used. Each
of the reducers has only some part of the encrypted
file and the time of the reducers can decrease due to
the parameter settings.
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V. EXPERIMENTAL RESULTS AND
ANALYSIS

The experimental results and benefits of this
proposed algorithm done using simulation
environment to evaluate the performance s
reassembled together in this paper.

A. First Simulation Environment:

The environment used is MATLAB r2015, Intel®
Core™ i3 CPU M 370@2.40 GHz, 4 GB RAM and
64 Bit Windows 7 Home. The experimented results
are drawn are done using various randomly created
sizes of datasets. The experiments are carried out to
calculate the average values of the parameters
evaluated for performance and comparisons.

1) Parameters used for evaluation of
performance
The overall security architecture of a
Hadoop application required to maintain security at
various stages. The strongly preferred essential levels
of security are Authentication, Authorization
Auditing and Data Encryption. The 3ADE level (Fig.
6) of security when implemented against external
attacks is depicted as:

LEVELS OF SECURITY

AUTHEMTICATION

AUTHORIZAT IO

AIDITING
DATAENCRYPTION

SECURITY FROM ATTACKS

Fig 6. Various Essential Security Levels

2) Limitations OF KERBEROS PROTOCOL

With the help of pie chart (Fig. 7), it is clear
that except Authentication and Authorization
provided by Kerberos and other security protocol, rest
of the equally important security levels are not
considered.

KERBERCSLEVEL OF SECURITY

B AUTHOREATION

B AUTHENTICATION

[0 CATAERCRYPTION

@ SECURITY FROMATTACKS

EFRBERCS sppot aly  EERBEROS do rot provids
AUTHENTICATION  wd  Ditn Seewity ad Seamiy
ATTHORIZATION Feom Attacks

Fig. 7. Limitation of Kerberos Authentication Protocol

3) Experimental Results

The performance of AES-MR is measured
on the basis of Encryption Time, Decryption Time
and Total Time taken by this algorithm to encrypt and
decrypt the data. The performance is shown with the
help of pie chart including the security enhancement
done by implementing AES-MR. The result has been
shown with the help of pie chart, the shortcoming of
Kerberos Protocol and explains the impact Before
AES-MR and After AES-MR.

a) AES-MR Data Encryption Time:

To encrypt the data completely, the data
from the Data stores is supplied to AES-MR. The
Mapper function is used to encrypt the chunks in
parallel and then these encrypted chunks are
forwarded to Reducer function. The reducer function
combines together all the encrypted chunks. It gives
the final encrypted output for the data sent. The Total
AES Encryption Time taken in this process is the
total elapsed time used to pick the data from the data
store and the time taken to store the encrypted data
back into the data store. For experiment purpose the
various size of data files which are taken are of 1 MB,
25 MB, 50 MB, 75 MB and 100 MB size. The graph
(Fig. 8) shows the encryption time taken by AES-MR
to perform encryption on various sizes of data.

AES-MR ENCRYPTION TIME

1]

&0

50

80

30 u TIME TAKEM IN SECONDS
20

10 I

0 1 data site in MB
1MB T5Mg SOME S8 10088

Fig. 8. Total Encryption Time Taken by AES-MR

b) AES-MR Data Decryption Time:

To decrypt the data completely, the
encrypted data from the Data stores is picked and is
supplied to AES-MR. The Mapper function is used
to decrypt the chunks in parallel and then these
decrypted chunks are forwarded to Reducer function.
The reducer function combines together all the
decrypted chunks and produces original Decrypted
File. It gives the final encrypted output for the data
sent.

The Total AES Decryption Time taken in
this process is the total elapsed time used to pick the
encrypted data from the data store and the time taken
to store the decrypted original data back into the data
store. For Experiment purpose the various size of data

ISSN: 2231-2803

http://www.ijcttjournal.org

Page 165




International Journal of Computer Trends and Technology (IJCTT) — Volume 60 Issue 3 - June 2018

files are taken the sizes are 1 MB, 25 MB, 50 MB, 75
MB and 100 MB. The graph (Fig. 9) shows the
Decryption time taken by AES-MR to perform
decryption on various sizes of encrypted data.

AES-MR DECRYPTION TIME IN SECONDS

L |
. - e -

Fig.9: Total decryption Taken by AES-MR to Decrypf
the Data

¢) Overall Performance of AES-MR:

The overall performance of AES-MR is
measured by the summing up the overall time i.e. the
total time taken during the entire process to perform
all operations. The table (Table 1) shows the
particulars on the basis of which the overall
performance is evaluated and depicted in the form of
graph.

DATA SIZE | TIME TAKENFOR | TIAME TAKEN FOR | TOTAL TIME
IN MB ENCRYFPTION DECRYFTION TAEKEN

1ME 4§78 506 11.85

15 ME 2348 2185 45,33

50 MBE 3456 3180 §7.45

T3 MB 4050 4582 %541

100 ME 6204 5875 120.72

Table 1: Overall Performance Evaluation of AES-
MR on the basis of Time Taken

PERFORMANCE OF AES-MR FOR ENCRYPTION AND DECRYPTION

0 TIME TAEN FOR ENCOTION
; B TR TAIGEN FOR DECRY N
{
I A T TAGN
148 74 s e e 100 8 Mmﬂ“

Fig. 10: Overall Performance Evaluation of AES-MR

d) Evaluation of Security Enhancement Using AES-
MR

The usage of AES in XTX mode with Map
Reduce function for encryption of data chunks
increases the level of security. It is the more secure
and fast method of encrypting vital data stored in the
Hadoop Data store. The encryption and security
against the attacker was not provided by Kerberos

protocol. AES-MR overcomes the limitation of
Kerberos by providing the security against attackers
and enables implementation of the four important
security levels i.e. Authentication, Authorization,
Auditing and Data Encryption as shown in graph
(Fig. 11).

BEFORE AE5S-MR

AFTER -AES-MR

THCRITAT
T
EWCRYFTICN

Wbty

o i e LIy

Fent Mufheriicatls | FOM

iy et - ard ATTAES

uiyplion § bt s AES- N e Puln ¥ -

Aaprgrin frem Aitschen slesg winh

Py
L S T T S

Fig. 11: Security Enhancement Before and After AES-
MR

B. Second Simulation Environment:

The NS2 simulator is used which consists of
a 28 node having 4 cluster, each of which has an
Intel® Core™ i3 CPU M 370@2.40 GHz, 4 GB
RAM and 64 Bit Windows 7 Home. It is being
utilized to perform encryption followed by
compression while storing different datasets.

1) Mode Comparison that supports parallelism
with AES:

The experimentation is done with AES
Encryption with ECB Mode and XTX Mode and time
taken by both in performing encryption of vital data
stored in Hadoop data store is evaluated. As a result,
it is found that the time difference in both for
protecting data is very less whereas the output
produced by both for the same data is different.
Different mapper is used and it has been concluded
that when AES is used in XTS mode for encryption it
produces a different output for the same data and
when used in EBC mode, produces same cipher
output for the same data. The difference in time taken
for encryption of 15 GB of data is 3 minutes (Fig. 12)
concludes that usage of AES in XTS mode is
comparatively much secure of larger datasets stores
in the form of clusters in Hadoop.
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Fig. 12: Time Taken For Encryption in AES-XTS and
AES-ECB Mode

2) Performance of AES (XTX)-MR with reducer
and Without Reducer:

In this experimentation it has been evaluated
that when Map Reduce algorithm is used with AES in
XTX mode with reducer, all the nodes of the cluster
were assigned as mapper. It increases the speed of
encryption of the vital data stored in Hadoop clusters.
The performance of AES-MR with reducer and
without reducer is shown in Fig. 13. This encryption
process is further followed by compression process
also.

W AES \Without Reducer
4 ALSWith Reducer

Torree] b4 s |

-

1 g 3 O 19h Cabe 15 i

Diatasi e 4GB}
Fig. 13: Performance Of AES-MR with Reducer and
Without Reducer

3) Performance evaluation of AES (XTX)
encryption with Map Reduce Process for
different Datasets:

It has been observed after experimentation
that the time taken for encryption applied for different
larger size datasets different data types i.e. text,
audio, video and image is different. The time taken
for encrypting text file is more than the time taken for
encryption of video, audio and image files. It has also
been observed that in the encryption of audio and
video files are almost same. The evaluation of
performance of AES9XTX) with different data sets is
shown in Fig. 14.

W Tt
b 11 ..‘._____

| video
O image

al

[LH]

[

1 % 1]
Drata 5| | SE|
Fig. 14.: Evaluation of Performance of AES (XTX) with
Different Datasets

4) Performance Evaluation of Compression on
different datasets without Reducer:

The compression is done on the large
datasets where all the nodes of the cluster are used as
a Mapper. The performance is evaluated in this
without using reducer and it has been observed that
the encryption with compression takes less time. (Fig.
15) It has also been observed that the compression
ratio for text and image data sets is 1: 10 and 1: 2
whereas there is not much difference in the ratio of
audio and video files.

@ Encryption without compres sion
B Encryption withcompressior
Wi -
5
= 20
:{" 13
I“ I
| .
) p— = 1
[ ] % s 5]
Cata Size||Gb)

Fig. 15: Performance Evaluation of Compression on
Different Datasets Without Reducer.

VI.CONCLUSION

In this work we tried to solve this issue of
data security at the storage level at HDFS by
encrypting the data using AES-MR, where we have
combined AES the fastest encryption algorithm with
Map Reduce in order to encrypt the data in a faster
manner. The timing graphs show that the AES-MR
encryption technique is fast enough to encrypt the
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data chunks from the data store using parallel
processing of map and reduce functions. Thus with
the use of AES-MR we have not only enhanced the
security of important data at HDFS level, but with the
help of parallel processing we can do it with a faster
manner as well. The motive of this work was to
ensure the security of important data at an HDFS
storage level which has not been achieved by
Kerberos only, but with our work along with
Kerberos ensures security at each and every level and
makes it almost impossible for the attacker to get the
data which has been achieved in our work. In our
simulation the work is carried out by a single worker
this work can be done with even more speed if we
increase the number of workers which is possible in
the real world. The chunk sizes can also be
distributed with the use of large numbers of workers,
which in our case was the data size itself. Overall, if
this work gives the data security a new height along
with the use of Kerberos to attain all the levels of
security that too at a faster speed, AES-MR is a good
approach to carry out his work and attain data
security.
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