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Abstract--Wireless networks are more vulnerable to interference attacks as they are open in nature. These attacks are also 

known as Denial-of-Service attacks that cause some sort of jamming in the network. Jamming problem has been around in 

wirelessnetworks. Many existing solutions to prevent jamming attacks employed external threat model. However, there is 

possibility of internal attacks. Adversaries with good knowledge of network details including protocol specifications and other 

secret can make jamming attacks that are not easy to handle. Such attacks are named as selective jamming attacks as they are 

active for very short span of time that focus on messages with highest significance. Recently Proan˜o and Lazos proposed an 

internal threat model to handle selective jamming attacks. They also provided three schemes for preventing selective jamming 

attacks. In this built a prototype application in Java platform to implement the schemes for preventing selective jamming 

attacks. Experimental results revealed that the prototype can be used in real world wireless networks.  

 
Index Terms –Wireless networks,selective jamming attacks, packet classification  

I. INTRODUCTION 

Networks without physical cables became popular. 

Such networks are open in nature. Jamming in 

wireless networks can disrupt normal 

communication. Two nodes in wireless network need 

full availability of wireless medium for proper 

communication. The participating nodes cannot 

communicate meaningfully when the wireless 

medium is interrupted by adversaries by launching 

Denial-of-Service attacks (DoS). Many DoS attacks 

were reported in the literature in [1], [2], [3] and [4]. 

These attacks are jamming attacks that disrupt 

services between wireless nodes to eavesdrop the 

communications over wireless networks. Jamming 

attacks are made in wireless networks by adversaries 

by continuously sending signals to deny normal 

service between the nodes.  

 

Many researchers considered external threat model to 

solve jamming attacks. In the external threat models, 

the jammers are not included as part of network. In 

this threat model the adversaries continuously send 

high power signals inorder to disrupt normal 

communications between wireless nodes. This kind 

of jamming attacks is also known as DoS [2], [5]. 

This attack can be identified and prevented with 

relative ease when compared with internal jamming 

attacks. This is for because the adversary has to 

interfere the network continuously that makes it easy 

to detect. Spread-spectrum (SS) communications is 

used for traditional antijamming techniques [5].  

 

Recently Proan˜o and Lazos [6] proposed a packet 

hiding methods to prevent selective jamming attacks. 

They considered internal threat model where an 

adversary is expected to have knowledge of network 

and perform interference attacks for short span of 

time. That too the adversaries are assumed to target 

only messages of high importance. They follow the 

concept of classify the packets and then jam. 
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Classifying packets and [7], [8] and decoding packets 

[9] are the strategies used by adversaries for selective 

jamming attacks. Proan˜o and Lazos [6] provided 

packet hiding methods to prevent selective jamming 

attacks.  

 

In this paper we implement the selective jamming 

methods proposed by Proan˜o and Lazos [6] using 

Java platform. We built a prototype that demonstrates 

the proof of concept. The remainder of this paper is 

structured as follows. Section II reviews literature 

pertaining to jamming attacks and selective jamming 

attacks. Section III presents proposed problem 

statement and threat model. Section IV provides 

packet classification in real time. Section V presents 

packet hiding methods. Section VI provides 

information about prototype implementation. Section 

VII presents experimental results while section VIII 

concludes the paper.  

 
II. PRIOR WORKS 

This section provides review of literature pertaining 

to jamming attacks and their prevention 

methods.Jamming attacks have been around since 

1940s [5]. Studies on controllingpackets at MAC 

layer was carried out in [33]. Inter-packet timing 

information is exploited by adversaries for packet 

classification. Later on researchers focused on 

selective jamming attacks on MAC protocols of 

sensor networks. The feasibility of selective jamming 

attacks is illustrated in [8]. Unification of packet 

characteristics and packet classification were focused 

in [10]. In [11] SPREAD system was proposed to 

prevent smart jamming. A wireless protocol which is 

similar to 802.11 was presented by Greenstein et al. 

to prevent classification of attacks. All explicit 

identifiers are hidden by the protocol [12]. Software 

defined radio engines [9], [13] are also used to 

implement selective jamming attacks. USRP2-based 

jamming solution was explored by Wilhelm et al. 

which were for both selective and reactive jamming 

attacks. It was found in the literature that 99.96 

percent is the success rate of selective jamming when 

experiments are made with 802.15.4. With selective 

jamming, rate of communication comes down in 

wireless network.  

 

Many researchers studied on channel-selective 

jamming attacks. They reduce the power required by 

DoS attacks [14]. The solution for this problem was 

given by [15], [16], and [8]. A randomized frequency 

hopping method is used to prevent such attacks. 

Antijamming technique for such attacks also 

presented by Strasser et al. [17].  Non selective 

jamming attacks are also found in literature. SS 

communications [5], [18] were used by conventional 

methods for preventing jamming attacks. A 

communication mode which is jamming-resistant was 

proposed by Popper et al. This technique does not 

depend on the concept of shared secrets. In this 

technique UDSSS is used for physical layer 

modulation. A broadcast method for anti jamming 

was also proposed in [19]. ECC capabilities were 

explored by [1], and [20]. They classified it into four 

modules. They are constant jammer, deceptive 

jammer, random jammer, and reactive jammer.  

 

III. PROBLEM STATEMENT AND 

THREAT MODEL 

The proposed solution is based on the schemes 

presented by Proan˜o and Lazos [6] for selective 

jamming attacks. The problem of selective jamming 

attacks is illustrated in figure 1. The realization of the 

selective jamming attacks is visualized in the figure.  
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Fig. 1 –Illustrates selective jamming attack (excerpt 

from [1]) 

 

As can be seen in fig. 1, it is evident that there is 

selective jamming attack launched by internal 

adversary who has the knowledge of network and 

underlying protocol specifications besides secrets. 

The adversary also targets the messages of high 

importance. The attack is made selectively and for 

very short span of time.  

Threat Model 

The proposed threat model is an internal model 

where adversaries are aware of underlying network 

and protocols. The adversaries also have the 

knowledge of the time in which high importance 

messages travel between specific nodes. Based on 

this knowledge only the adversaries perform such 

attacks for very short span of time making it difficult 

to detect the jamming attack. 

 

IV. REAL TIME PACKET 

CLASSIFICATION  

In case of selective jamming attacks, the adversaries 

are capable of classifying packets on the fly. After 

classifying packets, adversaries can easily take 

decisions for selective jamming attacks and the 

highly important content. It is done in the physical 

layer. Figure 2 illustrates general communication 

mechanism which is known to adversaries. 

 
Fig. 2 –General communication mechanism 

 

V. PROTOTYPE 

IMPMPLEMENTATION 

This section provides details about the environment 

used for application development, the results and 

comparison of the proposed scheme with existing 

scheme. The environment used is a PC with 2 GB 

RAM with Core 2 Duo processor. The software 

includes JDK 1.6, and NetBeans. NetBeans is an 

Integrated Development Environment (IDE) used for 

rapid application development. 

 
Fig 3 First Node 
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Fig 4 Second Node 

 
Fig 5 Server 
EXPERIMENTAL RESULTS 

 
Fig 6 Average application delay E [D]. 

As shown in the above figure 3 represents horizontal 

axis represents jamming probability while vertical 

axis represents E[d]. 

 
Fig 6 Average effective throughput E [D]. 

As shown in the above figure 4 represents horizontal 

axis represents jamming probability while vertical 

axis represents number of packets. 

 

 
Fig 7 Number of packets jammed 

As shown in the above figure 5 represents horizontal 

axis represents jamming probability while vertical 

axis represents number of packets. 
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Fig 8 Fraction of time the jammer is active. 
As shown in the above figure 6 represents horizontal 

axis represents jamming probability while vertical 

axis represents t normalized. 

 

 
Fig 9 Number of connections established in the 

network. 

As shown in the above figure 4 represents the vertical 

axis represents routes normalized. 

 
VI. CONCLUSION 

In this paper, we have implemented anti-jamming 

schemes to prevent selective jamming attacks. The 

schemes were proposed by Proan˜o and Lazos [6]. 

We built a prototype application that demonstrates 

proof of concept pertaining to selective jamming 

attacks. Many existing techniques focused on 

external threat model on jamming attacks. In this 

paper we considered the selective jamming attacks 

launched by adversaries who have knowledge of the 

network and underlying protocol specifications. The 

jamming attack is made selectively for very short 

span of time targeting highly important messages. 

The adversaries need less effort to perform selective 

jamming attacks. Such attacks can’t be easily 

detected. However the prototype demonstrates the 

effectiveness of the schemes implemented to prevent 

selective jamming attacks. The empirical results 

revealed that the prototype is useful in real time 

applications.  
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