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Abstract -Cloud computing is an emerging technology
that allows users to utilize on-demand computation,
storage, data and services from around the world. Cloud
data storage redefines the security issues targeted on
customer’s outsourced data (data that is not
stored/retrieved from the costumers own servers). In this
work we observed that, from a customer’s point of view,
relying upon a solo SP for his outsourced data is not very
promising. In addition, providing better privacy as well as
ensuring data availability, can be achieved by dividing the
user’s data block into data pieces and distributing them
among the available SPs in such a way that no less than a
threshold number of SPs can take part in successful
retrieval of the whole data block. In this paper, we
propose a secured cost-effective multi-cloud storage
(SCMCS) model in cloud computing which holds an
economical distribution of data among the available SPs
in the market, to provide customers with data availability
as well as secure storage. Our results show that, our
proposed model provides a better decision for customers
according to their available budgets.

Keywords - Cloud computing, Linear programming, Data
storage.

I. INTRODUCTION

Scientific and commercial applications are
leveraging the power of distributed computing and
storage resources . These resources are available either
as part of general purpose computing infrastructure

such as Clusters and Grids, or through commercially
hosted services such as Clouds [1]. Clouds have been
defined to be a type of parallel and distributed system
consisting of inter-connected and virtualized
computers. These computers can be dynamically
provisioned as per users’ requirements [2]. Thus, to
achieve better performance and scalability, applications
could be managed using commercial services provided
by Clouds, such as Amazon AWS, Google AppEngine,
and Microsoft Azure. Some of these cloud service
providers also have data distribution services, such as
Amazon Cloud- Front. However, the cost of computing,
storage and communication over these resources could
be very high for compute-intensive and data-intensive
applications.

The end of this decade is marked by a paradigm
shift of the industrial information technology towards a
subscription based or pay-per-use service business
model known as cloud computing. This paradigm
provides users with a long list of advantages, such as
provision computing capabilities; broad, heterogeneous
network access; resource pooling and rapid elasticity
with measured services [3]. Huge amounts of data
being retrieved from geographically distributed data
sources, and non-localized data-handling requirements,
creates such a change in technological as well as
business model. One of the prominent services offered
in cloud computing is the cloud data storage, in which,
subscribers do not have to store their data on their own
servers, where instead their data will be stored on the
cloud service provider’s servers. In cloud computing,
subscribers have to pay the service providers for this
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storage service. This service does not only provides
flexibility and scalability for the data storage, it also
provide customers with the benefit of paying only for
the amount of data they need to store for a particular
period of time, without any concerns for efficient
storage mechanisms and maintainability issues with
large amounts of data storage. In addition to these
benefits, customers can easily access their data from
any geographical region where the Cloud Service
Provider’s network or Internet can be accessed. An
example of the cloud computing is shown in Fig. 1.
Along with these unprecedented advantages, cloud data
storage also redefines the security issues targeted on
customer’s outsourced data (data that is not
stored/retrieved from the costumers own servers).

Since cloud service providers (SP) are separate
market entities, data integrity and privacy are the most
critical issues that need to be addressed in cloud
computing. Even though the cloud service providers
have standard regulations and powerful infrastructure to
ensure customer’s data privacy and provide a better
availability, the reports of privacy breach and service
outage have been apparent in last few years [4] [5].
Also the political influence might become an issue with
the availability of services [6]. In this work we
observed that, from a customer’s point of view, relying
upon a solo SP for his outsourced data is not very
promising. In addition, providing better privacy as well
as ensure data availability, can be achieved by dividing
the user’s data block into data pieces and distributing
them among the available SPs in such a way that no
less than a threshold number of SPs can take part in
successful retrieval of the whole data block.
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Fig. 1. Cloud computing architecture example

To address these issues in this paper, we proposed
an economical distribution of data among the available
SPs in the market, to provide customers with data
availability as well as secure storage. In our model, the
customer divides his data among several SPs available
in the market, based on his available budget. Also we
provide a decision for the customer, to which SPs he
must chose to access data, with respect to data access
quality of service offered by the SPs at the location of
data retrieval. This not only rules out the possibility of
a SP misusing the customers’ data, breaching the
privacy of data, but can easily ensure the data
availability with a better quality of service.

Our proposed approach will provide the cloud
computing users a decision model, that provides a
better security by distributing the data over multiple
cloud service providers in such a way that, none of the
SP can successfully retrieve meaningful information
from the data pieces allocated at their servers. Also, in
addition, we provide the user with better assurance of
availability of data, by maintaining redundancy in data
distribution. In this case, if a service provider suffers
service outage [4] or goes bankrupt, the user still can
access his data by retrieving it from other service
providers.

1. SYSTEM AND THREAT MODEL

First in this section, we will describe our system
model and the threat model. Then, formally we will
describe our problem statement we are going to study
in this paper. Note that, in this work the terms cloud
service provider and service provider are
interchangeable, the terms cloud storage and cloud data
storage are interchangeable, also the terms user and
customer are interchangeable.

2.1. System Overview

We consider the storage services for cloud data
storage between two entities, cloud users (U) and cloud
service providers (SP). The cloud storage service is
generally priced on two factors, how much data is to be
stored on the cloud servers and for how long the data is
to be stored. In our model, we assume that all the data
is to be stored for same period of time. We consider p
number of cloud service providers (SP), each available
cloud service provider is associated with a QoS factor,
along with its cost of providing storage service per unit
of stored data (C). Every SP has a different level of
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quality of service (QoS) offered as well as a different
cost associated with it. Hence, the cloud user can store
his data on more than one SPs according to the required
level of security and their affordable budgets.

2.2. Threat Model

Customers’ stored data at cloud service providers is
vulnerable to various threats. In our work, we consider
two types of threat models. First is the single point of
failure [7], which will affect the data availability, that
could occur if a server at the cloud service provider
failed or crashed, which makes it harder for the
costumer to retrieve his stored data from the server.
Availability of data is also an important issue which
could be affected, if the cloud service provider (SP)
runs out of business. Such worries are no more
hypothetical issues, therefore, a cloud service customer
can not entirely rely upon a solo cloud service
provider to ensure the storage of his vital data.

To illustrate this threat we use an example in Fig. 2.
Let us assume that three customers (C1, C2 and C3)
stored their data on three different service providers
(CSP1, CSP2 and CSP3) respectively. Each customer
can retrieve his own data from the cloud service
provider who it has a contract with. If a failure occur at
CSP1, due to internal problem with the server or some
issues with the cloud service provider, all C1’s data
which was stored on CSP1’s servers will be lost and
cannot be retrieved. One solution for this threat is that,
the user will seek to store his data at multiple service
providers to ensure better availability of his data.

Fig. 2. CSP failure

Our second threat discussed in this paper is the
colluding service providers [8], in which the cloud
service providers might collude together to reconstruct
and access the user stored data. We illustrate the
colluding service providers’ threat in Fig. 3.
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Fig. 3. Colluding cloud service providers

11l. PROPOSED MODEL FOR SECURED DATA
STORAGE

3.1 Problem statement

In this section, we will formally state the definition
of our problem that we are going to study. Given p
number of cloud service providers (SPi, i €1, 2, .., p).
Each SP associated with a QoS factor (QSi € (0, 1))
along with the cost of storing data units (Ci). Our
Secured Cost-effective Multi-Cloud Storage Model
(SCMCS) seeks a distribution of customer’s data pieces
among the available SPs in such a way that, at least q
number of SPs must take part in data retrieval, while
minimizing the total cost of storing the data on SPs as
well as maximizing the quality of service provided by
the SPs.

3.2 Linear programming

In this section we describe the setup for the linear
programming assignment problem (LP-Assignment)
that describes our proposed model. Each cloud
customer is provided with p cloud service providers,
where each of them offers a QoS level for storage
services and required a cost C to be paid by the
customer per storage unit of data. Previous studies in
[9] [10] proposed a dividing scheme for user’s data in
such a way that, the user will divide his data into N data
pieces where at-least k data pieces out of N data pieces
are required to recover any meaningful information of
the data. In addition to this (k,N) threshold, we propose
another threshold of (g, p); which states that, at least q
number of cloud service providers out of p number of
cloud service providers must take part in retrieving
users data to provide a successful information retrieval.
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Note that, each SPi is assigned ai pieces of data. Our
notations and their corresponding descriptions are listed
in table I.
TABLE I
NOTATION AND DESCRIPTION

Notations | Descriptions

N Total number of data units
k minimum number of data units required for data
refrigval
Total number of available cloud service providers
q Minimum number of service providers required for

data retrieval

Sh Cloud service provider

Q5 Quality of Service factor for each service provider

(WL The (Jo5 achieved al the tme of retrieval

Ci Cost of storing per unit data for i service provider

Clot Total cost of storing the distnbuted customer data on
P service providers

i Number of data units assigned to " service provider

7 1= 12 q

7" data unit on i"

" service provider

We use an example in Fig. 4 to illustrate our
proposed threshold. In this example we assume that we
have 9 cloud service providers (SP1, SP2, ..., SP9). Let
us assume that a customer (C1) has divided his own
data he wish to store on some SP’s servers into 9 data
pieces. A customer required to retrieve at least 6 data
pieces from different SPs to reconstruct his own data to
get the full information, where in our example, six SPs
will participate in the data retrieval (SP1, SP4, SP5,
SP6, SP8 and SP9).
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Fig. 4. Data Storage and Retrieval

One of the obvious objectives in this scenario is to
minimize the cost of storage of the data pieces over p
service providers. If ai is the number of data pieces

stored on i™ SP which has a per unit cost of storing the
data as ci, then the total cost the customer has to pay is
given in Eq. (1).

p

Clat = Zﬂsf's (1)

In our model, we consider Xi,j as a binary variable,

which is set to 1 if the jth data piece on SPi becomes a
candidate in the current data retrieval. Since the QoS
factor depends on the physical location of information
retrieval as discussed earlier, the QoS achieved in
retrieving the data can be computed as given in Eq. (2).

0% =8 w0 (2)

Therefore our objective function for our proposed
LPAssignment is to minimize the total cost of storing
the distributed customer data on p number of service
provides, while maximizing the QoS achieved at the
time of retrieval. Our objective is given in Eq. (3) and

Eq. (4).

Minimize [Cy] and Marimize [(5,..] (3“]

A4

Maorimize [QSnet — Chot] (4)

Since we have multiple optimization objectives as well
as a set of variables ai with non-definitive bounds, it
seems to be very complex Linear programming
problem. On a more closer perception to the
requirements and the objective, we found that this
model can be simplified as “Given N data pieces to be
distributed among p service providers such that, at least
q service providers must take part in retrieval of data
using at least k pieces from the distribution. This

implies max = k and each di = 1.” Using this, we
simplify our Linear programming model to include two

binary variables, (Si) as storage variable and (Ii) as
retrieval variable, such that:

=51 B

if 5F; 15 allotted a data piece, (5)
otherwise. )
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1 if 5; = 1 and this piece takes
= part in data retrieval, 6)
] otherwise.

where i = 1,2,..,p. Now since, our objective function
comprises of multiple objectives, we use goal
programming phenomenon to statistically provide
weights to each of individual objectives and unite them
into a single objective. Hence, our simplified LP
problem can be described as bellow:

maximize:

N o
e Y (rixQ8:) — wox Y (si%CY)]
=1 i=1

where w1+ w2= 1.

Subject to
N
Z r; =1,
i=1

andg=k=N<p.

Z =N,

i=1

Owing to the non-negativity principle of linear
programming,
we have:

ri, Si, w1, w2, Ci, and QSi>o0.
while,

k> 0.
Since the basic constraints are mostly equalities, these
can easily be disintegrated into two inequalities and can
be easily solved in ampl [11].

4. CONCLUSION

Cloud computing is an emerging technology that
allows users to utilize on-demand computation, storage,
data and services from around the world. In this paper,
we proposed a secured cost-effective multicloud
storage (SCMCS) in cloud computing, which seeks to
provide each customer with a better cloud data storage
decision, taking into consideration the user budget as
well as providing him with the best quality of service
(Security and availability of data) offered by available
cloud service providers. By dividing and distributing
customers data, our model has shown its ability of
providing a customer with a secured storage under his
affordable budget.
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