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Abstract— The Cloud is an internet-based computing where
shared resources, software and information are provided to the
computer. Now a days it is one of the prominent technologies to
provide wide variety of services. In this condition data can be
categorized into sensitive and insensitive. Among these two types
sensitive data requires security. The existing system does not
provide any security concerns for storing sensitive data in the
cloud environment. So, it is necessary to develop an application
to provide better security to the sensitive data in the cloud
environment. This paper presented one of the best cryptographic
algorithm that is homomorphic encryption which is used to
provide better security to the multimedia data in the cloud
environment when streaming or after streaming is over. Through
this algorithm data can be encrypt and upload into cloud
environment as well as download and decrypt into original form.
By using this application we can provide better security to the
cloud environment when compare to existing one.
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. INTRODUCTION

The main intention of the proposed method is, to develop
an application which is used to provide a better security to the
cloud environment by using homomorphic encryption
algorithm. The basic idea was to encrypt the data before
sending them to the Cloud provider. If the client want to
perform any operation on encrypted data, it is necessary to
decrypt that data first. For that client will need to contribute
the private key to the server to decrypt the data before perform
the operations required, which might affect the confidentiality
of data stored in the Cloud [1].

The Homomorphic Encryption is one of the best algorithm
which is used to perform operations of encrypted data without
decrypting them. This work mainly focuses on developing the
application of Homomorphic Encryption method which
executes the calculations of encrypted confidential data
without decrypting them.

1l. RELATED WORK

A. Cloud Computing

Cloud computing is one of the important aspect in the
information technology which contains all the IT components
(hardware, software, networking, and services) that are
essential to development and delivery of cloud services
through the Internet or a private network.

The above definition does not mention any security
concept for storing data in the Cloud. So we can easily
understand that the Cloud Computing is having deficiency
about security, confidentiality and visibility. To Provide
Infrastructure as a Service (laaS), Platform as a Service (PaaS)
or Software as a Service (SaaS) is not enough if the Cloud
provider doesn’t provide a better security and confidentiality
for customer’s data.

The proposal is to encrypt the multimedia data before
sending it to the cloud environment, but to perform the
operations the data should be decrypted every time we need to
strive on it. Up to now it was unfeasible to encrypt data and
relay on the third party to keep them secure and able to
perform distant operations on them. So to permit the Cloud
provider to execute the operations on encrypted data without
decrypting them requires using the cryptosystems based on
Homomorphic Encryption.

B. Mathematical functions and notations

To understand how Paillier Cryptosystem works, we need
to know the following basic mathematical concepts.

1) General common divisor (gcd): The GCD of two or
more non zero integers is the largest positive integer that
divides the numbers without a remainder. The greatest
common divisor of a and b is written as: gcd (a, b).

For example gcd (4, 6) = 2, gcd (4, 14) = 2.

Two numbers are called coprime or relatively prime if their
greatest common divisor equals to 1. For example, 9 and 28
are relatively prime.

2) Least common multiple (Icm): The Icm of two or more
non zero integers is the smallest integer that is divisible by
every member of a set of numbers without a remainder. The
least common multiple of a and b is written as: Icm (a, b).

For example, lcm (4, 6) = 12, lcm (4, 14) = 28.

It’s a remarkable fact that ab= Icm (a, b) *gcd(a,b) thus
lcm (a,b) = ab/gcd(a,b)

This fact can be easily seen that gcd (a,b) is the product of
the common prime factors of ab, and the remaining factors
would result lcm(a,b).
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3) Euler’s totient function (phi (p) function) the totient of
a positive integer n is defined to be the number of positive
integers less than or equal to n that are coprime to n.

For example ¢ (9) = 6, since the six numbers 1, 2, 4, 5, 7
and 8 are coprime to 9.

If n can be factorized to distinct prime numbers p and q,
then ¢(n) = (p-1) (¢-1).

For example: ¢ (15) = ¢ (3%5) = (3-1) (5-1) =8

4) Carmichael’s function (4 function) is given by the least
common multiple (Icm) of all the factors of the totient
function ¢ (n). If n can be factorized to prime number p and
g. Then A (n) =lcm (p—1, g-1).

5) Modular multiplicative inverse of an integer a modulo
m is an integer x such that a* =x mod m this is equivalent to
ax=1 mod m.

The multiplicative inverse of a modulo m exists if and only
if a and mare coprime (i.e., if gcd (a, m) =1).

6) Converting a decimal Number to any base number: The
remainders that we get when we sequentially divide the
decimal number by the base end up being the digits of the
result, which are read from bottom to top.

Example: convert 1904, to base 3.
190 = 2*3* + 1*33 + 0*32 + 0*3' + 1*3°

The following notations are used frequently in Paillier
Cryptosystem explanation:

Zn - set of integers n

Zn* - set of integers coprime to n - this set consists of ¢ (n)
number of integers.

Znp* - set of integers coprime to n? - this set consists of n ¢
(n) number of integers.

11l. PROPOSED ARCHITECTURE MODEL
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Fig 1: cloud framework with secure multimedia data transf€rring

Proposed architecture in figl is having three parties.
A) Cloud Service Provider:

It has a responsibility to maintain data or videos uploaded
by data service providers. It has to maintain cache memory
like mechanism called as sub video cloud databases for fast
access. Its responsibility is to maintain recently accessed data.

B) Data Service Provider:

It is the owner of data file. It will decide whether the data
to be uploaded is sensitive or insensitive. If it is insensitive no
encryption is required and directly uploaded to the cloud. If it
sensitive then he will apply proper authorization constraints to
access that video. Before uploading this video he will encrypt
that data. Later on if any user wants to see that data he should
be authorized and provided with temporary access to decrypt
that data [2].

C) Data Service User:

It is the end user or viewer of that data. It can see the
insensitive data directly. But to see sensitive data it has to
submit its authorization details with proper id. It should be
registered at cloud server. Authentication information is
accessed by the service provider to grant/revoke the services
to that user.

Proposed model is twofold. First, it has to provide data
security from the cloud service providers. Second objective
ensures without compromising transmission time and quality
constraints under encryption domain.

First objective can be achieved through homomorphic
encryption proposed in [3].It is described as follows.

IV. HOMOMORPHIC ENCRYPTION

Homomorphic encryption is one for the form of encryption
which allows particular types of operations to be carried out
on cipher text and produce an encrypted result which, when
decrypted, companion the result of operations performed on
the plaintext.

Homomorpic encryption is one of the enviable features in
modern communication system architectures. Homomorphic
encryption would allow the chaining together of different
services without displaying the data to each of those services,
for example a chain of different services from different
companies could 1) compute the tax 2) the currency exchange
rate 3) shipping, on a transaction without exhibiting the
unencrypted data to each of those services [4].

For homomorphic encryption we are using pailliers
algorithm [5]. Now our proposal is to encrypt the multimedia
data ( i.e. Video, Audio, Text, Image, Graphics) before
sending it to the cloud, but to perform the operations the data
should be decrypted every time and we need to work on it.
Till now it was impossible to encrypt data and to trust a third
party to keep them safe and able to perform different
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operations on them. So to allow the cloud user to perform the
operations on encrypted data without decrypting them requires
using the cryptosystems based on Homomorphic Encryption

[6].

And this algorithm used to perform operations on
encrypted data without knowing the private key (without
decryption).

A) Key Generation Algorithm:

Choose any two large prime numbers pand g randomly

and independently of each other such that the equation is:

ged (pg, (p-1) (-1)) =1.

1. This property is assured if both primes are of equal
length.[3]

2. Compute n = pg and A= lem (p-1, g-1).

Select random integer g where 9 € VAR

4. Ensure n divides the order of g by checking the existence
of the following modular Multiplicative inverse:
p= (L (g A mod n2)) * mod n
Where function L is defined as:
L (u) = (u-1)/n.

w

Note that the notation a/b does not denote the modular
multiplication ~ ofatimes  the modular  multiplicative
inverse of b but rather the quotient of a divided by b, i.e., the
largest integer value v = O to satisfy the relation @ = v,

The public (encryption) key is (n, g).
The private (decryption) key is (A, ).

If using p, q of equivalent length, and a simpler variant of
the above key generation steps would be to

set g=n+l, 2= 0¢ (n),
and p-¢ (n)*mod n
where ¢ (n) = (p-1) (g-1).
Encryption:
1. Let m be a message to be encrypted where m € Z,
2. Select random r where T € Z;,
3. Compute cipher text as: ¢ = g™. r" mod n’. [10]

Decryption
1. Let i be the cipher text to decrypt, where ¢ € Z;2
2. Compute the plaintext message as:
m=L (¢" mod n%. p mod n
As the original paper points out, decryption is "essentially
one exponentiation modulo n?."

B) Homomorphic Properties

One of the best features of the Paillier cryptosystem is
its homomorphic properties [6]. As the encryption function is
additively homomorphic, the following identities can be
described:

1) Homomorphic Addition of Plaintexts: The product of
two cipher texts will decrypt to the sum of their corresponding
plaintexts,

D (E (my, r1).E (my, r2) mod n?) = my+m;, mod n

The product of a cipher text with a plaintext raising g will
decrypt to the sum of the corresponding plaintexts,
D (E (my, r1). g™ mod n®) = my+m;, mod n.

2) Homomorphic Multiplication of Plaintexts: An encrypt-
ted plaintext raised to the power of another plaintext will
decrypt to the product of the two plaintexts,

3)
D (E (my, r1) ™ mod n?) = mym, mod n,
D (E (m,, ) ™ mod n?) = mym, mod n

More generally, an encrypted plaintext raised to a
constant k will decrypt to the product of the plaintext and the
constant,

D (E (my, r1) * mod n?) = km1 mod n.

However, given the Paillier encryptions of two messages
there is no known way to compute an encryption of the
product of these messages without knowing the private key[9].

Second objective can be achieved through division of
video into multiple adaptive frame buffers based on the
bandwidth available by considering the snapshot of the
network. Every buffer is partially encrypted [11]. This will
reduce the encryption and decryption time as well as security
cannot be violated. It is also used to recover original video
back with maximum video quality [7].

To increase the security level, frame buffers are dispatched
in random order that order is available to Video Service
Provider. Internally at cloud server this random order is
digitally signed and sends to the service user. For cross
checking that user has to send the signature to video service
provider. Now video service provider verifies both of
signatures. If both signatures are matched then he will replied
with correct order of video frames to the service user system
to recover the video [8]. This process is only applied to highly
sensitive videos. Remaining all videos can be either send
without encryption or with less encryption.

ISSN: 2231-5381

http://www.ijcttjournal.org

Page 140




International Journal of Computer Trends and Technology (IJCTT) — volume 17 number 3 — Nov 2014

V. RESULTS

Register | Regi == a2

Enter Mailid srinu @gmail.com
Enter Password
e

View

ion Form

to Cloud

Login

Upload

Hange=08Y 152689280 e
Current Block-5386->Size=128
Range=689280-689408

Current Block-5387->Size=128
Range=689408-689536

Current Block-5388--Size=128
Range=669536-689664

Current Block-5389->Size=128
Range=689664-689792

Current Block-5390->Size=128
Range=689792-689920

Current Block-5391--Size=128
Range=669920-690048

Current Block-5392-=Size=128
Range=690048-690176
I i Bk BT Shs i

Registration Successtul for srinu@gmail.com otal Media Encryption Time (in sec} 0.296
keystore Generated for srinu@gmail.com

1)

Logout r il

® Registration Successfully

Figure 5: Service Provider uploading data to cloud

Fig 2: Service Provider Registration

3 s o dropbocomhones ome 0+ @ 6 X | 43 Home - repbox

« Goge dropbox -

Rasicias 2] User Login = : O [ DI b WD O o e s Q- |

Enter userid srinu@gmail.com
I P o d
Enter password - & Drophox

exch  J e Moe». Sinln 4+
K-

Ouca7ser e 202014 2307
s Docser e 020181020 :
-
Message s
Doc30ser file 26102014 1:14PM.
HIDVIICET DOI SUECE ST Docoser e Pnonaniseam
Doc33ser file

Getting Started document 020141204PM

sampletx document 26020141216PM

Key Store Activated for srinu@gmail.com
Login Successful for sinu@gmail.com
Key Store Activated for srinu@gmail.com
R

L

Register |2 User Login l=|=] 2=
Login Enter userid su3@amail.com

Enter

o
Look In: ||j science |'| E

[ airfv [ DCMERLINZSTROKE_4ch0_w_2.35p ELLE

[} airt.iv [} electrical engineering.mp4 roe—t

[y Animation electricity.fiv [ electricity from your body heatflv

[} Animation Synchronization.fiv [T} gas turbine animation.fiv ® et Lot Shetarermy
[} Autodesk 5078 w_1.3gp [ gearv

3 CADModelaWind_f71e_w_2.3gp D Geothermal Energy 3d animation.fiv

4« M | [»

File Name: |Autudesk_5078_w_1 3gp |

Files of Type: |.\n Files

Registration Successful for suZ@gmail.com
eystore Generated for su2@gmail.com
Registration Successful for suz@gmail.com
Keystore Generated for su3@gmail.com
Login Successful for su3@gmail.com

s
Key Store Activated for srinu@agmail.com
Login Successful for srinu@gmail.com

. . A : Figure 7: Service User Login
Fig 4: Service Provider browsing the data

ISSN: 2231-5381 http://www.ijcttjournal.org Page 141




International Journal of Computer Trends and Technology (IJCTT) — volume 17 number 3 — Nov 2014

@—mg_gmmll!

Login Doc-Animation electricity.fiv-nsri@gmail.com 1

Doc- _5078_w_1.3gp-srinu@gmail.com 1

Browse 1
SubVC
Logout

Doc-Autodesk_S5078_w_1.3gp-srinu@amail.com i
D A _5078_w_1.3gp-srinu@gmail.com 1

|| Streaming || s(=ls .S

Registration Successful for suZ@gmail.com
Keystore Generated for su2@gmail.com
Registration Successful for su3@gmail.com
Keystore Generated for su2@agmail.com
Login Successful for su3@agmail. com

Login Successful for su2@amail.com

Dec Doc-36-BUF LEM-690256

Doc Size-690242

Mo of Blocks:5392

Balance Bytes-66

Total Document/Media Decryption Time (in sec) :0 328 -

Figure 8: Service User Fetch/download data

todesk_5078 w_1.30

Registration Successful for su2@gmail.com
Keystore Generated for su2@omail.com
Registration Successful for su3@agmail.com

RN

Figure 9: Every Service User is having his own Sub user database

Register

Login

Browse

L]

SubvC

o eI o[ 1o 8

Logout ‘

1
bl
QL b W B ¢

Aiodes S 1 g [100r [ 5023

Reqisratin Secessh frsu2@gmal com
Kajstore Genered fr su2@gmal com
Reqisratin Secessh frsud@gmal com

ISSN: 2231-5381
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V1. CONCLUSION & FUTURE WORK

Finally it can be concluded that, the proposed method is

used to secure the multimedia data in the cloud environment
with homomorphic crypto system along with good buffering
techniques by dividing the multimedia data in to number of
blocks/chunks. Homomorphic encryption is one of the best
cryptographic techniques to secure the multimedia data in the
cloud, which is used to decrypt the data without knowing
private key. In future it is possible to implement the same
application for any real time business logics.
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