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Abstract—  Encounter-based social network and
encounter-based systems link users who share a location at
the same time, as apprised to the traditional social
network model of joining users who have an offline
friendship. The new access presents provocations that are
basically different from those social network designs
tackled by earlier. In this paper we survey the functional
and security requirement for the new scheme, such as
possibility, safety, and secrecy, for building secure
encounter-based social network present several design
options. For highlight the challenges we analyse one
recently implemented encounter based social network
design and match it to a set of idealized security and
service requirements. We show that it is ready to many
attacks, including imitation, complicity, and secrecy
breaching, even though it was designed clearly for
security. Attentive of the possible trap, for secure
encounter-based social networks we construct a flexible
framework; we derived two construction examples for this
framework in terms of the ideal exigency. Comparing to
previous work our new designs meets more exigencies in
terms of system security, reliability, and privacy. Analysis
highlights for encrypting and decrypting data we use DES-
Algorithm, with that concept the secure data will never
take or corrupt by neither some one other nor leakage of
data.

Index Terms—Social network, Location-based services, Privacy.

I. INTRODUCTION

In general model of social networks, a set of off-line
friend’s contacts can be selected by user. Utility can be
despite, a subset of social networking only for common
networks only: to establish a contact between the two users in
the social network if they know of, need to introduce each
other. The only way to establish a connection is at same place
with respectively to time in encounter based social network
approach. A conversation at a public place is simple to
striking up. A computing infrastructure provide encounter-
based social network varied services allow to create a “missed
connection” virtual notification board, introduction on-the-fly,
real-time in-person key delivery to start secure interaction in
other systems.

A previous social network is very similar to first glance
encounter-based system, different set of challenges can
present in dramatically, a user authenticity and conversation
of other party can provide the security and privacy. In
traditional social network is an open problem in encounter-
based social networks and it is a trivial guarantees. In
traditional social network we have face-to-face contacts that
are consider in encounter based network and these are the
additional features and requirements like anonymity. The
users would expect more information about the people to meet
and stay secrecy. The user do not place there trust on other
people who are in the same location and it is a fascinating to
reveal the information about the wuser is required to
communication secrecy. Encounter-based network primary
goal is not sharing the personal information and it is
implemented easily to agree the both users to verify
successfully.

In this paper we consider the encounter-based network for
fundamental requirements. Here we have the additional
functionality like high possibility, scalability and the failure of
robustness, several security guarantees provided by system, a
two-party conversation of both users may include the secrecy
in the form of sharing users encounter, participants of
encounter data exchanged can be confidential. The different
security guarantees can be provided by generic design and that
can be used to construct encounter based social network. We
are highlighting the end-user usability of our system and the
utility are large scale deployment and the settings of the real-
world experiments would consider the user feedback. The
encounter based social network design is the main
contribution of this paper, the key distribution service of face-
to-face and it is drop-in replacement for secure
communication in future. Attentive of the possible trap, for
secure encounter-based social networks we construct a
flexible framework, we derived two construction examples for
this framework in terms of the ideal exigency. In encounter-
based networks is a functional requirement to describe
idealized security to the organization. Comparing to previous
work our new design meets more exigencies in terms of
systems secrecy, reliability, and privacy. Analysis highlights
for encrypting and decrypting data we use DES-Algorithm,
with that concept the secure data will never take or corrupt by
neither someone nor leakage of data.
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II. PROPOSED WORK

It is a straightforward approach for implementing these
requirements where there are many challenges while
practically implementing this. Recently for implementing
these requirements there was an approach called Manweiler
where they were succeeded in meeting the requirements for
implementing there was an big issue arrived for protecting
against some security vulnerabilities like man-in-the-middle”
attack .

An authentic manner used techniques of simple human
factor, the both systems built together to exchange secure data
among the groups and our work is some related to SMILE.
The two devices should communicate at a time, the user allow
original indicate by grouping of nature designed. Device
pairing is the basic idea of GAnGS for groups in efficient
manner by using auxiliary tools group information can be
inputting by projectors and the some other user are also
depending on the pairing to perform the users in group. An
encounter based attestation can be used in GAnGS and the
data authentication is the mainly collaborative design.
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(a) Immediate key exchange

Mobile devices usability is more that the systems to improve
the SPATE on GAnGs cryptographic operations streamlining.
Participants work can be consider as anonymity or secrecy,
and the authentication and collaboration both can be done at
the same phase, in the time of the communication between the
two users sometimes problem may occur even if they are users
in a flight mode system why because they using the same
location or area to resolve this problem to make the
communication between the two users without any barrier and
frequently to get the response from others and to identify the
details of another user for that we are using service include
bright kite in social network areas to create a good awareness
to the people. And in most of the situation people may not
need the location and all the details of other person.

In previous existing system which concept was used like
mobile social networks by bootstrapping concepts in online
social network it most based on the Bluetooth connections and
all in this mobile chip doesn’t have the permission to access
all the details so however we are used details it may not
support all the content messages for sharing.

The concept of the SMILE is to make the comfortness and
the confidence between the two peoples to communication
with each other it can helps the users to communicate even in
the mobile devices in smile user who want to communicate
with others it provides the encounter based occurrence with
each other so now users can communicate trustfully for to do
all these process first we need the permission encounter the
key which was generated by the sender at the time of sharing
the information to others, so it can provide the security level
between the user communication or conversation so for this
function we are using the hash security functionalities to
retrieve the messages in data of users in this section we are
providing the key to the users in the time of message sending
it will generate automatically by using the hash function in
backward process through this key the communication range
with in the other devices. The user do not place there trust on
other people who are in the same location and it is a
fascinating to reveal the information about the user is required
to communication secrecy. Encounter-based network primary
goal is not sharing the personal information and it is
implemented easily to agree the both users to verify
successfully. In traditional social network is an open problem
in encounter-based social networks and it is a trivial
guarantees. In traditional social network we have face-to-face
contacts that are consider in encounter based network and
these are the additional features and requirements like
anonymity.

The encounter key of the cryptographically-secure can
post in the same device, and the centralized server encounter
key is used to encrypt the messages. The hash function
property of the pre-image resistance cannot recover from the
centralized server to help without the encounter key here in
this application we are using an encryption method along with
the user message or shared data for this we are using a key to
recover the data whatever the user sending to receiver so for
this we are using DES algorithm function to provide a security
to users information. If the user doesn’t related to the sender
he may not know the exact key which was generated by the
sender at the time of sending message to receiver and after
that if user want to view the message he should need the key
for this in smile design we are proving two way
communication system between the two users it will helps the
users in social networks to get every details of other person
whom they chatting and communicated. By this process we
can reduce the misusing behaviour in social network and by
this encounter based credential information user can move
freely to others in social networks, we can reduce the claims
about others in social networks.
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III. RESULTS

In this paper we are introduced a new concept that is
SMILE to provide the security and to provide a good
communication between the users in social networks. In
this we are proposed a concept of location based and an
attributes of users profile information through this only we
are accessing and sending the information to the other
users. Here we are proving a two way communication
between the sender and receiver without any barrier in
networks. Here we are sharing the data along with the
encrypted key that key was generated by using DES
algorithm at the time of sender sending the message to
receiver any data, if receiver want to view the data he have
to know the key for that he has to communicate the sender.
And as well as we are providing an option that is if we
want to view the message he has to select immediate key
exchanger or Delayed key exchanger. In Immediate key
exchanger we are providing security question we view the
information otherwise he has to contact the sender to get
the key for the Delayed key exchanger, after getting the
key from sender he can enter that key and view the
message at final receiver got the actual message and
shared file.

Conclusions

In this paper we are implemented a way of providing
security and trusted communication between the users in
social network for all this security reasons we are used
Immediate key exchanger and Delayed key exchanger through
this we can stop the misuse and misbehaviour in online social
networks. In delayed exchanger again we are making a two
way communication between the sender and receiver for the
security key and in immediate key exchanger we are provided
a security question which was known by the sender and as
well as the same attribute based persons. Here in this
application we are sending and sharing the data based on the
location and user names through this attributes we are
providing in communication between the new user and existed
users then they have to communicate with each other by
knowing there identification details and when sender sending
a message to someone else to provide the security to that data
we are using an encrypted method for sending in secure
manner, so after receiver receives the message he has to need
the key which was generated the time of message sending by
the sender for this receiver send request to the sender then he
get back key and he can view the actual message
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