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Abstract—As technology is progressing and more and more
personal data is digitized, there is even more need for data
security today than there has ever been. Protecting this critical
data in a secure way against the unauthorised access is an
immensely difficult and complicated research problem. Within
the cryptographic community, many attempts have been in this
regard. In visual cryptography, secret sharing offers a similar
scheme, where a secret S, encoded into an image is shared among
a group of n members, each of them holds a portion of the secret
as their secret shares. The secret can only be retrieved when a
certain number of t members (where t < n) combine their shares
together. And while any combination with fewer than t shares
have no extra information about the secret than 0 shares. This
kind of secret sharing system is known as (t, n) - threshold
scheme or t-out-of-n VC scheme. In this paper, we discuss
various types of visual cryptographic schemes emphasizing on
improving the efficiency and capacity of the original schemes. An
analysis on the optimal contrast of the recovered secret, the
robustness and security issues of technique is also presented. This
paper attempts to develop a mathematical model based on
interpolation for visual cryptography. Such a model using
Lagrange’s formula is implemented and experimental results are
verified.
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. INTRODUCTION

A secret is something which is kept from the knowledge
of any but the initiated or privileged. Secret sharing defines a
method by which the secret is distributed among a group of
participants and each participant is allocated a piece of the
secret. This piece is known as secret share. The original secret
can only be reconstructed when a sufficient number of shares
are combined together. While the shares are separate, no
information about the secret can be accessed. That is the
shares are completely useless while they are separate.

This above problem can be generalised and formulated as
a definition of (k,n) - threshold scheme. The definition can be

explained as follows: Let S be the secret to be shared among
n parties. A(k,n)— Threshold scheme is a way to divide S into
n pieces $;,S,,S3, Sy, that satisfies the following conditions:

1. Knowledge of k or more s; pieces makes S easily

computable.
2. Knowledge of any k-1 or fewer s; pieces leaves S
completely undetermined.

Visual cryptography is a cryptographic technique that also
attempts to solve the secret sharing problem. But VC uses the
idea of hiding the secrets within the images. Later these
images are encoded into multiple shares to be distributed
among participants. In (k,n) image sharing, the image that

carries the secret is encrypted into n shadow shares and the
decryption is totally unsuccessful unless at least k pieces are
collected for reconstruction. Visual cryptography is a
desirable scheme as it embodies both the idea of perfect
secrecy using a onetime pad algorithm and a very simple
mechanism for decoding the secret.

Visual cryptography was introduced in [1] to protect secret
images. The major contribution of their approach is that in
visual cryptography, people can use their eyes (rather than the
computer’s computation) to recover a secret image by simply
stacking the two corresponding transparencies, while any
transparency alone cannot reveal the given secret image. To
know about the simplest design of VC, readers may inspect
Fig.1 to find some very simple patterns of blocks repeatedly
used to decompose a black-and-white secret image. Note that
each pixel of the secret image yields a 2-by-2 block in
transparency 1 and another 2-by-2 block in transparency 2.
In fact, for every pixel of the secret image, according to
whether the pixel is black or white, we can just use Fig. 1 to
randomly choose a pair of 2-by-2 blocks (related to that
pixel’s brightness) to paint the corresponding position in
transparencies 1 and 2. Notably, after stacking, if all four
elements in the resulting 2-by-2 stacked block are black, then
the input pixel of the secret image must be a black pixel; on
the other hand, if just two of the four elements in the resulting
stacked block are black, then the input pixel must be a white
pixel. Therefore, the resulting recovered image (2x2=4 times
larger than the original secret image) can be utilized to trace
back the original secret image with its original size easily.
This is the original (2, 2) visual cryptography scheme. Here
the total number of participants are 2 and both the shares are
needed to reconstruct the original secret and the size of the
shares, recovered image is 2 or 4 times larger than the original
image.
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Fig. 1 An Ordinary (2, 2) Visual Cryptography scheme

Although number of variant visual cryptography
techniques were introduced later to create size invariant shares,
(k,n) -threshold methods, access structure based share groups,

Random grid based shares etc, almost all methods suffered
from image quality and contrast factors. If quality and contrast
are given priority then the size of the shares would increase
considerably. Also the number of shares needed to produce
the original secret would also increase.

In the next section a brief survey of various VCS
techniques would be discussed and analysed for the above
factors. This analysis leads to the design of a mathematical
model. The fourth section describes the mathematical model
and the experimental results would prove various benefits.

1l. RELATED WORK

In this section, various VCS techniques are reviewed. An
extended visual cryptography scheme (EVCS) proposed in [2]
based on an access structure which contains two types of sets,
a qualified access structure Tq, and a forbidden access

structure Ty, in a set of n participants. The technique

encodes the participants in that if any set, which is a member
of the qualified access structure and those sets are
superimposed, the secret message is revealed. Where as
members of the forbidden access structure have no useful
information and they can’t reveal the secret.

Ito’s scheme [3] proposes a size invariant scheme with
no pixel expansion and also use a (k,n) scheme with the help

of a Boolean n -vector V:[vl,vz,v3..vn]T , Where each

v;j represents the colour of the pixel in theit" shared image.

The most important part of any scheme is the contrast as it is
hard to visually recover the secret. In this scheme the contrast
is based on the probabilities with which a black pixel on the
reconstructed image is generated from a white and black pixel
on the secret image. This is because the pixels of the
respective shares are combined by a Boolean OR operation.

A probabilistic method to deal with the size invariant
shares is proposed in the paper [4]. Here the frequency of the
white pixels is used to show the contrast of the recovered
image. Aspect ratio invariant secret sharing is presented in
[5].This scheme drastically reduces the number of extra sub

pixels needed in constructing the secret. The share size is
equal to the secret size and aspect ratio is maintained thus
avoiding the distortion while reconstructing the secret.

Recursive style of secret sharing is based on the concept of
an image with multiple secrets. Recovering the secrets
involves rotation or shifting of the shares to different locations
on the corresponding share. Random grid algorithm uses a
common random share using which corresponding secret
shares are generated for different user secrets. Hence for every
user secret, (2, 2) scheme is applied.

Similarly different VCS schemes were developed for
different types of secret images like for colour images, half-
tone images etc leading to various applications. Each method
has its own advantages and drawbacks. But none of these
schemes are based on a mathematical model. Hence this paper
proposes a mathematical model for secret sharing schemes
which guarantees a perfect (k,n) -threshold visual

cryptography.

11l. PROPOSED WORK

Secret sharing is a very important embranchment of the
modern cryptography. Secret sharing is a technique for
sharing a secret to a group of participants, each of which holds
a portion of the secret. The secret can be retrieved when a
certain number of t members combine their shares together,
while any combination with fewer than t shares has no extra
information about the secret than 0 shares.

We begin this section by explaining what threshold
scheme of secret sharing as given in is ([6]-[7]). Then we
apply this scheme to (k,n) -threshold visual cryptography
Scheme. This mathematical approach involves Lagrange’s
interpolation over a Galois field mod p. When applied to an
image, it is observed that size invariant n secret shares are
generated and any of the t shares can be used to reconstruct

the original secret. The recovered secret is perfect in its
quality in terms of contrast, resolution and size.

A. Shamir’s Threshold Secret Sharing Scheme

The basic idea of Shamir’s scheme is based that two points
are needed to determine a line, three points to determine a
quadratic and so on.

Suppose we have a prime p , which is larger than the
entire possible message and also larger than n number of
participants. All the calculations are carried out mod p. Here,
we can also use a composite number n, however, it will
guarantee the solution finally. Suppose we want to share a
secret message M , represented as a number mod p. There are
n persons who have shared the secret and when any t persons
get together, they can retrieve the secret by their shared parts.

To achieve this aim, we need the following steps:
1.  Select t —1lintegers mod p randomly, represented by
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Create a polynomial

S(X) = M +5X+---+5;_1x" T (mod p) )

2. Select n different integers
X1, X5, X3,...Xp(mod p) and xq,Xp, X3,...X, (Mod p) for n
participants, and calculate the corresponding values
S(X1),S(X5),5(X3),...S(Xp). Then each participant is
assigned a pair (x;,y;) with

yi = s(xi)(mod p) ®)

3. Keep the polynomial as a secret and publish p.

So far, the generation of Shamir’s secret is described. Next
the secret recovery scheme will be presented. Now suppose
t Persons want to recover the secret and their pairs are
(%1, Y1) (%e, Ye)-

»  Create t equations according to the pairs as
following :

V=M + slxﬁ +eeet st_lxtk‘1 (mod p), 1<k <t 4)

»  Rewrite these equations into a matrix equations as :

1 e 50 )

LoxE L] s
1xy X5 .l = y.2 (mod p) ©)
1 Xt --'Xtt_l St-1 Yt

Where sq is equal to Secret M . If the determinant of the
left matrix is a non zeromod p, this equation always has a
unique solutionmod p.

> If we get solution to this equation, then we can obtain
the secret M =Sy

Instead of finding the Inverse of the matrix, we can try an
alternate approach to recover the secret. First, let

() = T1 =21 (mod p) ®)
i=1 Xk — X
izk

By using the method of fractions mod p , we can get

1 if k=j
|k(Xj)={0 ko )

Finally, we can obtain the Lagrange Interpolation Formula,

D00 = ¥ vl (%) ®)
k=1

Which satisfies the requirement p(xj)=y; for 1 <

message, we can simply calculate p(x) and evaluate formula
for any secret message M as the following

t t — X
M = 3y [T ———(mod p) ©)
k=1 j=1 Xk —Xj
J=k

Based on the above Shamir threshold scheme, the Secret
image sharing scheme will be presented in the next subsection.

B. (t,n)- Threshold Secret Sharing Scheme for Gray Scale
Images

Suppose we can split a secret image | into n different
shadow images (Sq,S1,S2,...54-1). Then the original image
can only be recovered by the combination of t different
shadow images. To accomplish this goal, the polynomial in
Shamir threshold scheme is employed. In Shamir threshold
scheme, the coefficients (sg,s;,S5,...5,¢) are randomly
selected from integers less than p. However, in the secret
image sharing scheme, values of each pixel are used as these
coefficients.

Since the value of a gray image is between 0 and 255, the
prime number p =257 is selected as the closest prime number
to 255.Then the image with the size H xW is divided into m
parts and each part contains t pixels. For example, if the size
of an image is 256 x 256 and t =4, we will get m -16384 parts.
For each part k, a polynomial

Sy (X) =80 + 85X +---+5;_1x' ™ (mod p) (10)

is defined, where (sq,s;1,S5,...5,1) correspond to the
values of each pixel in part k .

According to this polynomial, we can get an array
A, containing mvalues S;(x),S,(x),---Sy (x) for a given X .
If we reshape this array A, into axb matrix, a shadow
image will be obtained. Moreover, if we choose n different x —
values, we can get n different shadow images. In this scheme,
the number t must be selected appropriately, so that mis an
integer and can be represented as a x b Matrix.

C. Image Recovery Based on Shadow

Suppose n different shadow images are obtained from a
(t,n) secret image sharing scheme. Then any combination of
t different shadow images will yield a recovered image. We
define an array to store the value of x for the selected
t shadow images. The recovery scheme will be presented in
the following steps:

1. Reshape all the t shadow images from axb matrix
into arrays with m length.

2. Read the i™element of each array as Sj(Xq) wherel

indicates the index of different arrays and X corresponds to

the 1™ element of the array X . Then we get the t values as
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3. By using these t values, we can get the following
equations,
Solve these equations together, we can get the values of

the pixels at the i rows of the reshaped original image.

4, Repeat steps 2 & 3, until all the elements of each
array have been calculated. Then we can get the whole
reshaped image.

5. Reshape and reorder the image thus obtained from
mxtinto H xW . Thus we will get the recovered image.

Fig. 2 Secret image

Shadow 3 Shadow 4

Shadow 5 Shadow 6 Shadow 7 Shadow 8

Fig. 3 Shares created

Fig. 4 Reconstructed secret image

D. Analysis of Security

Suppose we want to recover an image from (t,n) secret
image sharing scheme, then we need to construct
H xW

m= . (11)

Polynomials, such as,

5 (Xg) =S+ 51 Xg +-+-+si (X5 (mod 257)  (12)

For an image size H xW . For each of those polynomials,
there are t unknown coefficients. Suppose we have only
t —1shadow images, then we construct onlyt —1equations.

si(Xo)=sh +81Xg +--+s! X5 (mod 257)
si(Xl)sz +s{Xl+--~+sti_le_l (mod 257)

(13)

Sj (Xt_z)zs(i) +s{Xt_2 +--~+sti_lxtt:% (mod 257)
In this situation, there are t unknowns and t —1equations,

which means we cannot know exactly the t™ root. The
probability, one can guess the correct value is 1/256 .
Therefore, the probability, one can recover the whole image

without errors is (1/256)™ . For this reason, it is impossible to

recover an image with the combination of t —1or less shadow
images.

IV. CONCLUSIONS

In this paper, a novel mathematical model for the threshold
visual cryptography for secret image sharing is presented.
Firstly, we review the development of visual cryptography
secret sharing schemes and analyse the shortcomings of each
scheme. It was obvious that each scheme was application
specific and does not provide a generalized mathematical
proof. This leads to the necessity that any secret sharing or
distribution scheme must be general and highly secure. Hence
based on the Lagrange Interpolation formula, a secret image
was shared among n participants as shadow images. With any
combination of t shadow images where (t<n) the original

image was reconstructed. The experimental results show that
the quality of the restored secret is perfect in terms of contrast,
resolution and size.
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