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Abstract - The most economical, commercial, cultural, social, and governmental activities occur in cyberspace in today's
digitally connected world. Yet, increased reliance on electronic technology exposes businesses to cyber threats that could harm
their finances, military capabilities, or political standing. Despite numerous solutions being put forth to stop or lessen these
attacks, researchers are still looking at the problems, benefits, and limitations of current techniques. The extensive use of cloud
computing in industrial settings has brought about several positive effects. However, it has also generated security problems
that conventional solutions might not be able to address adequately. Recent studies have concentrated on using artificial
intelligence's deep learning to enhance security controls for cloud-based 10T devices to overcome these problems. This in-depth
study examines the most recent developments in cloud-based loT frameworks, applications, configurations, and security
architectures and the division of cloud security problems into four groups. The paper outlines potential areas for future research
for integrating cybersecurity in the cloud by outlining research gaps in loT-based cloud infrastructure, discussing major security

vulnerabilities in each domain, and presenting their limitations from a fundamental, artificial intelligence (Al), and deep

learning (DL) point of view.
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1. Introduction

Cloud computing is a model that enables worldwide and
immediate access to a network of shared computing resources
that can be allocated and offered by a cloud service provider
on demand [1]. A cloud infrastructure built on the Internet of
Things (lIoT) is a large network that includes several 10T-
enabled applications and devices. Cloud computing
infrastructure  comprises data centers, connectivity
infrastructure, real-time computation, and operational support.
In the context of 10T, a cloud infrastructure encompasses
principles and services for managing, securing, and
connecting various loT applications and devices. The cloud
formed over the past ten years, and its variations are still
emerging in the coming decade [2], [3]. I0T, or the Internet of
Things, is seen as being the most prominent among these
variants.

Nonetheless, alternative forms of cloud computing, such
as  service-oriented  architectures, distributed cloud
environments, data center operations, and management
domains, rapidly adapt to the trend [4]. Based on the findings
of a study conducted by the authors of [5], cloud computing
has been identified as one of the top ten technology trends in
2020. It was reported that the cloud platform market
experienced a growth of 17% in 2020.

Cloud Computing is a model allowing easy and
widespread access to a shared pool of configurable computing
resources, as defined by the National Institute of Standards
and Technology (NIST). These resources may include
networks, servers, storage, applications, and services that can
be quickly provisioned and released with minimal
management effort or interaction with the service provider.[6].
Cloud computing provides a platform that allows for high
adaptability, flexibility, and cohabitation [7]. Figure 1 depicts
a general cloud computing setting in which consumers may
use the cloud from every supporting device in any location on
Earth.

The NIST has identified five important character traits of
cloud computing [6], namely: (1) measured service, (2)
resource sharing, (3) continued growth, (4) connectivity, and
(5) user-controlled provisioning. Cloud computing aims to
provide various computing services, such as data centers,
storage, database systems, network management, software,
data analysis, and intelligence, through the internet. Users can
select the kind and number of services they require.
Traditional IT offerings have shifted to the cloud because of
cost savings, convenience, flexible work scheduling, and fast
information storage and retrieval. Cloud computing eliminates
the need for businesses to purchase costly software as well as
hardware to establish on-site data centers. Cloud computing
automates various sectors by hosting programs and services
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on remote computers. Many industries are now adopting this
trend, which is growing with each passing year [8].
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Fig. 1 General cloud computing setting

Cloud computing permits adaptability and frequent
software and hardware updates for various industrial uses [9]—
[11]. Moreover, the cloud enables users to make efficient
utilization of network assets and offers a range of security
solutions. These advantages demonstrate the huge potential of
cloud computing. Cloud-related technologies offer numerous
prospects for industry sectors and have the potential to unlock
a variety of applications, solutions, utilities, platforms, and
more that are possible in the future. Deep learning-based cloud
computing can accommodate massive data volumes and
learning algorithms. Its use can also enable deep learning
models to attain overall effectiveness on a massive scale at a
minimal cost by utilizing the processing power of a graphical
processing unit. Any cloud-based approach's effectiveness
heavily depends on giving cloud supervisors, software
engineers, and end users the best experience possible.

Most importantly, cloud adoption is hampered by specific
barriers such as sophistication, conformance, security,
dependence, data confidentiality, governance, and cost
[12]. Security is considered a significant challenge in cloud
computing as applications and data can be situated at various
levels depending on the selected cloud service architecture. As
aresult, security has been ranked as the top concern with cloud
technology by researchers [13]. In 2020, Gartner identified
four trends that affect the adoption of cloud computing, one of
which is addressing related security and privacy concerns,
particularly with the increasing prevalence of distributed
cloud options [14].

The cloud provides the ability to distribute diverse data,
resources, and virtual environments. A user in a typical
software infrastructure of a corporation is restricted to the
assets that are accessible to them (i.e., storage space,
processing power, and hardware). However, a user can benefit
from additional server capacity and expanded storage capacity
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in cloud computing as needed. In their current state, traditional
approaches for user identity, authorization, and access control
may not be suitable for cloud environments. Significant
security concerns include external data storage, reduced user
control, interconnected models, and architectures. Data
protection is the main issue for safety and confidentiality in
cloud-based systems. Each user's personal information will be
at risk if this data gets compromised, leading to an increase in
cybercrimes, and harming people, businesses, and
governments.

Common security risks associated with cloud computing
include cryptocurrency mining malware, distributed denial-
of-service (DDOS) attacks, user account hijacking, and
unauthorized access to sensitive information. According to
Forbes [15], Skybox Security published a Security and Threat
Report in the middle of 2019, with a significant rise in the
number of exploits in cloud containers as the report's main
finding. Threats to data in the cloud are greater than those to
data in conventional storage systems. This is to make sure that
cloud providers not only secure the cloud platform but as well
as the customer data. The Oracle and KPMG Cloud
Vulnerability Report 2019 found that 82% of cloud users had
security incidents.[16]. Thus, ensuring cloud safety and
privacy has become essential. According to research, security
is the factor that cloud computing needed to flourish the most
In 2011, the placement of data was identified as a security
concern, leading to the emergence of various data security
issues [18, 19, 20]. Researchers have also emphasized the
importance of trust in cloud computing due to its close
association with the reliability of cloud service providers.
Consequently, the availability of trust value and proper trust
management have been deemed critical. Trust is the most
crucial factor since cloud computing has underlying security
challenges. [21]. Cloud-based services are equally susceptible
to the same data breaches that afflict conventional systems. It
was emphasized that the integrity of the data kept there and
the safety of cloud technology depended on the virtual
environment machine's security. [22]

Smart 10T cloud systems are discussed in detail in [23],
where the authors provide an analysis of five years' worth of
research articles on customer-focused 10T cloud applications.
This study also includes a security assessment of the 10T cloud
infrastructure and offers a novel paradigm for evaluating
security. [24] presents a paradigm for evaluating security and
confidentiality issues in social networks based on cloud
frameworks. Technological risks associated with cloud
platforms for various types of cyberattacks are explored in
[25].

A study carried out in [26] reported on triangulated
research of cloud computing problems. The security concerns
that now surround cloud computing were investigated in this
tri-partite research. Because of these difficulties, the research
also suggested consequences for adopting cloud computing.
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Also, writers in [27] provided another thorough examination
of a security problem by comparing the risks that cloud
platforms face and some detection and mitigation approaches
presently in use. Moreover, [28] observed the practical
application of algorithms for processing encrypted queries in
a high-capacity cloud-based system for a real-time situation.
The multi-dimensional average failure cost, characterized as a
quantifiable security risk valuation model against the safety
issues raised by these researchers, was proposed by [1] in
2016. They also suggested suitable defenses to address the
noted security issues.

This paper addresses privacy and security issues in 1oT
cloud computing, building upon previous research in the field.
This research gives a comprehensive survey of loT cloud
architecture, services, configurations, and security models.
Previous studies have either discussed security challenges in
general or concentrated on a small number of elements. The
study outlines four main categories for grouping loT cloud
security issues: data, network and service, apps, and people-
related security risks. The study also identifies and examines
the most recent developments and patterns in 10T cloud-based
threats. The general constraints of Al, particularly DL, are
explained and assessed together with each security concern
group. The paper also examines technological issues that have
been raised in the literature as well as potential future
developments in cloud computing and cybersecurity.

The structure of this article is as follows: In Section 2,
essential background information regarding cloud-based loT
architecture and services is presented. Section 3
comprehensively reviews previous studies on cloud-based loT
security concerns and attacks. The limitations and challenges
of cloud computing are discussed in Section 4. The paper then
proceeds to present future research directions in Section 5. The
conclusion of the study is presented in Section 6.

2. Cloud-Based loT Architecture and Services

In recent years, 10T and cloud computing have become
the most widely used technologies [29]. According to current
trends, the rate of development of digital technologies is
predicted to be phenomenal, and the amalgamation of the
technologies mentioned above can lead to efficient resource
management. This section offers a succinct outline of present
cloud architectures, types of clouds, deployment models, and
correlated attacks before delving into the subject of security
issues and challenges. A brand-new DDoS attack dubbed
economic denial of sustainability (EDOS) has arisen in the
loT-based cloud computing era [30]. Using the server-shared
monitoring service as an illustration, EDoS may be described
as an increase in the wear of flexible packaging (something
cloud server). EDOS (Economic Denial of Sustainability)
attacks are a type of cyber-attack that aim to exhaust the
resources of a targeted system or network by consuming
significant amounts of network bandwidth or computing
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resources. These attacks significantly threaten cloud
computing and 10T environments, where multiple devices and
systems rely on a shared network and computing resources.
EDOS attacks can disrupt cloud services and cause significant
downtime, resulting in financial losses and reputational
damage to the affected organizations. Furthermore, these
attacks can also have severe consequences on IoT devices,
which may rely on cloud-based resources and services.
Therefore, it is crucial to implement robust security measures,
such as intrusion detection systems, firewalls, and access
control mechanisms, to prevent EDOS attacks and mitigate
their impact on cloud and 10T environments [31].

2.1. Enabling Cloud-Based 10T Architecture

The Internet of Things (1oT) and cloud computing have
been integrated, and cloud-based 10T architecture has
emerged as a result. This design has several advantages in
terms of scalability, flexibility, and data processing
capabilities. The effective processing, storing, and analysis of
data are made possible by cloud-based 10T architecture,
enabling seamless integration of loT devices, data, and
services with cloud-based resources. With the help of this
architecture, businesses can handle massive amounts of 10T
data, carry out advanced analytics, and derive insightful
information for decision-making.

The architecture of the cloud-based 10T has been covered
in several research publications in various aspects. For
instance, Wu’s studies suggested a cloud-based IloT
architecture that uses edge computing to enable real-time
processing and analysis of 10T data [32]. They emphasized the
significance of effective data processing at the edge for
enhancing responsiveness and reducing latency in loT
applications. A cloud-based 10T architecture using machine
learning techniques for predictive analytics was introduced in
a different study by Wang et al. to optimize resource allocation
and boost energy efficiency in 10T systems [33]. To achieve
the best performance and resource utilization, they underlined
the need for intelligent resource management in cloud-based
10T design.

To tackle both small and large-scale business issues,
cloud architecture combines various cloud resources, such as
data centers, software features, services, and apps. With the
help of cloud architecture, end users should be able to access
their data and apps with high bandwidth, security, and on-
demand adaptability [34]-[37]. Cloud architecture often lays
out the elements and relationships between those components.
A few essential components of a general cloud architecture are
as follows: In that sequence, the list includes local client data
and resources, cloud data and resources, software components
and services, and middleware.

Cloud computing has become a popular choice for
organizations and individuals to store and access data. There
are four types of cloud architecture classified in Figure 2.
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Fig. 2 Various types of cloud architectures

2.1.1. Shared Cloud

A shared cloud is a type of multi-tenant cloud owned and
operated by different organizations, and many individuals and
organizations use these resources simultaneously. The main
issues with this kind of cloud are the allotment of resources,
ownership authentication, shared access control, and cloud
data protection from attackers. Many entities and
organizations instantaneously use these shared resources,
infrastructures, and networks. Google, Amazon, and
Microsoft are a few of the popular shared cloud providers.
Collaborative clouds provide numerous benefits, including
dependability, distance neutrality, cost modeled on
consumption, economical pricing, exceptional scalability, and
adaptability. However, shared clouds also have some
disadvantages, such as minor customization and low security
[38].

2.1.2. Corporate Cloud

A corporate cloud is a type of single-tenant cloud, usually
controlled by a single entity, and is created with that
company's needs in mind. Security is critical in corporate
clouds, as compared to other cloud environments. It is a sort
of cloud technology created with that organization's needs in
mind. Organizations can better manage their data by using
corporate cloud storage, which makes it more subject to legal
requirements  for compliance. The infrastructure's
management and hosting can be done internally or by a third-
party service [39]. The infrastructure is owned and run by the
same company. In corporate cloud solutions, the infrastructure
is either managed or used by the organization, or the cloud
service or infrastructure provider supplies it. Compared to
conventional cloud environments, corporate cloud
environments place a higher priority on security. Identification
of users and vendors, as well as managing security-related
concerns, are simpler than in a shared cloud. Using a corporate
cloud has benefits [38].

2.1.3. Hybrid Cloud

A hybrid cloud architecture links a corporate cloud to one
or even more shared clouds. This connects and centrally
manages several cloud platforms with controllable and
adaptable workloads. As an illustration, a business can control
security between personal and shared clouds, preserving
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sensitive information in the first and general data in the
second. Hybrid cloud security is more reliable than shared
cloud security. The advantages of a hybrid cloud are
adaptability, scalability, security, and cost-efficiency.
However, hybrid clouds have limitations such as networking
issues and security compliance [38].

2.1.4. Distributed Cloud

A system that combines numerous cloud computing
environments—either public or private—is referred to as a
distributed cloud architecture. These clouds are occasionally
referred to in the literature as "community clouds," whether or
not they are related or linked together. Organizations can use
assets and amenities from many cloud providers in distributed
cloud environments, offering them flexibility and options in
their cloud infrastructure strategy [40], [41].

When opposed to a shared cloud, using a distributed cloud
architecture has advantages in terms of security since it allows
businesses to divide their data and workloads across several
clouds, minimizing the danger of a single point of failure.
Sharing resources is another significant benefit, as businesses
may maximize their use of the cloud by utilizing various cloud
providers according to their unique needs, such as price,
performance, or location [42].

Distributed cloud environments could also have certain
drawbacks in any case. Because different cloud providers may
have varied levels of control and administration over security
measures, they might not be as secure as a corporate cloud. To
provide uniform administration across various clouds while
managing and administering a distributed cloud environment,
governing policies and procedures may be necessary. This can
complicate and burden the management of the cloud system
as a whole.

In achieving an effective and secure cloud
implementation, the decision to implement a distributed cloud
architecture should consider the unique needs and
considerations of the company, including elements like
security, resource optimization, and administrative rules. To
safeguard their data and workloads in a distributed cloud
environment, enterprises should install appropriate
safeguards, such as encryption, authentication, and access
control systems. The distributed cloud infrastructure should
also undergo routine monitoring and audits to maintain
compliance with security rules and standards.

To summarize, each cloud architecture type has unique
advantages and disadvantages. The decision regarding which
architecture to use will depend on factors such as the required
storage capacity, accessibility, performance, and security
needs of both the user and the organization.
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Fig. 3 Various Cloud-based Services in IoT

Corporate clouds, for instance, provide thorough control
over the user experience, are more reliable, and have higher
security, whereas shared clouds are less reliable and more
vulnerable to cyberattacks. Although hybrid clouds combine
the finest aspects of both, they also present special networking
and security challenges. Although distributed cloud
architectures offer better security than shared clouds, they
must be managed according to governance principles.

2.2. Cloud-Based IoT Services

The combination of cloud computing and IoT
technologies has allowed for the creation of powerful and
scalable applications that provide numerous benefits, such as
increased reliability, security, and performance. While IoT
devices enable real-time data collection and monitoring, the
cloud provides a flexible and cost-effective infrastructure for
storing and processing data from IoT devices. Cloud-based
IoT services can be easily scaled up or down based on the
application's needs, allowing cost-effective on-demand
scaling. As a result, cloud-based IoT applications have
received considerable attention in recent years. They are
increasingly being deployed in various domains, including
smart cities, healthcare, smart homes, smart grids, and
industrial automation. Figure 3 depicts the various services of
cloud-based IoT services.

2.2.1. Smart City Concept

Smart city implementation significantly depends on
dependable and  widespread wireless  connectivity.
Information and communication technologies (ICT) that are
used to create, implement, and promote sustainable practices
make up a smart city. The Internet of Things (IoT), a
technology that includes tying machines and items together in
a network to send data, is one important technology that
enables smart city applications. The cloud greatly aids the
introduction of IoT-based services in smart cities. Smart cities
can effectively gather, store, process, and analyze large
amounts of data from numerous sources, including sensors,
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devices, and systems, to gain insights and make decisions for
enhancing urban services, infrastructure, and sustainability.
This is done by utilizing cloud-based IoT services.

According to research, cloud-based IoT services greatly
impact smart cities. For instance, Rauf et al. offered an IoT-
based framework for smart city applications that used cloud
computing for data processing and storage. The framework
made it possible to monitor environmental factors, including
temperature, humidity, and air quality, in real time, enhancing
the sustainability of urban areas [88]. Another study by Gubbi
et al. emphasized the value of cloud computing in the context
of IoT for applications related to smart cities, highlighting the
scalability, flexibility, and cost-effectiveness of cloud-based
services in supporting IoT installations in urban settings [44].

Moreover, cloud-based IoT services provide chances for
collaboration and innovation across many smart city
stakeholders. For instance, Botta et al. proposed a cloud-based
IoT platform to enable smart city services, including traffic
management, waste management, and energy management.
This platform would incorporate data from many sources,
including sensors, social media, and citizen feedback. To
promote innovation and co-creation of urban services, the
platform enabled data sharing and collaboration across various
entities, including city officials, service providers, and people
[45].

By offering scalable, adaptable, and affordable solutions
for data storage, processing, and analysis, cloud-based IoT
services play a significant role in enabling smart city
applications. With real-time monitoring, data-driven decision-
making, innovation, and collaboration among various
stakeholders, cloud-based IoT services in smart cities can
potentially improve urban services, infrastructure, and
sustainability. Many studies have emphasized the importance
of cloud computing in the context of IoT for applications
related to smart cities, highlighting the advantages and
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opportunities provided by cloud-based services in creating and
implementing smart city solutions.

2.2.2. Cloud Implementation in the Healthcare Sector

Cloud-based by providing remote patient monitoring,
real-time data collecting, and enhanced healthcare outcomes,
IoT services have completely transformed the healthcare
sector. Even when patients are not physically present in the
same area as their healthcare provider, IoT-embedded devices
such as wearables, remote monitoring tools, and sensors can
capture patient data such as heart rate, blood pressure, glucose
levels, and other vital indicators. Specialists and other
healthcare professionals can remotely monitor and track
patients' health problems thanks to real-time data transmission
to the cloud.

With quick interventions and individualized treatment
plans now possible because of the availability of this real-time
patient data, healthcare delivery has undergone a radical
change. IoT device data can be analyzed on the cloud by
specialists, giving them important information about the
health of their patients. This makes it possible for more precise
diagnostics, proactive chronic illness treatment, and prompt
emergency intervention. In addition, cloud-based IoT
technologies have made telemedicine and virtual healthcare
possible, removing geographical constraints and expanding
access to healthcare services by enabling patients to obtain
medical consultations and care remotely.

Several research articles have recognised the importance
of cloud-based IoT services in healthcare. For instance, Azimi
et al., published in the Journal of Medical Internet Research
(JMIR), showed how IoT-based remote monitoring can
enhance the quality of care for elderly patients [46]. Another
study carried out by Riaz et al. gave a thorough overview of
various loT-based healthcare applications, such as remote
patient monitoring, telemedicine, and personalized healthcare
[47].

In conclusion, cloud-based IoT services have enabled
remote patient monitoring, real-time data collecting, and
virtual healthcare, leading to substantial breakthroughs in
healthcare. Improved healthcare outcomes, individualized
treatment plans, and expanded access to healthcare services
have all been made possible by the capacity to gather and
analyze patient data from IoT devices in the cloud. Cloud-
based IoT services are anticipated to be crucial in altering
healthcare delivery and enhancing patient care as technology
continues to advance.

2.2.3. Smart Homes

Implementations of smart homes are growing in
popularity because of the comfort and convenience they
provide to homeowners. These systems use cloud-based
services and Internet of Things (IoT) technologies to build a
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linked ecosystem inside the house. Using smartphone
applications or other linked devices, smart home systems often
enable users to monitor and manage various house features,
including lighting, heating, security, and entertainment. The
basic objective of smart home systems is to increase living
comfort while lowering costs through resource efficiency.

IoT services provided by the cloud are essential for
implementing smart homes. These services enable
connections between smart home sensors and gadgets and the
cloud, which processes, examines, and stores data. Using
smartphone applications or other user interfaces, real-time
monitoring and control of home functions are now possible,
thanks to cloud-based services, which offer the computing
power, storage, and scalability required to handle the massive
amounts of data generated by smart home devices.

Academic literature has extensively covered research in
cloud-based IoT services for smart home deployments. Using
IoT devices, cloud computing, and data analytics, for instance,
the authors of a paper by A. Ali et al. suggested a cloud-based
architecture for smart homes to enable intelligent decision-
making for energy management in such houses [48]. The real-
time monitoring and control of house appliances by the
authors demonstrated how well their suggested architecture
reduced energy consumption in smart homes.

A cloud-based framework for smart house automation
was developed in a different study by Saneep et al. [49]. This
framework wuses IoT technologies to enable the
interconnection of smart home devices, cloud computing, and
data analytics. The authors presented a thorough architecture
using cloud-based data processing, analysis, and storage
services. They covered the advantages of doing so for
effective control and administration of smart home systems.

The creation of a cloud-based IoT infrastructure for smart
houses that permits remote monitoring and management of
home activities through smartphone applications was also the
focus of a study by S. H. Tayef et al. [S0]. By practical trials,
the authors proved the viability of their platform and presented
a flexible and adaptable architecture that integrates multiple
smart home devices, cloud computing, and data analytics.

Lastly, by providing the required data infrastructure for
processing, storage, and analysis, cloud-based IoT services
play a significant role in enabling the adoption of smart
homes. Smart home devices and sensors can be seamlessly
integrated with cloud-based services, allowing for real-time
monitoring and management of house processes via mobile
apps or other user interfaces. As a result of the study in this
area, homeowners now have more comfort and convenience
thanks to wvarious architectures and frameworks that
effectively manage and control smart home devices via cloud-
based services.
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2.2.4. Smart Electricity Grids

Smart grids are becoming more and more common
because of their ability to improve energy consumption
efficiency, reduce greenhouse gas emissions, and facilitate the
integration of renewable energy sources. The cloud-based
delivery of IoT services is necessary to implement smart grids.
By utilizing cloud computing technology, smart grids can
collect and analyze massive amounts of data from various
sources, such as smart meters, renewable energy sources, and
weather sensors. These data are then used to optimize the
electrical grid's stability, resilience, and energy utilization.

Real-time control and monitoring of the smart grid are
also made possible by cloud-based loT services, giving grid
managers the ability to address any potential problems
immediately. To minimize widespread outages, for instance,
the system can instantly isolate the afflicted area in the event
of a localized failure and reroute power. Moreover, energy
storage systems can be managed by cloud-based IoT services,
which can assist the grid to be balanced and boost the
incorporation of clean energy sources.

The implementation of cloud-based IoT services in smart
grid systems has been investigated in several studies. M.
Yalpanian et al., for instance, called for a cloud-based IoT
platform to control distributed energy resources in smart grids
[51]. The platform employs machine learning algorithms to
improve energy consumption and lower expenses. Data is
gathered from numerous sources, including smart meters and
renewable energy sources. A cloud-based IoT system was
created by Khan et al. for the real-time monitoring and
management of the smart grid [52]. The system incorporates
some sensors and devices to gather data, which is then
processed and analyzed using cloud computing technologies.

In conclusion, the development of smart grids is made
possible by cloud-based IoT services. Smart grids can gather
and analyze enormous volumes of data, optimize energy use,
and boost the dependability and resilience of the power system
by using cloud computing technology. Studies investigating
the usage of cloud-based IoT services in smart grid
installations have shown how they can potentially transform
the energy industry.

2.2.5. Industrial Automation

Industrial automation has completely changed the
manufacturing sector by increasing productivity, lowering
costs, and integrating IoT devices and cloud computing. Smart
factories can link industrial equipment like machines, robots,
and humans using [oT automation devices, which helps to
optimize production processes. Automation devices can gather
and transfer data to the cloud for real-time analytics, which
can be used to monitor and improve industrial operations,
thanks to cloud-based IoT services [53].
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IoT automation tools can increase safety in industrial
settings in addition to increasing productivity. For instance,
sensors may be used to identify unsafe situations and warn
workers, and robots can be deployed to carry out risky
activities, lowering the likelihood of accidents. Manufacturers
may reduce downtime and boost productivity by adopting
cloud-based IoT services to monitor their facilities and
respond to real-time problems remotely.

The advantages of cloud-based IoT services in industrial
automation have been underlined in numerous study studies.
The authors of [53] presented a cloud-based Internet of
Things (IoT) framework for industrial automation to increase
overall productivity and lower expenses. A similar cloud-
based IoT system for quality assurance in manufacturing was
proposed in a paper by S. V. Lakshami [54]. This system uses
cloud computing to monitor and improve production
processes continuously. These studies show how cloud-based
IoT services have the potential to change the industrial sector
by allowing smart factories that can improve safety, save
costs, and optimize production processes.

3. Security Concerns and Attacks in Cloud-
based IoT System

Cloud service providers are often thought to be in charge
of cloud security. However, in recent years, an increasing
number of firms have moved their operations, data, and
applications to the cloud [55]. Cyberattacks' priorities have
altered as a result, and they now consider cloud services to be
a more profitable target [56]. Figure 6 provides a picture of the
cloud system's components, assaults, and loopholes that can
be examined to find new points of weakness. The biggest
concern when participating in cloud services is security threats
in cloud computing. It is because third-party vendor stores and
process the user's information without the user's awareness.
Defective identification, leaked credentials, account
hijacking, data theft, and other problems are possible.

Despite the fact, the numerous advantages of IoT systems,
security concerns and attacks are critical issues that must be
addressed. Security threats to IoT systems can arise from the
numerous interconnected devices that communicate with each
other, making it difficult to guarantee the security of every
device in the network. One possible security threat is the
unauthorized access of sensitive information from IoT
devices. Attackers may use different methods to access an loT
device, such as hacking or phishing attacks. Once they gain
access, they can manipulate the device and its data, which can
have serious consequences. Additionally, IoT devices can be
attacked to create botnets, a network of devices controlled
remotely by an attacker to launch attacks on other devices or
systems.
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Fig. 4 Cloud computing-associated threats, attacks, and components

To address these security concerns, researchers have
proposed several solutions. One approach is implementing
encryption and authentication techniques to secure data
communication between loT devices and cloud servers. Other
solutions include intrusion detection and prevention systems,
firewalls, and multi-factor authentication mechanisms to
protect against unauthorized access. For example, a study by
A. Al-Fuqaha et al. proposed a security framework for IoT
systems that includes several security measures, such as
authentication, authorization, and access control [57].

Another study by A. Abbas et al. proposed a blockchain-
based security framework for IoT systems to ensure data
integrity and confidentiality [58]. These studies demonstrate
the importance of addressing security concerns and
implementing robust security measures in IoT systems to
prevent attacks and ensure data confidentiality, integrity, and
availability. Figure 4 highlights various cloud computing-
associated threats, attacks, and associated components.

The most significant cloud-based assaults on [oT systems
are highlighted in the following section. The prevention
methods used to lessen similar attacks in the past few years
are also mentioned here.

3.1. Data Theft

The dangers of data theft in cloud computing and their
effects on IoT devices have been emphasized in some studies.
S. E. Gendi et al. highlighted security concerns in cloud
computing that could influence 1oT devices in their study, and
they suggested a security framework to reduce these risks [59].
The security issues related to cloud-based IoT applications
were also examined in a study by Khan et al., and a security
architecture was suggested to handle these risks [60]. These
findings underline how crucial it is to preserve sensitive data
and prevent data theft by guaranteeing the security of IoT
devices and cloud settings.

Data theft in cloud computing has become a major
concern due to the potential impact on the security of IoT
devices. As more and more devices connect to the cloud, the
amount of sensitive data stored and processed in cloud

44

environments has increased significantly. Any breach of this
data can have severe consequences, including financial loss,
damage to reputation, and even physical harm.

The system's complexity is one of the main obstacles to
preventing data theft in cloud systems. Vulnerabilities in cloud
computing are difficult to find and fix because of the
numerous layers of hardware, software, and networking
involved. Moreover, data theft can happen as a result of human
mistakes or carelessness. Therefore, it is critical to have
appropriate security processes in place to guard against such
occurrences.

The dangers of data theft in cloud computing have been
reduced using various methods and solutions, including
encryption, access restriction, and intrusion detection systems.
These precautions are not infallible, though, and theft is still
possible. It is crucial to avoid data theft and safeguard
sensitive information to maintain vigilance and constantly
check the security of cloud environments and IoT devices.

3.2. Loss of User Data

Data loss presents a significant risk in cloud computing,
especially for Internet of Things (IoT) devices that depend on
cloud-based computing and storage resources. Data loss can
happen for several causes, including hardware or software
failure, virus assaults, or natural disasters. Data loss in a cloud
environment can have serious repercussions, including
monetary losses and reputational harm to the company.

The significance of establishing appropriate data loss
prevention mechanisms in cloud-based IoT systems has been
highlighted by many studies. In a study, Agarwal et al.
suggested a data loss prevention framework for cloud-based
IoT systems that made use of machine learning methods to
recognize and stop data loss [61]. In a similar study, M. E.
Hussain suggested a data loss prevention solution for cloud
storage services, including encryption methods to safeguard
sensitive data [62]. These studies show the potential of
utilizing cutting-edge technology to stop data loss in cloud-
based IoT systems.
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Having a solid backup and recovery plan in place is just
as important as putting data loss prevention measures in place.
Regular backups of important data should be part of this
strategy, as should a disaster recovery plan that may be used
in the event of a data loss incident. Organizations can lessen
the effects of data loss events and guarantee the continuity of
their operations by putting these procedures in place.

3.3. Account Takeover

IoT devices are impacted by account takeover, also
known as service traffic hijacking, a critical security issue in
cloud computing. Cybercriminals or hackers who illegally
access sensitive data about accounts and services commit this
kind of attack. Hackers may broadcast, use, or sell private
information like financial records, credit card details, and
personal photographs. This can result in identity theft,
financial loss, and reputational harm for those involved,
whether people or organizations. Moreover, such an assault
may lead to exploiting IoT devices and other cloud-based
services. Figure 5 illustrates the strategy adopted by a hacker
for an account takeover attack.

Several security mechanisms, including strong
passwords, two-factor authentication, and encryption
approaches, have been suggested in the literature to avoid
account or service traffic hijacking. For example, Zhao et al.
suggested a secure architecture for cloud-based IoT systems
that used encryption techniques to safeguard data transmission
and access [63]. The use of two-factor authentication and
access control techniques was also recommended in a study
by A. Al-Fuqaha et al. to improve the security of cloud-based
IoT systems [57]. These findings highlight the importance of
implementing strong security controls to guard against
account or service traffic hijacking in cloud-based IoT
systems. Furthermore, It is advised to verify whether the
service provider performs background checks on employees
with physical access to the server to improve security in cloud
computing and IoT systems. Also, it's critical to disable TP
addresses from which cloud apps can be accessed and to have
a solid authentication mechanism for clients of cloud
applications. Users can select IP ranges in some cloud
applications to restrict access to the corporate network or
VPN.
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3.4. Denial of Service (DoS) Attack

Attacks that cause a denial of service (DoS) pose a severe
security risk for cloud computing and may also affect loT
systems. A DoS attack involves flooding a system with
numerous requests to prevent it from operating normally. This
overloads the system's resources and prevents legitimate users
from accessing it, as illustrated in Figure 6. One or more
sources can carry out this attack, which can seriously impact
major monetary losses, reputational harm, and even legal
repercussions.

Due to its extensive distribution and size, the IoT is
particularly susceptible to DoS assaults. If an [oT device is the
target of a successful DoS attack, vital infrastructure services
like healthcare, transportation, and energy could be affected.
DoS attacks on IoT devices can also result in the loss of
sensitive data, such as financial or personal health records,
endangering the security and privacy of users.

Security measures like firewalls, intrusion detection and
prevention systems, and network segmentation can be put in
place to stop DoS assaults. Moreover, loT devices and cloud
systems can be properly configured, patched, and updated to
improve security and lower the possibility of successful DoS
assaults.

Research has been done to examine how DoS attacks
affect cloud computing and I[oT systems and to suggest
practical mitigation strategies. For instance, a study by A.
Jamalipour et al. examined the effects of DoS assaults on IoT
systems and offered a novel strategy for identifying and
countering these attacks [64]. This strategy makes use of
machine learning techniques. Similarly, a subsequent study by
Niyamtiga et al. suggested a revolutionary strategy combining
edge computing with blockchain technology to enable
effective and secure data communication in the Internet of
Things systems, thereby lessening the impact of DoS assaults
[65].

3.5. Malicious Insider Attack

Malicious insiders pose a significant security risk to cloud
computing and can also influence IoT devices. These insiders
are those who have been granted permission to enter the
system but deliberately misuse their rights to hurt others. As
the attacker is a legitimate user with access to the system's data
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and services, this kind of attack is difficult to identify. Insiders
with malicious intent can interrupt system operations, change
sensitive data, and cause severe financial losses and
reputational harm.

Due to the sheer volume of connected devices and the
scattered architecture of the system, the IoT is particularly
susceptible to hostile insider assaults. Successful malicious
insider attacks on IoT devices have the potential to
compromise user privacy and security by disrupting vital
infrastructure services like healthcare, transportation, and
electricity and by causing the loss of sensitive data like
financial or personal health records.

Security measures like access restriction, monitoring, and
auditing can be implemented to thwart hostile insider assaults.
Also, the danger of insider threats can be reduced by
conducting adequate background checks and vetting workers
with administrative access. Employees who receive regular
security training will be more aware of security concerns and
more likely to report any suspicious conduct.

It has been studied how hostile insider assaults affect [oT
and cloud computing systems and how to mitigate the risks
effectively. For instance, a study by Zhao et al. developed a
unique method that makes use of blockchain technology to
improve IoT device security and guard against harmful insider
assaults [66]. In a similar research, Kim et al.’s article also
suggested an intrusion detection system that employs machine
learning methods to identify insider threats in cloud
computing systems [67].

3.6. Phishing Attacks

Phishing, or impersonating a reliable entity in cyberspace,
is the most popular term for a cyber-attack involving fooling
people into disclosing sensitive information like usernames,
passwords, and credit card numbers. This type of attack can
negatively affect IoT devices and are a major risk in cloud
computing. To trick the victim into disclosing critical
information like passwords, credit card numbers, or other
personal information, the attacker will send deceptive emails,
texts, or other forms of communication. Once the attacker has
this knowledge, they can use it to log into the victim's cloud
account, where they can steal sensitive information or commit
other crimes.

Because IoT devices frequently lack adequate security
protections and are more vulnerable to infiltration, phishing
assaults are particularly concerning for IoT devices. Suppose
an [oT device is the target of a successful phishing attack. In
that case, sensitive data may be compromised, unauthorized
users may get access to the device, or the attacker may even
have full control over the device.

Users must be alert and take precautions to prevent
phishing attempts, such as double-checking links before

46

clicking on them, refraining from sending sensitive
information over email and reporting any suspicious activity
to the proper authorities. By limiting access to dangerous files
and filtering incoming emails, cloud-based email systems can
also help identify and thwart phishing attacks.

Several research studies have explored the impact of
phishing attacks on cloud computing and IoT systems and
proposed mitigation techniques. For instance, a study by
Salahdine et al. proposed a machine learning-based approach
to detect phishing attacks in cloud environments [68].
Similarly, another study by P. Velmurugan et al. proposed a
framework for enhancing security in IoT devices by
implementing advanced encryption and authentication
techniques to prevent phishing attacks [69].

3.7. Cloud-based Malware Attack

Cyberattacks are known as cloud malware injection
attacks (CMIAs), targeting cloud computing infrastructure to
access sensitive data stored in the cloud. Cross-site scripting
and SQL injection attacks, which take advantage of flaws in
cloud service providers like OpenStack, are two typical types
of CMIA. The security of IoT devices, which frequently
depend on cloud computing services to store and process data,
can be severely impacted by CMIAs. A successful CMIA
attack can weaken the security of IoT devices, allowing the
attacker to steal confidential data, gain unauthorized access to
the device, or even take full control of it. Critical infrastructure
services like healthcare, transportation, and electricity may
suffer as a result, which might be quite dangerous.

An attacker who uses a malware injection attack seeks to
introduce harmful applications and services into the cloud
[70]. To carry out this assault, the attacker employs various
techniques while keeping the cloud model in mind. The
attacker starts by creating a malicious service application
module or virtual machine instance on its own, then tries to
add it to the cloud. The attackers then attempt to turn it into a
legitimate instance, divert the legitimate user's requests to the
malicious service application, and run the malicious code [71].
The attacker tries to exploit the cloud platform to operate,
access user data, resources, and data, and change data. IoT
relies on cloud computing since it is widely used and admired
worldwide for data and resource storage. One such attack uses
IoT devices' factory default login details to infect them with
the Mirai malware.

It is essential to stop Cloud Malware Injection Attacks
(CMIAs) to keep cloud-based systems secure. Organizations
should ensure that their software and applications are updated
with the most recent security patches and upgrades to prevent
these threats. Additionally, they should put strong access
controls in place, such as regular access authorization reviews
and multi-factor authentication, and encrypt sensitive data in
transit and at rest. It is important to find any weaknesses in the
system and to undertake regular security audits. End users
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should also receive training on how to spot and report
suspicious activity, including phishing scams and other social
engineering techniques frequently employed in CMIA attacks.

3.8. Open Port Attack

In a port scanning attack, an attacker searches for open
ports on a system or network to find potential security holes
that can be used to launch additional assaults. Because several
virtual machines are running on the same physical hardware
in cloud computing settings, a single vulnerability in one of
the virtual machines might potentially expose the entire cloud
architecture.

Attacks that use port scanning may be pertinent in the
context of the Internet of Things (IoT). IoT devices are
frequently connected to the internet and are susceptible to port
scanning attacks if they are not properly secured. For instance,
a hacker may search a home router for open ports and use a
flaw to access connected IoT devices like security cameras or
smart thermostats. An [oT device can be used as a launching
pad for additional assaults or as a botnet component for DDoS
attacks after an attacker can access it [72], [73].

Businesses and organizations can put in place a variety of
defense techniques to stop port scanning attacks. One strategy
is to install a powerful firewall to control port visibility and
prevent unauthorized access to the network. An alternative
method is using TCP wrappers to restrict server access based
on [P addresses and domain names. Frequent system audits
can also assist in locating security flaws and vulnerabilities
that attackers may exploit.

Lastly, port scanning attacks pose a significant risk to IoT
and cloud computing infrastructures. Strong firewalls, TCP
wrappers, and routine system audits are preventive measures
that can help reduce the hazards brought on by port scanning
attacks.

3.9. Botnet Attacks

Attacks by botnets are a serious risk to cloud-based
systems and are becoming more of an issue in the IoT space.
In this kind of assault, an attacker takes control of a network
of compromised computers or devices and uses it to carry out
harmful operations, including distributed denial of service
(DDoS), spamming, data theft, and phishing attacks [74].
Cloud services can be used to create botnets, which are
challenging to identify and stop since they can immediately
activate and work nonstop [75].

It is crucial to maintain software updated and closely
monitor the network for any indications of unusual activity to
prevent botnet assaults [74]. Aside from monitoring failed
login attempts, businesses must also be alert to any changes in
traffic patterns or odd network behavior [75]. Using bot
defense systems that dependably screen out malicious requests
to gain access to websites and APIs while allowing access to
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legitimate requests from clients or partners can help identify
and prevent botnet assaults, which also require advanced
detecting abilities [76].

In the IoT space, where the number of connected devices
is increasing exponentially and securing these devices is
getting harder, a study by Pokhrel et al. emphasizes the
significance of botnet attacks [77]. According to network flow
parameters and classification of network traffic as either
botnet or non-botnet traffic, the study suggests a machine
learning-based framework for botnet identification in IoT
devices.

In summary, botnet assaults are becoming a bigger
problem in the IoT space and seriously threaten cloud-based
systems. Businesses must maintain current software, regularly
monitor the network, and be alert to any changes in traffic
patterns or unexpected network behavior if they want to
prevent botnet assaults. Moreover, sophisticated detection
abilities are needed to recognize and stop botnet attacks. This
can be done by utilizing bot protection tools and frameworks
built on machine learning or deep learning for botnet detection
in [oT devices.

4. Obstacles and Restrictions of Cloud

Computing

IoT has many benefits for users, but it also raises issues
with security and privacy. Managing data collection, access
control, and privacy become critical issues in cloud-based IoT
architecture when IoT devices transfer private data to vendors
or third parties. Although methods like access control,
encryption, and privacy protection can be useful, they are not
always enough. The vast volume of data gathered, major
vulnerabilities, and a lack of encryption are the causes of the
hazards and difficulties associated with the rise of the IoT. IoT
device proliferation raises issues about data privacy. While
confidentiality, availability, and database integration are
fundamental data security features in the public cloud
development paradigm, authentication, authorization, and

non-repudiation are key properties when accessing loT data
on the cloud [78], [79].

Organizations have benefited from cloud computing by
making use of its enhanced cloud infrastructures, better
effectiveness, improved work throughput, and lower cost.
Traditional cloud infrastructures must be reevaluated and
related security risks addressed in light of improvements in
5G, IoT infrastructures, smart mobile devices, and intelligent
Al-based data analytics platforms.

4.1. Preserving the Privacy, Security, and Accessibility of
Data (PSA)

Cloud computing faces challenges in maintaining
availability, integrity, and confidentiality. Data collected from
IoT devices must be protected from unauthorized access.
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Confidentiality is crucial before uploading data to cloud
servers through any insecure media[80], [81].

4.2. Elements of Application Security

Software application security is a significant challenge
and critical vulnerability in information security [82]. Cloud
computing brings diversity to the list of associated
vulnerabilities, as millions of programming lines are behind in
developing applications written in different languages by
various programmers.

4.3. Challenges posed by COVID-19 or similar pandemics

Remote working models adopted by many industries have
forced the excessive use of cloud resources due to the safety
concerns surrounding COVID-19. It will be challenging for
the cloud computing industry if a similar situation arises
shortly [83].

4.4. Constraints of Computational Resources

IoT provides users with some benefits but also presents
privacy and security issues. With cloud-based IoT
architecture, controlling data collection, access control, and
privacy becomes a critical concern when IoT devices transfer
sensitive data to vendors or third parties. Though they can be
useful, methods like access control, encryption, and privacy
protection are not always enough. IoT expansion entails risks
and difficulties because of the vast amounts of data generated,
significant vulnerabilities, and a lack of encryption [84], [85].
With more IoT devices, data privacy worries grow. While
accessing loT data on the cloud, authentication, permission,
and non-repudiation are crucial qualities. In contrast,
confidentiality, availability, and database integration are
fundamental data security aspects in the public cloud
development model.

4.5. Categorization of Security Issues

To provide security with the least amount of expense and
effort, cloud computing involves the -classification of
information assets and the handling of security issues
according to the related classification level. It might be
difficult to categorize information when numerous users and
organizations share it. Organizations responsible for cloud
security must deal with concerns such as data duplication,
quick threat detection, lowered access control, and regulatory
compliance [86], [87].

5. Future Scope

In conclusion, this research highlights the importance of
addressing security and privacy issues in cloud computing
systems. They are becoming increasingly essential for data
storage and processing in modern technologies such as IoT,
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smart cities, and the 5G internet. Researchers may focus on
different logical control techniques to improve cloud security,
including reviewing and analyzing existing security models
and addressing authenticity, encryption, multi-tenancy, and
security of virtual machines. Resource sharing in cloud
computing infrastructures must also be studied to ensure
inclusive cloud system security.

The future direction of cloud computing includes
implementing blockchain technology to enhance data security
and storage methods. Blockchain-based cloud log security can
make cloud systems unbreachable, increasing users’ trust in a
cloud environment. Authentication mechanisms using
blockchain technology will also make it difficult for insiders
to access user login credentials. Federated learning
techniques, which can train algorithms on multiple
decentralized servers using local data without sharing, can be
used to achieve strong privacy in cloud computing.
Additionally, optimization strategies can be utilized to
enhance algorithm training efficiency while addressing
privacy concerns and statistical heterogeneity.

6. Conclusion

The use of cloud computing has changed how businesses
and organisations function, yet it has additionally increased
security threats that jeopardize the data's safety. Though cloud
technology has provided businesses with the adaptability and
scale they need to compete in an industrial world that is
changing quickly, it has also exposed their data to security
threats. The deployment models, cloud architecture, and
common assaults have all been covered in this study. We
divided cloud security concerns into four groups and
discussed the related problems in each category. Also, we have
outlined difficulties that must be overcome, such as
restrictions that have emerged in the fields of Al and DL
concerning cloud computing.

According to the survey, hackers' creative hacking
methods and technology breakthroughs are increasing security
threats in the cloud. To guarantee the security and privacy of
data in the cloud, it is essential to create new security
approaches and enhance those that already exist. Cloud
service providers and end users must work together to address
cloud security. It is crucial to take a thorough approach to
cloud security that considers all facets of the cloud computing
environment, including network security, access management,
and data encryption. Further research is urgently needed in
areas like blockchain-based cloud security, federated learning
for the cloud, and authentication systems to increase cloud
security, as this article has shown.
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