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Abstract - A well-designed website's dominant point and success depend on using keywords. Search engines heavily depend on 

the concept of keyword analysis to highlight results for search queries on web pages and to establish highly ranked websites. 

However, keyword stuffing evokes a spam issue with regard to the relevance of the content, so it becomes imperative that 

appropriate keywords are used to optimise web pages. This study developed a spam detection model to address the problem of 

keyword stuffing on a webpage. The model was developed by integrating three content analysis detection techniques: rates of 

compression ratio, average length, and keyword density. The Python programming language was used to implement the 

proposed approach. To evaluate the model's performance, twenty webpages were selected, out of which the contents of five 

sites were altered by including more keywords than usual. A simulation of the proposed model was tested on each webpage 

before and after the alteration of the keywords. The findings showed that before and after manipulation, the edited five sites' 

average identified keywords ranged from 2% to 3%. According to the results of the density of the pages’ analysis, the average 

page density ranged from 3% to 5%. The study concluded that a keyword stuffing evaluation and detection model for 

webpages must be established to prevent online users from being misled and to increase trust between users and search 

engines. 

Keywords - Content-based, Keyword density, Keyword Stuffing, Spam, Webpages.  

1. Introduction  
The Keywords are key descriptive terms in a particular 

language that internet users employ as part of their search 

queries when using search engines to find information. The 

value of keywords varies depending on the domains on 

which they appear. Keywords are an essential component of 

website design since they play a significant role in how 

content is organised on websites. They serve as the 

foundation of website visibility and allow for web searches. 

Irrespective of an organisation's approach, keywords serve as 

the focal point of well-designed websites and are essential to 

their success. 

 

A keyword analysis is the most critical component of 

Search Engine Optimization (SEO). Search engines heavily 

depend on the concept of keyword analysis to highlight 

results for search queries on web pages and to establish 

highly ranked websites. Using the right keywords is crucial 

[1], as doing so will improve the website's ranking in search 

results that contain the optimised keyword as well as the 

links it draws the most [2]. In addition, a high ranking might 

have a good impact on revenue growth. Keywords are 

essential SEO components for all search engines since these 

are what search terms are compared to. As a result, careful 

considerations should be made when employing them to 

prevent upsetting internet users rather than increasing 

contentment. Website keywords should generally be used by 

users to find the site when they search for it and should be 

able to describe the website's content. 

 

Search engines typically give different fields different 

weights while ranking webpages to assess the relevancy of 

the content. Utilizing keywords in the text fields helps assess 

a web page's overall relevance in relation to a particular 

query. It is frequently observed that a keyword may be given 

greater weight if it occurs in the page title rather than the 

page body [3]. 

 

Keyword stuffing is considered a "black hat" or 

unethical technique. Keyword stuffing is used as using 

extreme keywords in text and meta tags or in certain parts of 

a web page to artificially boost a webpage's search engine 

rankings and draw visitors to the website [3-6]. The practise 

of keyword stuffing commonly referred to as "spamdexing," 

involves hiding significant and important words and phrases 

in web content. Some tactics, such as making the text the 

same colour as the page's background, changing the font size 

to zero, or hiding the phrase behind an image, are typically 

seen as kinds of keyword stuffing. Since the ranking of 

retrieved web pages in online search results is more 

important for various advertising objectives, many web 

pages make an effort to mislead search engines in order to 

http://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/


Bodunde Odunola Akinyemi / IJCTT, 71(3), 14-20, 2023 

 

15 

achieve high rankings [7]. Spammers use malicious links to 

increase the occurrence of specific keywords. Search engines 

give the phrase "spam pages" a high ranking when a query 

matches such a term [3]. This practise is regularly used to 

direct internet users to be fraudulent or hazardous websites. 

Ineffective SEO tactics, such as keyword stuffing as a 

ranking factor, are considered an attack or even cyber spam. 

 

Keyword stuffing is considered a sort of Web spam. 

Creating spam websites using this method is a common 

practice [8]. Knowing the appropriate number of keywords to 

use without sacrificing relevancy is crucial since keyword 

stuffing compromises the quality of the content. In order to 

make a webpage relevant for some common search queries, 

the content is enhanced with a number of prominent 

keywords. The fact that the optimizers could use excessive 

repetition on the page is also a drawback. Stuffing can 

occasionally go too far and ruin the integrity of the content 

by making it unnatural [5,9]. Keyword stuffing can be seen 

on a website in the following ways:  

 

• Keyword redundancy: Repetition of some keywords is a 

useful strategy for spamming a page's content. The 

likelihood of the page being spammed increases with the 

amount of keyword redundancy. 

• Invisible keywords: By simply making the typeface of a 

webpage the same colour as the backdrop, spam 

keywords on a page can be rendered invisible to web 

users. The likelihood of the page being considered spam 

increases with the increasing invisibility rate. 

• Webpage URL spam: URL spam describes spam tactics 

in which some spam keywords are included in the page's 

URL. Some spammers might wish to generate lengthy 

URLs with spammy keywords since search engines 

consider the keywords in URL addresses. The likelihood 

of keyword spam on a page increases with the size of the 

URL keyword utility. 

 

Web spam is a nuisance since it makes people browse 

websites with information that frequently has nothing to do 

with the search query they entered. It has been characterized 

as one of the key issues that Web search engines need to 

resolve since it not only degrades the quality of search results 

but also undermines user confidence in the search engine 

provider and uses up a large portion of the search engine's 

processing capability [10]. The three common components of 

web search engines are web crawlers, document indexers, 

and document retrievers. It was acknowledged that indexing 

depends on how often crawlers visit a page. Crawlers will 

give websites with higher keyword densities first preference 

over those with lower keyword densities because they place a 

stronger emphasis on the significance of the content 

published. Email spam focuses on misleading people, 

whereas spamdexing targets search engine crawlers in an 

effort to score highly in search engine results. This is the key 

distinction between the two types of spam. One of the key 

issues that web search engines need to solve is spamdexing 

since it damages user confidence in the search engine more 

than just lowering the quality of results. 

 

Many methods for identifying and preventing web spam 

have been put forth, but they are ineffective at identifying 

spam in web content. There is currently no conclusive 

quantitative evidence that shows where spamdexing and 

keyword-rich website text transcend over into keyword 

stuffing. The majority of approaches do not identify spam 

from the search engine's web crawling point prior to indexing 

and document fetching to reduce or eliminate keyword-

stuffed pages from outranking legitimate pages. As a result, 

the problem of keyword stuffing, which has repeatedly 

misled online visitors, has not been sufficiently addressed 

[11]. Web content purposely published with the objective of 

causing some web pages to become unjustifiably relevant or 

significant is still how web spam manifests itself today. 

Therefore, it is necessary to investigate the issue of deceptive 

practises (spam) in online material, with a particular 

emphasis on the phenomena brought on by users who 

attempt to get some sort of profit by interfering with the 

regular operation of the processes. 

 

In this study, an attempt was made to use the construct 

of content analysis to develop a keyword stuffing detection 

model that will uphold fairness in search engine ranking of 

websites and allow legitimate sites to acquire what they 

merit, prevent web users from being misled, and use fewer 

resources when crawling processing, and indexing websites. 

 

The rest of this paper is organised as follows: Section 2 

discusses related works, Section 3 describes the modelling 

process, Section 4 discusses the results, and Section 5 

discusses the conclusions. 

 

2. Related Works 
There has been a continuing study into web spam 

detection for a while now. Distinct web spam detection 

algorithms have been proposed to examine the different 

kinds of spam that emerge on the web. The state-of-the-art 

the various methods used for detecting web spam was 

comprehensively analysed in [12-15]. Web spam is 

discovered either by examining the features of either or both 

web page content and the link. 

 

Some research has used content-based features to detect 

web spam [16-22]. The researchers attempted to increase the 

likelihood of a webpage being returned as a search result and 

to raise its rating by stuffing the website with relevant 

keywords. By including keywords frequently used as search 

terms on a webpage, the page will appear in the list of results 

for the searches; selecting effective query term combinations 

will increase the percentage of the relevance score based on 

textual features. Search engines typically use the proposed 

content-based web detection algorithms to combat 
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spammers, who usually create content spam by stringing 

together a variety of well-known search phrases because web 

pages with a high concentration of topically irrelevant 

keywords or with poor grammar will show statistical 

differences from typical web pages. Similarly, spammers 

who generate millions of target web pages, each 

supplemented with just a few common search keywords, can 

also be detected using content-based web spam detection 

algorithms. 

 

Also, link structure analysis was used in various studies 

[17-28]. By establishing numerous hyperlinks connecting to 

a particular webpage, the researchers attempted to improve 

its link-based score. The spammer's own and controlled 

websites, partner websites, or independent third-party 

websites may be where the links come from. In order to 

combat link spam, search engines typically use the proposed 

link-based web spam detection algorithms, which comb over 

the online graph looking for suspicious elements and 

spreading mistrust from spam webpages backwards along the 

web graph. 

 

Some research had to combine the use of content-based 

and link-based features [19, 29-31]. The inclusion of 

additional elements, such as click-based and posting-based 

features for Spam URL Detection, has been embraced by 

certain studies [32-33]. 

 

The necessity of using keywords often in website text is 

stressed by numerous scholars, according to previous studies. 

However, the issue with the keyword density to content 

count ratio has not yet been resolved. However, most web 

spam detection algorithms do not explicitly state how 

keyword stuffing in a webpage is evaluated. There is no in-

depth assessment of the factors crawlers take into account 

when determining if a website uses keyword stuffing, and 

spamdexing is regarded in a variety of different ways. 

Additionally, the algorithms' interpretations of spamdexing 

vary but do not provide any conclusive quantitative proof of 

keyword-stuffed websites. 

 

3. Methodology 
This study aimed to design a content analysis model to 

detect web spam in the form of keyword stuffing to optimise 

search results. Content analysis is used in this study to 

identify the existence of specific phrases in texts or 

collections of texts on a webpage. The concept was 

employed to quantify and analyse the presence, meanings, 

and relationships of such words and then make inferences 

about the messages within the texts. The proposed model is 

shown in Figure 1. This is described as follows: 
 

• Website collection: this involves the gathering of web 

documents that can be displayed in a web browser. 

• Extraction of stopwords: This involves the collection of 

foundational words like pronouns, articles, prepositions, 

and conjunctions like those present in the contents of the 

web pages. 

• Keyword stuffing detector: Three sets of factors are used 

in this study to determine how a webpage is keyword-

densified. The three major components are described as 

follows: 

(i.) Compression Ratio: Compression ratios are 

fractions, percentages, or ratios that express the 

difference between a web page's original size and 

its final size after  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 1 Proposed Keyword stuffing detection Model 

compression. This ratio depends on a number of 

variables, primarily the initial file's condition and the 

compression algorithm employed. The more resources 

required to compress or decompress the webpage in question, 

the higher the compression ratio. This feature helps in 

determining the level of redundancy in a webpage. It is 

expressed in Equation 1 as follows: 

 

𝐶𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑖𝑜𝑛 𝑟𝑎𝑡𝑖𝑜 =    
𝑆𝑖𝑧𝑒 𝑜𝑓 𝑛𝑜𝑟𝑚𝑎𝑙 𝑤𝑒𝑏 𝑝𝑎𝑔𝑒

𝑆𝑖𝑧𝑒 𝑜𝑓 𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑
   (1) 
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(ii.) Average Word Length: The average word length is 

determined by dividing the total number of 

characters by the total number of words on the 

webpage, excluding the HTML tags. This is done to 

combat composite keyword spamming. It is 

expressed in Equation 2 as follows:  
 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑊𝑜𝑟𝑑 𝐿𝑒𝑛𝑔𝑡ℎ =
𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑐ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟𝑠

𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠
     (2)    

                                                                          

(iii.) Keyword Density: The keyword density is the 

frequency with which a term or phrase appears on a 

webpage. A page is more relevant to the search 

query and penalised if it has a high keyword 

density. It is expressed in Equation 3 as follows: 
 

𝐾𝑒𝑦𝑤𝑜𝑟𝑑 𝐷𝑒𝑛𝑠𝑖𝑡𝑦 =
𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑡𝑖𝑚𝑒 𝑎 𝑤𝑜𝑟𝑑 𝑎𝑝𝑝𝑒𝑎𝑟

𝑇𝑜𝑡𝑎𝑙 𝑎𝑚𝑜𝑢𝑛𝑡 𝑜𝑓 𝑤𝑜𝑟𝑑 𝑖𝑛 𝑎 𝑝𝑎𝑔𝑒
    (3) 

 

The detection component, which manages the overall 

detection of keyword stuffing, includes each of these three 

components. The model predicts that the details of the pages 

will be recorded to the database designated as spam if 

evidence of keyword stuffing was found and marked as non-

spam if no evidence of keyword stuffing was found, based on 

the outcomes of the spam detector. 
 

4. Results and Discussions  
The proposed approach was transcribed into an 

algorithm, implemented, and evaluated in a Python 

Programming Language environment. Twenty (20) websites 

were chosen randomly, and the source code was downloaded 

from various domains. The selected source codes were 

compared with the proposed model. These websites' findings 

revealed that no evidence of keyword stuffing was found. 

After that, a few HTML pages were constructed and loaded 

with keywords to test the system's functionality and ensure it 

was operating as intended. The model detects keyword-

stuffed web pages flawlessly. Five (5) of the sites 

downloaded were altered by adding more keywords to their 

sources to test the system further. Too many distinct terms 

were repeated across the web pages, so there are too few 

distinct terms on the web pages. This is accomplished by 

repeatedly using certain distinct terms (or a specific different 

term) throughout the content, in meta tags, alt attributes, and 

comment tags, among other places. Consequently, when the 

webpages were tested with the proposed model, it was able 

to identify the inclusion of keyword stuffing in the various 

webpages while pretending to adhere to the benchmark 

compression ratio of 4.0% and average word length of 8% 

[4], and the recommended keyword density of Google, which 

is 2%, and Yahoo, which is between 2% and 3% [34]. 
 

Table 1 shows the results of evaluating the keyword 

stuffing of web pages before and after manipulating their 

contents.  Table 2 shows the part of the system database after 

the detection check, while Table 3 shows the keywords 

extracted from some of the web pages. 

5. Conclusion 
Numerous unethical strategies have been employed to 

harm web users' interests by having fake websites appear at 

the top of search results. Choosing the ideal keywords that 

potential buyers might use to locate the site is one of the 

pillars of a successful search engine marketing campaign. 

The study developed a balanced use of keywords to prevent 

keyword stuffing, which could lead to over-ranking of 

websites. This study aimed to develop a system to detect 

keyword stuffing in a web page supporting web spam 

detection. The proposed model does not deal with detecting 

all the spamming techniques but adequately deals with 

examining web page content for keyword stuffing.  
 

Table 2. System database after detection check 

ID Title Amount Of 

Words 

Status 

ID 

1043 Software 

Development 

10425 1 

1044 Home - BCX 14893 1 

1045 Paga: Send and 

Receive Money 

1597 1 

1046 Axxess - Fibre I... 12679 2 

1047 Strong 

authentication 

8081 2 

1048 CSS Template 121 1 

1049 VoIP IHosted P...  7449 2 

1050 Afrihost - Fibre,... 10757 2 

1051 The 8 Best Alric... 10096 2 

1052 Liquid Telecom... 2850 2 
 

Table 3. keywords extracted from some pages 

ID Page_lD Keywords 

4176 1037 Service 

4177 1037 Internet 

4178 1037 Service 

4179 1037 Providers 

4180 1037 Isp 

4181 1037 Telkom 

4183 1037 Telkom 

4186 1037 Telkom 

4187 1037 Internet 

4189 1037 Uncapped 

4191 1037 Website 

4192 1037 Hosting 

4193 1037 Cpanel 

4239 1043 Andela 

4248 1043 Software 

4249 1043 Developers 

4250 1043 Hire 

4251 1043 Developers 

42SS 1043 Team 

4256 1043 Andela 

4262 1043 Invests 

4264 1043 Africa 

4267 1043 Talented 
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Table 1. Output before and after websites manipulation 

Legend:  Compression Ratio – CR | Average Word Length – AWL | Keyword Density – KWD | Average Detection – AD | Status - S 

 N-No│ Y-Yes

Websites Web Pages Output before websites 

manipulation 

Output after websites 

manipulation 

CR 

(%) 

AWL 

(%) 

KWD 

(%) 

AD 

(%) 

S CR 

(%) 

AWL 

(%) 

KWD 

(%) 

AD 

(%) 

S 

Btechinstutute.edu.lr Btechinsitutte.edu.lr/home 3 3 1 2 N 3 3 7 4 Y 

Btechinsitutte.edu.lr/about 4 3 1 3 N 7 3 5 5 Y 

Btechinsitutte.edu.lr/admission 4 3 1 3 N 4 3 6 4 Y 

Btechinstutute.edu.lr/administration 5 3 1 3 N 5 3 5 4 Y 

Btechinstutute.edu.lr/academic 5 3 1 3 N 5 3 6 5 Y 

Afrihost.com www.afrihost.com/landing/mobile  4 4 1 3 N 4 4 5 4 Y 

afrihost.com/site/product/windiws_hosting  3 3 1 2 N 3 3 5 4 Y 

afrihost.com/fibre 2 3 1 2 N 7 3 4 5 Y 

afrihost.com/site/product/domain_registration 3 3 1 2 N 4 3 4 4 Y 

afrihost.com/site/product/cloud_hosting 3 3 1 2 N 3 3 4 3 Y 

axxess.co.za axxess.co.za 4 3 1 3 N 7 3 5 5 Y 

axxess.co.za/fibre 3 3 1 2 N 6 3 4 4 Y 

axxess.co.za/mobile 4 3 1 3 N 7 3 3 4 Y 

axxess.co.za/hosting 3 3 1 2 N 3 3 4 3 Y 

axxess.co.za/voice 3 3 1 2 N 6 3 6 5 Y 

privateproperty.com privateproperty.com 3 3 1 2 N 3 3 7 4 Y 

privateproperty.com.ng/houses-for-sale 4 4 1 3 N 4 4 6 5 Y 

privateproperty.com.ng/land-for-sale 3 3 1 2 N 6 3 4 4 Y 

privateproperty.com.ng/flats-apartments-for-

sale 
3 3 1 2 N 3 3 7 4 Y 

privateproperty.com.ng/commercial-

property-for-sale 
3 4 1 3 N 4 4 4 4 Y 

mwetana.com.lr mwetana.com.lr/index.php 5 3 1 3 N 5 3 5 4 Y 

mwetana.com.lr/pages1.php?pgID=59 4 3 1 3 N 5 3 4 4 Y 

mwetana.com.lr/pages1.php?pgID=61 3 3 1 2 N 4 3 4 4 Y 

mwetana.com.lr/pages1.php?pgID=63 5 3 1 3 N 5 3 4 4 Y 

mwetana.com.lr/pages1.php?pgID=56 3 3 1 2 N 3 3 4 3 Y 

http://www.afrihost.com/landing/mobile
http://www.afrihost.com/site/product/windiws_hosting
http://www.axxess.co.za/fibre
http://www.axxess.co.za/mobile
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