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Abstract - Sharing multimedia data (image, audio,
video, graphics, animation, text, etc.) using different
apps has become very common in this internet era's
social media and digital media. This has raised a major
problem for multimedia content developers. Proving
Ownership rights on multimedia data has made
researchers develop different techniques. Digital
watermarking has given solutions to many problems
like data authentication, ownership identification,
content protection, Tamper proofing, copyright
protection, etc. This paper discusses most of the
techniques used in digital watermarking and attacks on
those techniques.
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I. INTRODUCTION

Social media has become a platform for sharing
multimedia data, images, audio, video, graphics,
animation, text, etc. There is no guarantee that the sent
data is not misused in various ways. Researchers have
developed various techniques to secure such data and
also protect ownership rights on such data. Digital
watermarking gives a solution to such problems. Digital
Watermarking is a process of embedding the ownership
credentials in the multimedia data used to prove
ownership rights. Here the credential image, i.e., the
Watermark image(W1), is embedded into the source
image called Cover Image (Cl) as shown in Fig.1 and
generates Watermarked Image (WM); later (WI) is
extracted from (WM) as shown in Fig.2 for verification
and proving Ownership Credentials. Hence, Digital
rights management is aimed at protecting intellectual
property rights.

Digital watermarking can be implemented in two
domains, the first is spatial domain and the second is
transformation domain. The watermark embedding
process is directly implemented in spatial domain
watermarking on pixels. In the transformation domain,
the embedding process is performed on the frequency
transform of the image. Here the original image is first
transformed to a predetermined transformation, and

then embedding of watermarking is performed on
transformed coefficients.
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Fig. 1 Watermark Embedding
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Fig. 2 Watermark Extraction

II.PROPERTIES OF DIGITAL WATERMARK

Watermark, which is embedded as an identity of the
owner into the cover image, should satisfy the
following properties.

A) Watermark should be imperceptible

The perceptual difference between the original image
and the watermarked image should be negligible, i.e.,
the original image properties should be retained.
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B) Watermark should be statistically invisible

The watermark that is embedded should be
detected based on statistical analysis. Otherwise, it is
prone to deletion.

C) Watermark should be Robust

The embedded watermark should not be
noticed, but it should retain the original quality of the
image in which the watermark is embedded. The
watermark that is embedded should be compatible with
the cover image. The watermark should sustain against
image processing operations like filtering, compression,
etc.,

D) Verification Procedure should be simple

The watermark's embedding process or
extraction process should be simple concerning the time
complexity.
E) Watermark should be trustworthy

The embedded watermark should not produce
false positives. It should guarantee that it should not
produce counterfeit watermarks that result in false
positives. It should provide a piece of trustworthy
evidence to protect ownership rights.

F) Watermarking should be secure
The watermark should sustain despite various
attacks.

G) Watermark should be invertible

The process of watermark embedding and
Watermark Extraction should be invertible, i.e., the
embedded watermark should be the same as the
extracted watermark.

G) Watermark should be transparent

If some attack or misuse is done to
watermarked content, the owner should have a
procedure to prove and find out what has been done.
For supposing, if compression is done on the content
consequent to which the watermark has been modified
should be proved.
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I WATERMARKING TECHNIQUES

Digital watermarking is a method of embedding
some secret information in the original multimedia
content to protect ownership rights. Multimedia content
can be images, audio, video, graphics, animation, text,
etc.

Watermarking algorithms can be categorized as
reversible and irreversible, as shown in figure 3.
Reversible watermarking is also called invertible
watermarking or lossless watermarking. The ownership
rights are embedded into the cover image to produce
watermarked image during the embedding phase. Then,
during the extraction phase, the cover image and the
watermarked image are needed to prove the ownership
credentials. Irreversible watermarking algorithms do
not need the cover image to prove the ownership
credentials during the extraction phase. Both reversible
and irreversible watermarking are further categorized
based on how much they sustain in cases of attacks as
fragile, semi-fragile, and robust.

Fragile watermarking algorithms[1] do not
sustain the attacks like RST (rotation, scaling,
transformation ) or other attacks like geometric attacks.
Suppose any part of Watermarked Image(WM) is
altered. In that case, we will not be able to extract the
watermark from watermarked image(WM) even if we
have a cover image(Cl), which means that the
ownership credentials cannot be proven.

Semi-fragile watermarking[2-3] algorithms

show some degree of sustainability in the case of
attacks like RST (rotation, scaling, transformation ) or
other attacks like geometric attacks and JPEG
compression. If part of Watermarked Image(WM) is
altered, we would be able to extract the watermark from
watermarked image(WM) to prove ownership
credentials which makes the image deemed authentic.
Robust watermarking[4-5] algorithms will sustain all
kinds of attacks, which means that we will be able to
prove ownership credentials despite various attacks on
the watermarked image(WM).
Based on domains used for embedding and Extraction,
watermarking algorithms can be categorized as spatial
domain watermarking techniques and transformation
domain watermarking techniques.
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Fig. 3 Watermarking algorithms categorization

A) Spatial Domain Watermarking Techniques

The spatial domain directly works on pixels. It
mostly uses LSB of the pixels and uses different
techniques to embed the watermark in LSBs. Image(Cl)
selects the Least Significant Bits(LSB) for each pixel in
the cover. It sets them to zero by shifting bits right side
and embedding the watermarked Image(WI) pixels to
those LSB to generate Watermarked Image(WM). In
Spatial Domain, Watermarking embeds the watermark
by modifying some selected pixels' intensity and color
value.

[6] LSB modification method. Here the
watermark image is divided as a string of L-ary
symbols of watermark w; and is embedded into the
payload of the cover image by quantizing and
generating the watermarked image S,,. The PSNR ratio
of tested images is shown in Table 2. The disadvantage
of this method is embedding capacity is very less. The
output of this method is shown in figure 4. The PSNR
versus BPP of the algorithm on different test images is
shown in the graph in figure 9 (a).

Table 1. PSNR values of some test images using LSB
modification

PSNR(dB) of PSNR(dB) of
Cover Image | watermarked | Cover Image | watermarked
image image
Lena 50.9683 Sunflower 51.0063
Panda 51.1151 Scenery 51.1383
penguin 53.9585 food 51.1705
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[7-8] LSB modification in the green channel of bit
plane. The spatial domain watermarking can be
implemented on color images. The cover image(Cl) is
decomposed into red, green, and blue components. The
embedding process is applied to green color as the
change in green color will not change the cover image
that the normal human eye could not recognize. The
PSNR ratio of tested images is shown in Table 2. The
advantage of spatial domain watermarking is that the
technique used is simple, has very low computational
complexity, and is less time-consuming. But the
disadvantage of these methods is they are prone to
various attacks like signal processing attacks and noise
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attacks and are less robust. The output of this method is
shown in figure 5.

Table 2. PSNR values of some test images using LSB
modification in the green channel of the bit plane

PSNR(dB) of PSNR(dB) of
Cover Cover
Image yvatermarked Image yvatermarked
image image
Lena 51.1302 f“”f'o""e 51.1415
Panda 51.1358 Scenery 51.1553
penguin 50.1844 food 51.0970

B) Transform Domain Watermarking Techniques

Here the digital image is transformed into the
frequency domain using various transformations like
DCT, DFT, and DWT, where the image is transformed
to the frequency domain. Then the watermark is
embedded in transformed coefficients.

[9-12] Discrete Fourier Transforms-based
watermarking provides semi fragility in watermarking.
In this method, the cover image(Cl) is decomposed in
frequency bands using DFT using the following

equation.
N-1MN-1

F(krl]: ZZ)CEI?_}]E :“ N ""I
i=0 j=0

Then the low-frequency bands are selected for
embedding the watermark image (WI) to produce a
watermarked image (WA). For Extraction of watermark
image (WI) from watermarked image (WM), inverse
Fourier transformation is applied using the following
equation.:

N-1N-1
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Table 3: PSNR values of some test images using DFT
transformation

PSNR(dB) of PSNR(dB) of

ICn?Zeg watermarked Icn?;eg watermarked
g image 9 image

Lena 9.0019 sunflowe | g 6768

Panda 11.6189 Scenery 8.6098

penguin 7.0757 food 9.5264

The disadvantage of the above method is that
the watermarked image quality is degraded. The peak
signal-noise ratio is very low on the embedded image

from Table 3. The output is shown in figure 6. The
PSNR versus BPP of the algorithm on different test
images is shown in the graph in figure 9(b).

[13-16] Discrete Cosine Transformation based
watermarking embeds watermark in  DCT based
transformation domain. Here embedding algorithm is
divided into two-phase phases. In the first phase, the
cover image (CI) is divided into blocks of 8 x 8 pixels
per block. In the second phase, the watermark is
embedded in the coefficients of DCT, which is
generated using the following equation F(u,v). The
output is shown in figure 7. The PSNR versus BPP of
the algorithm on different test images is shown in the
graph in figure 9(c).
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Using the following equation f(i,j), extraction inverse
cosine transformation coefficients are used.
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Table 4: PSNR values of some test images using DCT
transformation

PSNR(dB) of PSNR(dB) of
Cover Image | watermarked Cover Image | watermarked
image image
Lena 41.416 Sunflower 41.3041
41.4
Panda 353 Scenery 41.407
Penguin 43.8052 food 41.6728
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[17-21] proposed a Discrete wavelet transformation
based watermarking embeds the watermark by
transforming the cover image (CI) is divided into sub-
bands LL1, LH1, HL1, and HH1 using Haar wavelet
transformation called 1-level DWT which are wavelet
coefficients than LL1 is further divided into sub-bands
LL2, LH2, HL2, HH2 called 2-level DWT. This
division is repeated until the details of the sub-band
become close to zero. Watermark is embedded in these
wavelet coefficients. The output is shown in figure 8.
The PSNR versus BPP of the algorithm on different test
images is shown in the graph in figure 9(d).
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Table 5: PSNR values of some test images using DWT
transformation
Cover PSNR(dB) of Cover PSNR(dB) of
watermarked watermarked
Image - Image -
image image
Lena 81.5041 Sunflower 81.3992
Panda 81.8 Scenery 81.7451
Penguin 82.0944 food 81.6973

[11] Methaq divided the image into blocks of equal
size and applied 2-D DFT for each block separately,
and embedded the watermark in the coefficients of the
DFT in the blue channel of the host Image. Then
inverse DFT is applied to generate a watermarked
image.

IV. ATTACKS ON WATERMARKING
ALGORITHMS

Attacks can be categorized into linear and Non-
Linear Attacks. In a Linear attack, all the Pixels are
modifiers by the attacker, and in a Non-Linear attack,
only a few selected pixels are modified by the attacker.
Attacks like Rotation, Scaling come under linear attacks,
and attacks like Pixel Distortion, Noise Addition come
under Non-Linear attacks. Different kinds of attacks on
Watermarked Images are

A) Collusion attacks

Here the attacker will use statistical measures
to analyze the presence of the watermark location and
try to remove it or recreate the cover image by copying
different objects in it.

B) Noise attacks

Here salt and pepper noise and Gaussian noise
are embedded using different mean and variance values
to distort the image. These types of attacks are called
non-destructive attacks.

C) Removal attacks
De-Noising and watermark prediction are
removal attacks.

D) Forgery attack

Here the attacker will embed a valid
watermark in a different cover image or another
watermarked image to forge the image to confuse the
original watermark and the forged watermark. Here
image hash is generated with zero-mean random
smooth patterns generated using secret keys.

D) Geometric Distortion attacks
Rotation scaling and translation attacks, also
called RST attacks and Cropping attacks, in which the
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attacker performs either rotation or scaling or
translation or cropping to make detection impossible.

E) Cryptographic attacks

In these attacks, the attacker removes are
destroyed the embedded watermark. Nowadays,
watermarking algorithms are known to most researchers,
so predicting algorithms used for watermarking using
the brute-force method and removing has become very
easy.

F) Protocol attack
In this type of attack, a genuine watermark is
used to authenticate another unwanted image.

G) JPEG Compression Attack

Here attacker compresses the image using
JPEG compression, which leads to a loss of watermark.
It is also called lossy compression. Saving our file as a
JPEG file itself compresses the image automatically.
[29] Wang Gang and Rao Ni-ni have broken the
algorithms using JPEG compression.
Analysis of the above attacks on the described
algorithms is given in Table 6.

V APPLICATIONS OF WATERMARKING
ALGORITHMS

A) Medical Imaging

[23] In medical images, when it is digitized,
there is a need for proper authentication of the image,
including the details of the diagnosis center and
physician details of patients. There is a need to preserve
certain ROI (Region of Interest) [4] in medical images.

B) Authentication or Integrity checking or tamper-
proofing or Content protection or content
identification and management

Watermarking is used for image authentication,
i.e., to detect whether any of the attacks modify any
part of the image. Content is solely the property of the
content developers, but content can be easily copied
and transmitted over the network in this digital world.
This makes content developers from misusing their
content by copying or reproducing, or selling it online
without the owners' knowledge. Watermarking provides
solutions to all these problems.

C) Law Enforcement and Forensics or
deterrence

[24] Watermarking plays a major role in
proving against modification in crime scenes
photographs which will be used later in the court of
law. Forensic watermarking is used to gather evidence
for criminal proceedings and enforce contractual usage
agreements between a content owner and the people or

piracy
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companies with which it shares its content. It provides
positive, irrefutable evidence of misuse of leaked
content assets. Watermarking can also complement
digital rights management (DRM) in many situations by
balancing content owner copyrights with consumer fair
use allowances.

D) Artistic Efforts and Locating Content Online

Many artists now a day's share their art online
to raise funds for their art projects. The nightmare for
this artist is a copyright infringement and protection of
their property.[25] Protection and management of
intellectual property for artworks of an artist against
copyright infringement can be done using
watermarking.[26]

E) Copyright Protection or Ownership Identification
or document protection
[27] The owner's details are embedded in the

image or document so that it can be protected from
unauthorized copying.
F) Information retrieval Systems or locating content
online

Watermarked data can be wused as content
identification and a keyword to identify the content,
which can be secured against the access of unrelated
data. Especially hiding adult content from children

G) Broadcast Monitoring and Audience Measurement

[28] Broadcast monitoring is needed for TV by
embedding a unique watermark identifier used to
monitor television broadcasts automatically and
registering which assets have been pre-encoded; a
mechanism for IPR protection can be provided. Apart
from protecting our content during the broadcast, there
is a need to keep track of how people access our content
so advertisers and broadcasters can tailor their offerings
better and maximize impact.

H)Transaction tracking or Fingerprinting

[26] The owner must be able to track the
distributions of the work to find the person responsible
for the illegal replication and redistribution.

VI MEASURING METRICS USED FOR
WATERMARKING

The performance of the watermarking
algorithms is analyzed using the following metrics.
A) Mean Square Error (MSE)

Mean Squared Error (MSE) is a measure that
tests if two pictures are similar. It is performed using
the equation.

MSE= (%)Z iz (¢ — ')

B) Pick Signal to Noise Ratio (PSNR)

It considers the signal strength for calculating
the error. The signal, in this case, is the original data,
and the noise is the error introduced by embedding a
watermark or modifying the image. It is calculated as

25572

PSNR = 1010 —_—
810 (MSE.’)

C) Normalized Cross-Correlation (NCC)

DOEEWED WD)

NCC =

| |
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D) Structural Similarity By Index (SSIM)

SSIM is used for measuring the similarity
between two images[29]. The SSIM index is a full
reference metric; in other words, the measurement or
prediction of image quality is based on an initial
uncompressed or distortion-free image as a reference.
SSIM is designed to improve traditional methods such
as peak signal-to-noise ratio (PSNR) and mean squared
error (MSE). SSIM is calculated between two images
X,y as

(2ueh, +C,) (2055 +C; )
If:uxz+u5,5+c.__}[sx“+:}.“+ )

SSIM(x,y) = (

Where p.ins an average of X, !.Ly is average of
y, O,° is variance X, 0,° is variance y, O, is

covariance x and y, C;= (K;, L)* c,= (K:,sz,
two variables to stabilize the division with a weak
denominator. L is the dynamic range of pixel values
(typically znumbar of bits par pixel __ 1)

K, =0.01 K, = 0.03 by default

VIl RESULTS

We have implemented the attacks discussed in section 4 on the watermarked images generated from the methods
discussed in section 3, and the analysis is done and compiled in table 6.
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Table 6. Analysis of Watermarking algorithms against various attacks
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Fig. 4 Watermarking based On the LSB modification method

Cover image (Cl) Watermark Image(Wi) Watermarked Image (VM)

Fig. 5 Watermarking based LSB modification in the green channel of bit plane
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watermark image (W)

Cover Image (Cl)

Fig. 6 Watermarking based on DFT

watermark ITmage (W)

Cover Image (Cl)
watermark image(WW1)

Fig.7 Watermarking based on DCT

Cover Image (CI) watermark image(¥VI)

Fig. 8 Watermarking based on DWT
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VIIl. CONCLUSION

In this paper, we described different Watermarking
algorithms used for various applications like medical
imaging, ownership rights protection, fingerprinting,
content protection, etc.; a comparative study of various
algorithms against various attacks is described. All the
algorithms are not completely resilient to various
attacks; with the grown inventions of various
watermarking techniques, researchers also developed
algorithm-breaking methods. Hence there is a need for
better techniques of watermarking which are resilient to
different attacks.
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