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Abstract— Due to growing congestion of the RF 

spectrum and its adverse health effects on humans as 

well as plants and animals, alternate way of 

communication are constantly sought. Light-Fidelity 

(Li-Fi) is a Visual Light Communication and has 

remained a prime research topic over past years. 

However security aspects related to data transmission 

are often neglected. The paper proposes a data security 

algorithm based on Caesar Cipher and novel Spiral 

wheel algorithm. The new Spiral Wheel encryption 

technique based on substitution of ASCII value of 

characters in reliable data transmission across Li-Fi 

system is successfully implemented on Li-Fi hardware, 

which is constructed on ArduinoUNO microcontroller 

.The results convey the reliability and efficiency of 

developed algorithm. 

 

Index Terms— light fidelity , security, key, encryption, 

decryption. 

 

I. INTRODUCTION 

THE term “Li-Fi” was coined by Professor Herald Hass 

in 2011[1].Li-Fi is a form of visible light 

communication which employs Light Emitting 

Diodes(LED) for data transmission[1].Li-Fi can solve 

RF congestion problem and is a promising technology 

for future, as it utilizes the infrared and visible light 

spectrum, which is approximately 2600 times larger 

than radio spectrum bandwidth. For past ten years the 

Compound Annual Growth Rate(CAGR) is sixty 

percent[2].If the present CAGR is sustained ,we will 

face short fall compared to todays allocated RF 

bandwidth[2].The Light Fidelity (Li-Fi) is a vitality 

productive innovation designed for indoor applications 

yet it might be converged with Wi-Fi. Researchers have 

effectively demonstrated the transmission speed of 224 

gigabits per second[3]. Using light, we achieve not only  

illumination but alsodata transmission with the same 

energy can be achieved,Thus Li-Fi can be called as 

green energy because it does not inflicts health  

 

 

problems on humans and animals as well as protects the  

data without extra cost. As shown in Table 1,Li-Fi 

provides many advantages over Wi-Fi such as increase 

in quality, speed, maximum protection, etc. Although 

Li-Fi provides the strong security for accessing data 

from the outside of data center, there are some cyber 

security issues within the data center [4].Thus 

cybersecurity and privacy issues on Li-Fi systems 

should be considered. 

The aim of our project is to develop a reliable data 

security algorithm for Li-Fi system by novel spiral 

wheel algorithm.The rest of the paper is organized as 

follows; Section II demonstrates the related work. 

Implementation details are summarized in Section 

III.Results are mentioned in Section IV.Section V and 

VI mentions conclusion and future scope respectively. 

II. RELATED WORK 

 Tasfia and Hira[5] proposed a modification in Caesar 

Cipher wheel algorithm. It is also used in Li-Fi for 

secure data exchange. In this algorithm, an array is used 

whose length is defined according to our requirement. A 

loop is created with iteration number to repeat the 

operation. The ASCII values of the plain text are taken 

and it uses any mathematical equation in which the 

ASCII value of the plain text letter and the array value 

are used according to the iteration number position. 

Thus, the cipher text is evaluated from the mathematical 

equation. Mishra [6]enhanced the security of Caesar 

Cipher algorithm i.e. transposition cipher. Goyal 

andKinger[7].In this paper, an encryption algorithm 

based on Caesar cipher has been enhanced which first 

checks alphabet index and if the alphabet index is even 

then increase the key value by one else decrease the key 

value by one when it is odd.  Singh, and Garg[8]  used 

American Standard Code for Information Interchange 

i.e. ASCIIvalue of the plain text and uses a random key 

of four characters to encrypt the data. The key used to 

encrypt the plain text is generated randomly by the 

system. To encrypt the plain text various 

transformations are applied using the randomly 

generated key.Lavanya1[9] proposes a new algorithm 
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called RAND_ASC which construct the cipher 

depending on the ASCII values. It uses floating point 

numbers in a symmetric key to encrypt the data. The 

prime concept is to convert the plain text into a format 

of floating point numbers. Random numbers are 

generated which are coded with the cipher text, to make 

cryptanalysis arduous. The use of floating point 

numbers rejects the mapping of frequency of characters 

and hence brute force attack is impossible and the 

encrypted text is unreadable.Charru and etal [10] used 

using exclusive OR operation in symmetric key 

algorithm.  Jain  And etal[11]  contributed in the area of 

classical cryptography by providing a modified and 

expanded version for Caesar cipher by complex key 

generation technique which generates two keys from a 

single key to provide enhanced security.The proposed 

algorithm uses a randomized approach for substitution 

which is then combined with double columnar 

transposition technique to increase the strength. On 

performing crypto analysis on the modified algorithm, it 

is found that it is impossible to break it by frequency 

analysis. Security provided by this algorithm can be 

enhanced further by using it with one or more different 

encryption algorithms or by using asymmetric key 

approach instead of symmetric key. Satyajeet and 

etal[12]presents a symmetric cryptographic algorithm 

for data encryption and decryption based on ASCII 

values of characters in the plaintext. This system 

randomly generates a key for user having length equal 

to the length of the message or plaintext. In this 

algorithm the secret key is converted to another string 

and that string is used as a key to encrypt or decrypt the 

data and hence, it gives good result in less execution 

time. Verma and etal[13] presented a new approach 

named Coherent Caesar Cipher (CCC). Coherent Caesar 

Cipher (CCC) is found to be more consistent and 

reliable as compared to other existing Caesar cipher 

algorithms. Abraham and etal [14]presented Improved 

Caesar Cipher (ICC) which strengthens cipher text 

generated by Caesar cipher by removing spaces in 

plaintext and changing positions of character.The major 

strength of ICC is that it requires less computer 

resources when compared to other encryption 

algorithms. Thus, ICC would be ideal for devices with 

limited computing resources such as mobile devices and 

Personal Digital Assistance (PDA).Srikantaswamy and 

Phaneendra[15]proposed a hybrid version of classical 

and modern cipher properties which provides 

appreciable Security with high throughput and occupies 

minimum memory space. This method suggests the idea 

of converting a given plaintext characters into two 

ciphertext characters. It involves 100-bit key value. The 

modern DES algorithm involves 56-bit key value. Thus, 

this method exhibits more resistance against 

cryptanalytic attacks.Gupta and Vinod Kumar 

Sharma[16] proposed encryption technique in which the 

original data is encrypted many times with different 

encryption algorithms at each phase. The Multi-Phase 

Data Encryption is an ambivalent technique used for 

data and information security which plays an important 

role in modern Cryptography. It describes the enhanced 

complexity of data encryption due to multiple 

operations of single phase encryption techniques in 

cryptography. The advantage of multiple encryptions is 

that it provides better security because even if some 

component ciphers are broken or some of the secret 

keys are recognized, the confidentiality of original data 

can still be maintained by the multiple 

encryptions.Priyanka V and etal[17]focuses on the 

substitution of characters, numbers and special symbols 

with color blocks and it is based on PlayColor 

Cipher.Abdus[18] used improved version of ciphering 

with the combination of double phase encryption. To 

ripen this method of encryption, a simple technique of 

vertically selecting the text for ciphering is used. Other 

techniques related to encryption and steganography can 

be found in [20,21,22,23,24]. 

One of the drawbacks of substitution ciphers is that if 

the message is long enough, it may be vulnerable to 

Frequency Analysis i.e.  The frequencies of letters are 

not masked; thus, it retains the frequency patterns of 

letters that are found in the original message.The major 

drawback of transposition cipher is to decipher it i.e. 

Transposition cipher can be broken by statistical 

methods. If the messages are short, some characters will 

not appear thus it is possible to say which words do not 

exist in the text.  

III. METHOLDOLOGY 

Cryptography is an important protocol for network 

security. It protects information from undesirable 

disclosure or malicious users by converting it into an 

imperceptible form (Cipher) while storing and 

transmitting it. It is an important building block of 

information systems. It describes the aspects of 

information security that are related to the study of 

mathematical techniques such as data integrity, 

confidentiality and authentication of data.In the 

proposed methodology an implementation of a new 

encryption technique based on substitution of ASCII 

value of characters in reliable data transmission across 

Li-Fi system, as both privacy and prevention from 

unwanted access along with high data rate can be 

achievable from Li-Fi if light contains encrypted 

message. The proposed encryption algorithm primarily 

follows Caesar Cipher and it is further modified by 

applying unique spiral wheel algorithm. Encryption of 

data, transmission, reception and conversion to original 

message are implemented successfully using laser, 

phototransistor, microcontroller (Arduino UNO) and 

associated devices. 
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3.1 Spiral  Wheel Algorithm  

Spiral wheel algorithm is an enhanced version of Caesar 

Cipher algorithm. In spiral wheel algorithm, the data 

during transmission is encrypted by rotating the bits of 

data in spiral form. While in decryption, there are two 

cases depending on the number of characters. In the first 

case, if number of characters in the string are even then 

from the encrypted string characters are selected (N/2)-1 

times next to adjacent character and the last character is 

selected by taking the adjacent character from left to 

right and then again the characters are selected (N/2)-1 

times next to adjacent character from right to left. In the 

second case, if number of characters are odd then 

characters are selected next to adjacent character till Nth 

character and then from right to left it will first select 

the adjacent character and again the next to adjacent 

character. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1. Spiral wheel algorithm 

 

 

 

 

 

Fig 2. Block diagram of Li-Fi system
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The encryption and decryption process involved is 

expressed mathematically by following equations.Ustr, 

EnUstr, DrUstr represents user string, encrypted string 

and decrypted string respectively, len is length of string 

and c represents center of string. Equation(1) returns 

alternate characters in user string. Equation (2) denotes 

calculation of centroid for even and odd length 

string.Equation (3) returns modified string after spiral 

wheel rotation.The encrypted string is shown in 

equation (4).Equation (5)and (6) shows the spiral wheel 

decryption process.Equation (7) represents the final 

decrypted string which is equal to user string. 

Ustr[i] =   Ustr i + 2 𝑙𝑒𝑛
𝑖=0                                               

(1) 

C= 
len +1

2
    len = 2n + 1      

   (len/2) + 1   len = 2n
                                          

(2) 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 

Ustr[i]= 𝑈𝑠𝑡𝑟[𝑙𝑒𝑛 − 𝑖]𝑙𝑒𝑛
0                                                 

(3) 

EnUstr[i]=

 [Ustrlen
i<len

i=0
, Ustrlen−len +1,Ustrlen−1,Ustrlen−len +2,Ustr

len
1

2
,
] 

(4) 

Decryption 

DrUstr i 1 =  EnUstr[i + 2]
c

i=len
                               (5) 

DrUstr i 2=    
𝐸𝑛𝑈𝑠𝑡𝑟 𝑖 − 1 , 𝑖 = 𝑙𝑒𝑛

𝐸𝑛𝑈𝑠𝑡𝑟 𝑖 − 2 , 𝑜𝑡ℎ 𝑒𝑟𝑤𝑖𝑠𝑒
  

0

i=c

      (6) 

DrUstr=DrUstr1 + DrUstr2= Ustr                                 (7) 

 

3.2 Implementation of LI-FI  

The implementation of LI-FI is realized with help of 

Arduino microcontroller (Fig 7).The block diagram is 

shown in fig 2. The transmitter section consists of LED 

which acts as a communication source. Li-Fi is 

implemented using the Light of White LED bulbs at 

transmitter. These kinds of devices generally used for 

illumination by applying constant current on it. when 

the LED is ON, then it transmits digital string 1 and 

when it is OFF then it transmits the string 0. And the 

rate of encoded data depends on the flicker of LED. The 

input can be any type of data. When a constant current 

is applied to a LED, certain amount of energy (photons) 

gets released, that we perceive as visible light. If the 

input current to the LED is varied slightly, the intensity 

of the light output also varies. This flickering of LED is 

regulated by voltage regulator and level shifter. Since 

LEDs are nothing but the semiconductor devices, the 

current and the optical output (the light produced by 

LEDs) is modulated at very high speeds, which is then 

detected by a photo detector. Here, modulation 

technique is developed for intensity modulation and 

direct detection(IM/DD) of optical wireless 

communication. For optical wireless links, the intensity 

modulation is used in which the desired signal is 

modulated onto the instantaneous power. Also, a direct 

detection in which a photo detector produces a current 

to receive the instantaneous power, it detects only the 

intensity of optical signal. The photo detector at receiver 

side sense light and converts into the respected pulses 

which is then amplified and processed to achieve the 

original data stream. The distance achieved by system 

depends only on the potential of the light source. 

3.3 Hardware and software flow control at 

Transmitter 
Algorithm for hardware flow control at 

transmitter: 

Step1: Connect comport. 

Step2: Set parity bit and start bit as 1. 

Step 3: Set stop bit =0. 

Step4: Set hardware flow control=0. 

Step5: Start USB to serial communication. 

Step6: User data is converted to binary by 

Arduino. 

Step7: LED driver Arduino pin 

Step8: LED Pulse Data send to photo transistor 

of other Arduino. 

 

Software flow algorithm for Transmitter  

Step1: Enter string for encryption. 

Step2: Start the Caesar cipher Engine to 

encrypt the data. 

Step3: Assign the private key. 

Step4: Apply the spiral wheel. 

Step5: Check string is Even or Odd. 

Step6: Calculate the String length. 

Step7: Apply spiral user for encryption of 

Caesar cipher string. 

Step8: Apply spiral private key. 

Step9: Convert the data into binary. 

Step10: Converted data and send to the RS-

232-bit stream. 

Step11: Go to RS-232- setting. 

Step12: set parity and hardware flow control. 

Step13: set the start, stop, bits/sec+ and baud 

settings. 

Step14: Send the data to Li-Fi driver circuit. 

 

 

 

 

3.4  Hardware and software flow control at receiver 
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Algorithm for hardware flow control at receiver: 

Step1.  Data received at phototransistor. 

Step2.  Data is converted from serial to binary by Arduino. 

Step3.   Start USB to serial communication. 

Step4.  Set harder ware flow control. 

Step5.  Set start bit equal to one. 

Step6.  Set stop bit equal to zero. 

Step7.  Go to the setting and set parity bit equal to one. 

Step8.  User encrypted data. 

Step9. To application software. 

 

Software flow algorithm for Receiver 

Step1: Receive the data at Li-Fi driver circuit. 

Step2: Set the start, stop, bits/sec and baud 

settings. 

Step3: Go to RS-232- setting. 

Step4:  Received asRS-232-bit stream. 

Step5: Convert binary data into string. 

Step6: Apply spiral private key. 

Step7: Apply spiral user for encryption of Caesar 

cipher string. 

Step8: Calculate the String length. 

Step9: Check string is Even or Odd. 

Step10: Apply the spiral wheel. 

Step11: Assign the private key. 

Step12: Start the Caesar cipher Engine to 

decrypt the data. 

 

  

Fig 3.Hardware flow control at transmitter 
Fig 4.Software flow control at receiver 
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Features Wireless Fidelity Light Fidelity 

Data 

Transmission 

Radio waves Bits 

Frequency Radio spectrum range 10000 times of Wi-Fi 

Frequency 

band 

2.4GHz, 4.9GHz and 5GHz 100 times of Tera Hz 

Data transfer 

Speed 

WLAN-11n offers 150Mbps, 

Wi-Giga/Giga-IR offers 

about 1-2 Gbps 

1-3.5 Gbps 

Coverage Area 20 - 100 meters vary based 

on type of transmission 

power and antenna 

10 meters 

Operation Data transmission by radio  

waves with Wi-Fi router 

Data transmission by 

light of LED bulbs 

Interference Interfere with neighbour AP  

Routers 

No interference issues 

with RF waves 

Fig 5.Hardware flow control at receiver 
Fig 6.Software flow control at receiver 

Fig 7.Implementation of Li-Fi system. 

TABLE I 

Comparison between Wi-Fi and Li-Fi 



International Journal of Computer Trends and Technology (IJCTT) – Volume 59 Issue 1- May 2018 

 

ISSN: 2231-2803                                     http://www.ijcttjournal.org                              Page 50 
 

IV. RESULTS 

Successful implementation spiral wheel security 

algorithm is achieved on Li-fi system (Fig 7).Fig8 

shows simulation in PROTEUS ISIS. As shown in fig 

transmitter and receiver COMPIMs ( P1 and P2 

respectively ) are connected to virtual terminals. The 

baud rate is set at 1200 and physical ports are chosen 

appropriately (COM1 and COM2). The simulation 

design is able to transmit and receive the data from both 

sides i.e. from Tx1-> Rx2 and Tx2->Rx1.To make 

physical connections Arduino boards for transmitting 

and receiving side are connected to physical ports 

COM1 and COM2 respectivelyand  visual basic code is 

compiled. Fig 9 shows the implement steps.  Firstly 

transmitter and receiver output window is opened and 

connect button is clicked to make connection between 

transmitter and receiver as shown in figure 9(a). Once 

the connection is established “Input key” and message is 

entered followed by  clicking of Encryption button, 

which results in encrypted text or chipper text. The text 

reaches the receiver side where it is decrypted to reveal 

the original message or plain text. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

V. CONCLUSION 

In the research work, it is noticed that if the light 

contains encrypted message then both privacy and 

prevention from unwanted access along with high 

data rate can be achieved from Li-Fi. In this project 

a new encryption technique based on substitution of 

ASCII value of characters in reliable data 

transmission across Li-Fi system is successfully 

implemented. The proposed encryption algorithm 

primarily follows Caesar Cipher and it is further 

modified by applying our unique spiral wheel 

algorithm. Encryption of data, transmission, 

reception and conversion to original message are 

implemented successfully using phototransistor, 

Arduino, microcontroller and associated devices. It 

is derived from the experimental results that the 

proposed algorithm enhances the security across a 

Li-fi system by using advanced version of Caesar 

Cipheralgorithm. The proposed approach makes the 

data transmission immune to security breaches and 

is also convenient and scalable which makes system 

robust. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 9.Encryption-Decryption in visual basic 

Fig 8.Simulation in PROTEUS ISIS. 

(d) 

(c) 

(b) 

(a) 
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VI. FUTURE SCOPE 

Most of the research in the field of Li-fi primarily 

focuses on improving the data transmission speeds 

while little attention is paid for improving robustness 

and security aspects of the system. For instance, the 

data transmission speed and reliability across a li-fi 

system is compromised under low lighting 

conditions thus efforts should be made to resolve the 

above limitations. For example, hybridization of li-fi 

with infrared should be considered in future 

research. The developed security algorithm is 

efficient however; future research can be conducted 

for transmitting data in compressed form to enhance 

the speed. 
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