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Abstract:In this paper, our focus is on the study of
Data mining is the extraction of interesting patterns or
knowledge from huge amount of data. In recent years,
with the explosivedevelopment in Internet, data storage
and data processing technologies, privacy preservation
has been one of the greater concerns in data mining. A
number of methods and techniques have been
developed for privacy preserving data mining. Privacy
preserving data mining is an important issue in the
areas of data mining and security on private data in the
following scenario: Multiple parties, each having a

private data set, want a group of people organized for

a joint purpose rule mining without disclosing their
private data to other parties. Because of the interactive
nature among parties, developing a secure framework
to achieve such a computation is both challenging and
desirable. There is an increasing need for sharing data
repositories containing personal information across
multiple distributed, possibly untrusted, and private
databases.Such data sharing is subject to constraints
imposed by privacy of data subjects as well as data
confidentiality of institutions or data providers. We
developed a set of decentralized protocols that enable
data sharing for horizontally partitioned databases
given these constraints.

Keywords—Horizontal Division, Vertical Division,
Encryption, Privacy, Database.

I. INTRODUCTION

The goal of privacy preserving data mining is to
develop data mining methods without increasing the
risk of misuse of the data used to generate those
methods. The topic of privacy preserving data mining
has been extensively studied by the data mining
community in recent years. Many effective Techniques
for privacy preserving data mining have been proposed
that use some transformation method on the original
data in order to perform the privacy preservation. The
transformed dataset is made available for mining and
must meet privacy requirements without losing the
benefit of mining. We classify them into the following
three categories:

Randomization method is a popular method in
current privacy preserving data mining studies. It
masks the values of the records by adding noise to the
original data.The noise added is sufficiently large so
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that the individual values of the records can no longer be
recovered. However, the probability distribution of the
aggregate data can be recovered and subsequently
used for privacy-preservation purposes. In general,
randomization method aims at finding an appropriate

Balance between privacy preservation and knowledge
discovery. Representative randomization methods
Include random-noise-based perturbation and
Randomized Response scheme. Although the
randomization method is more efficient , it results in high
information loss.

I1. Background

Following method plays an important role in our project
work to protect data from insider attack to improve
security.

1) The Anonymization Method:

Anonymization method aims at making the individual
record be indistinguishable among a group records by
using techniques of generalization and suppression. The
representative anonymization method is k-anonymity.
The motivating factor behind the k-anonymity approach
is that many attributes in the data can often be
considered quasi-identifiers which can be used in
conjunction with public records in order to uniquely
identify the records. Many advanced methods, such as,
p-sensitive, (a, k)-anonymity ,k-anonymity,t-closeness, I-
diversity and M-invariance, Personalized anonymity etc
have been proposed. The anonymization method can
ensure that the transformed data is true, but it also
results in information loss in some extent.

i) The Encryption Method:

Encryption method mainly resolves the problems
that people jointly conduct mining tasks based on the
private inputs they provide. These mining tasks could
occur between mutual un-trusted parties, or even
between competitors, therefore, protecting privacy
becomes a primary concern in distributed data mining
setting. The two different approaches for distributed
privacy preserving data mining are method on
horizontally partitioned data and that on vertically
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partitioned data. The encryption method may not be so
effiecient but it ensures that the transformed data is

exact and secure.

111.RELATED WORK

We consider the collaborative data publishing setting
with horizontally partitioned data across multiple data

providers. These contribute a subset Of records Ti.

Even a data provider could be the data owner
themselves who contribute their own records. This is a
common observed scenario in social networking and
recommendation systems. Our main aim is that a data
recipient including the data providers will not be able to
compromise the privacy of the individual records
provided by other parties by publishing an anonymized
view of the integrated data such.

Attacks by Data Providers Using Anonymized

Data and Their Own Data: Each data provider such
as P1 in Figure 1 can also be anyonymised data T* and
his own data (T1) additional information about other
records. If the attacks by the external recipient in the
first attack scenario are compared with those of data
providers, each provider has more knowledge of their
own data records. This attack scenario will be further
worsened when multiple data providers collude with
each other.

ke
Provider Name Age Zip Disease
P, Alice [20-30] TERNR Cancer
Py Emily [20-30] FRERE Asthma
Ps Sara [20-30] : Epilepsy
Py Bob [31-35] FEFEF Asthma
P> John [31-35] TEEEE Flu
Py Olga [31-35] i Cancer
s Frank [31-35] BB DN Asthma
Ps Dorothy [36-40] *kkkk Cancer
Ps Mark [36-40] *EEEF Flu
Py Cecilia [36-40] FREER Flu
FIGURE 1

T,

Provider Name Age Zip Disease
P, Alice 120-40] R Cancer
P Mark [20-40] Flu
Ps Sara [20-40] Epilepsy
P Emily [20-40] C Asthma
Po Dorothy [20-40] o7 ** Cancer
Py Cecilia [20-40] O87** Flu
F o Bob [20-40] 123%* Asthma
Py Olga [20-40] 123%% Cancer
Py Frank [20-40] P 23w Asthma
P John [20-40] 123%% Flu

FIGURE: 2

IV.PROBLEM STATEMENT

The proposed project work focuses on the problem of
privacy for data publishing for the improvement of database
and also overcome the problem of “insider attack” to provide a
better security.

We consider the collaborative data publishing setting
with horizontally distributed data across  multiple data
providers.Each data provider contributes subset of records
Ti.As also each record has an owner, whose identity shall be
protected. Each record attribute is either a sensitive attribute,
which carries sensitive information about data owners, an
identifier, which directly identifies the owner, or a quasi-
identifier (QID), which may identify the owner if joined with
a publicly known dataset. A data provider could also be the
data owner itself who is contributing its own records. A data
recipient can have access to some background information,
which represents any publicly available information about
released data, e.g., Census datasets. Our goal is to publish an
anonymized view of the integrated data, T+, which will be
immune to attacks. Attacks are run by attackers, i.e., a single
or a group ( coalition) of external or internal entities that
wants to breach privacy of data using background knowledge,
as well as anonymized data. Privacy is breached if one learns
anything about data.

Privacy preserving data publishing for a single
database has been extensively studied in recent years. A large
body of work contributes to data anonymization that
transforms a dataset to meet a privacy principle such as k-
anonymity using techniques such as generalization or
suppression (removal) so that it does not contain individually
identifiable information There are a number of potential
approaches one may apply to enable privacy preserving data
publishing for distributed databases. A naive approach is for
each data custodian to perform data anonymization
independently. Data recipients or clients can then query the
individual anonymized databases or its integrated view . One
main drawback is that data is nonymized before the
integration and hence will cause the data utility to suffer. In
addition, individual databases reveal their ownership of the
anonymized data. An alternative approach assumes an
existence of third party that can be trusted by each of the data
owners. In this scenario, data owners send their data to this
trusted third party where data integration and anonymization
are performed. Then, clients can query the centralized
database. However, finding such a trusted third party is not
always feasible.

V. CONCLUSION & FUTURE WORK

We carried out a wide survey of the different approaches
for privacy preserving data mining, and analyzed the
major algorithms available for each method and pointed
out the existing drawback. All the purposed methods are
able to achieve our goal of privacy preservation. Hence
there is a need to further perfect those approaches or
develop some well organized methods.
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For this, we recognize that the following
problems should be concentrated on.
1) Privacy and accuracy is a pair of contradiction;
improving one usually incurs a cost in the
Other. How to apply various optimizations to achieve a
trade-off should be deeply researched.
2) Side-effects are unavoidable in data sanitization
process. How to measure and reduce their Negative
impact on privacy preserving needs to be considered
carefully and define some metrics for measuring them .
3) In distributed privacy preserving data mining areas,
we should try to develop more efficient algorithms and
look for a balance between disclosure cost,
computation cost and communication cost.
4) How to deploy privacy-preserving techniques into
practical applications also needs to be
Further studied.

We presented heuristics to verify m-privacy
w.rt. C.A few of them check m-privacy for EG
monotonic C, and use adaptive ordering techniques for
higher efficiency. We also presented a provider-aware
anonymization algorithm with an adaptive verification
strategy to ensure high utility and m-privacy of
anonymized data. Experimental results confirmed that
our heuristics perform better or comparable with
existing algorithms in terms of efficiency and
utility.Finally, we emphasize that privacy-preserving
technology solves only one side of the problem. It is
equally important to identify and overcome the
nontechnical difficulties faced by decision makers when
they deploy a privacy-preserving technology. Their
typical concerns include the degradation of data/service
quality, loss of valuable information, increased costs,
and increased complexity. We believe that cross-
disciplinary research is the key to remove these
obstacles, and urge computer scientists in the privacy
protection field to conduct cross-disciplinary research
with social scientists in sociology, psychology, and
public policy studies. In future it is wused for
Improvement of algorithm for integrated databases, like
combination of Oracle, MySQL and MS-SQL
databases. Making the project OS independent.
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