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Abstract - If Covid-19 has taught all of us one thing, it is that the most critical industry in this world is one which helps us to
save human lives, supports health care, and gets us vaccines and medicines we all need to live and fight such deadly diseases,
everything else is Secondary. Life science is one of the most critical and heavily regulated industries and holds the most
sensitive and protected health Care information. In this paper, we will talk about how SAP Cloud Solutions using artificial
intelligence (Al), is joining forces with Cyber Security to protect sensitive data for the life science industry by using a cloud-
first approach and using artificial intelligence (Al), automation, data, and analytics in one unified environment. We will
further deep dive and conclude how SAP cloud services like business technology platform (BTP) using SAP enterprise threat
detection (ETD) will provide an end-to-end holistic cyber resiliency and help enterprises from life science industries comply
with data protection regulations worldwide.
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Enterprise Threat Detection (ETD).

1. Introduction

The life science and healthcare industry has the highest
average cost of a data breach in any industry worldwide,
amounting to $10.10M; the price of a breach in the life
science and healthcare industry also went up by 42% since
2020, whereas the average total cost of breach across all
industries globally is $4.35M [1]. As we explained life
sciences or healthcare industry is the most critical industry,
and also the one, if breached, would cost the most, not just to
the breached organization but also to human lives well.
Hence, it becomes clear that we should do everything
possible to protect and safeguard the systems/solutions used
to run and process sensitive data for the life sciences
industry. If we look deeply into what solutions/systems and
products the life science industry operates, we will conclude
that most use enterprise resource planning systems,
commonly known as ERP [2]. In this paper, we are going to
explain how using ERP market leader, as per Gartner for
Healthcare and biotech industry, aka life sciences, SAP, and
using its Cloud(S/4HANA) and Al capabilities, along with
cyber solutions and services, we can protect the critical
business operations and sensitive data. SAP’s new cutting-
edge cloud product is called S4/HANA. The SAP’s
cloud product and solution, especially it's business
technology suite of products (BTP), uses Al and machine

learning to provide cutting-edge technologies to help
organizations in life sciences to build processes so that their
cyber leaders can identify and protect their sensitive data and
resources and detect cyber threats and incidents and be able
to respond and recover [4].

We need to start by identifying the risks and the threat
landscape and understand where the sensitive data exist and
the different compliance and data and privacy regulations
requirements a life Science enterprise needs to comply with.
With cloud solutions and deployment, the data move across
countries and geographies, hence data and privacy
regulations like HIPAA (Health Insurance Portability and
accountability act of 1996 [5], GDPR (General data
protection regulations) [6] and CCPA (California consumer
privacy act) [7]. As these data and privacy regulations ask for
data to reside within the region, personal and sensitive data
for a European citizen should not leave Europe; the public
cloud deployment model may provide some challenges, even
if the area for public cloud is in Europe or a region of the
consumer. Furthermore, the shared tenant model with the
public cloud will create issues, especially when dealing with
sensitive data. So, most Life Sciences enterprises would
prefer the private cloud deployment model, even though it
would be more expensive than the public cloud.
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With either the public cloud or private cloud model, we
also need to take into consideration that security in the cloud
is shared responsibly [8] [9] [10]. Therefore, life science
customers should clearly understand what a cloud service
provides responsibility around security and what its
commitment is.

Overall, with new business transformations, more and
more country and regional-specific data and privacy
regulations coming in, and an ever-expanding threat
landscape, the task of protecting sensitive data for Life
sciences industries is becoming more and more complex, not
to mention challenges the industry face due to pandemics and
supply chain issues. The life science industry’s process and
technology are probably the most difficult due to modern
connected medical devices and 10Ts.

2. Literature Review

Since the Covid-19 pandemic, the resiliency of the Life
sciences and the healthcare industry has been under pressure.
The industry also became a significant cyber-attack victim,
disrupting major hospitals and health organizations
worldwide [11]. The research in [11] reviewed all published
papers on cyber and the healthcare industry, including any
research and even recent cyber-attacks. It concluded with
finding cyber security challenges and Cyber controls one
should apply to mitigate/remediate these findings and risks.
The Covid drugmaker Gilead was targeted for cyber-attack
by Iran linked hacker [12], which led the drugmaker to come
up with a cure for covid-19, including its remdesivir
medicine.

Another study highlights that the healthcare industry,
which was already struggling with a pandemic, had cyber-
attacks to disrupt its supply chain [12]. The supply chain,
ERP, and SAP go hand in hand. This explains why deploying
proper cyber security controls and using necessary
technology, including modern cloud and Al, is critical.

Cybersecurity challenges, risks, and plan to mitigate
those risks for hospital [43] talks about how hospitals have
personally identifiable information (PIl) and personal health
information (PHI), and when the PIl or PHI data is stolen
due to cyber-attacks, it put patient’s life at risk and
compromise the trust between doctors/providers and patients.
It also talks about how hard it is to do forensic analysis
involving 10Ts, medical devices, and HVAC systems. This
would mean many third parties and manufacturers are
involved. The study also talks about how any risk mitigation
plan should start with identifying assets and understanding
who is responsible for applying security patches/fixes etc.
Risk analysis should also be done to determine trade-offs
between risks and benefits of risk mitigation.

Protecting sensitive Pl and PHI data of the life sciences
and healthcare industry should start with Risk assessment.
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National Institute of Standards and Technology (NIST)
Cyber Security Framework (CSF) [4] is a framework that
should be adopted and used to build a Cyber Security
program. The NIST Cyber Security framework consists of
standards, guidelines, and best practices to manage cyber
security for critical infrastructure. With help from NIST
CSF, we need to come up with policy, standard, and
procedure for our life science enterprise and then use modern
SAP S4Cloud products, which further uses Al and its
proprietary business technology platform (BTP) to support
Cyber domains, like identity and access management,
governance, risk and compliance, vulnerability management
and threat monitoring and incident management. The SAP
Cloud products and solutions using Al and BTP provide the
necessary technology to empower people to build processes
that not only transform business; it also offers essential
guardrails and controls to safeguard the PHI/PII data of the
enterprises [15-20].

3. Implementing SAP S4/HANA to Build and

Support Cyber Security Program

As we understand the Life Science industry is a highly
regulated sector with the most sensitive data to protect, we
would use cloud and Al-based technology, product, and
solutions to build business processes using frameworks to
create security programs that would empower our people
working in this industry so that they are prepared to protect
the sensitive data and can quickly react to any security threat
or incidents. We would start with the NIST Cyber Security
Framework (NIST CSF) to build a holistic Security Program
from process and policy perspectives and compensate same
with technology being offered by SAP Cloud, known as SAP
S4/HANA, and its Al-Based Cloud Services being provided
as part of SAP BTP like SAP Cloud Identity Services
(IAS/IPS/IAG) and SAP Enterprise threat detection Tool
(SAP ETD), SAP ALM and other core services to properly
encrypt, mask and secure the Sensitive PIl and PHI Data.
You would implement SAP S4/HANA Cloud for your
critical business processes as your critical and core processes
like supply chain management, sourcing, procurement,
manufacturing and R&D, asset management like medical
devices, 10Ts, and financial and other essential functions of
business [15].

The SAP S4/HANA would be a system of record and
source of truth-telling, your crown jewels. Life science
industries' digital transformation or digitization is more
critical than ever. SAP S4/Cloud offerings provide all
necessary products and services and control like offering
private cloud services as well so that life science enterprises
can not only benefit from cutting-edge technologies and
solutions using cloud and Al services. It still retains control
of their sensitive data and helps them to be compliant with
privacy and data regulations across the globe.
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Fig. 2 SAP S4/HANA Products

SAP S4/HANA cloud offering provides public, private,
and hybrid model so that you can choose the best model
which makes sense to your business and provide the best
return on investment (ROI) while providing all necessary
controls to safeguard your business goals to protect your
sensitive data and continue to innovate and deliver new
medicines via R&D and clinical research.

With SAP S4/HANA implementation, you can support
building your Cyber Security program based on the NIST
CSF framework. We will go into detail about how each SAP
S4/Cloud product and service would be used for each phase
of NIST CSF so that we can protect the life science critical
business processes and sensitive data.

The NIST Cyber Security framework, or NIST CSF,
consists of five phases. It starts from Identifying or knowing
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what we need to protect(asset/data) to protecting and then
detecting any cyber threats or incidents, responding to
duplicates, and finally recovering from them.
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Fig. 3 NIST Cyber Security framework [4]
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3.1. Identify — SAP Focusses Run, Cloud ALM &
Solution Manager

We cannot protect what we do not know; the same goes
for sensitive asset, which holds sensitive PIl and PHI data for
life science industries. Start with using SAP Cloud ALM,
and SAP focussed run using solution manager to document
and design your business processes and all SAP asset
inventories. SAP Cloud ALM helps with your S4/HANA
business transformation, which enables you to plan, design,
test, deploy, operate, and continuously improve your
S4/HANA SAP solutions [22]. It also allows accurate time
monitoring and analytics capabilities to manage risks and
ensure compliance. Using Cloud ALM and SAP focussed run
and Solution manager, you can not only address the entire
life cycle of your application deployments, build and
document business processes critical for your business, you
also maintain inventory of all SAP systems, which holds
your sensitive information. This helps us to know and
categorize our systems based on critical/sensitive data they
possess and process. We also learn how good or bad our
systems are around vulnerabilities and patches to develop a
baseline following the SAP Security baseline document per
the SAP Security operations map [24-26,44]. Knowing what
we need to protect and what our critical systems, business
processes, and assets hold and process sensitive data would
help us correctly classify our assets/data to put required
compensating control to mitigate the risks. This is probably
one thing and foundation we need to get right, and these SAP
Cloud Solutions and S/4 HANA at its core help us start our
Cyber Security program journey on the right foot. Now as we
know what we need to protect, we will go into the next phase
of how we need to protect it.

3.2. Protect — SAP Cloud BTP, IAS/IPS/IAG, Data
Masking, UCON, RAL, Encryption
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Fig. 4 Control and Processes to Protect your sensitive data.

The protection phase of NIST CSF is all controls you
would define and security processes and tools you would
implement to safeguard your sensitive data, whether it is
using critical management services to encrypt your backup
and cloud services, calling, or simply using TLS for
encryption data in motion, or masking or obfuscating the
data itself, which are sensitive.
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As per the SAP Security operations map [26], we can
divide our processes into four buckets or verticals. The first
area would be defining identity and access control, starting
from the basic cyber security principal of the CIA
(Confidentiality, Integrity, and Availability) [30]. The CIA
triad asks us to follow the least privilege access and need-to-
know model, meaning only provide the least access needed
to someone to perform their job. For the life sciences
industry, tracking the most miniature privilege model and the
need to know as we talk about P11/PHI and the most sensitive
data becomes more critical. Therefore, we should build
proper roles-based access control (RBAC) and provide
access per someone’s job roles and responsibilities. SAP’s
S4/HANA and its BTP Services like SAP IAS (ldentity
authentication service), IPS (ldentity provisioning Service),
and IAS (ldentity Governance Service), we can genuinely
implement, identify and access control which would help us
to protect data and cover each piece for IAAA model, which
stands for Identity, Authentication, Authorization and
auditing or accountability. With IAS/IPS/1AG
implementation, we can automate the entire life cycle of
Identities for our life science enterprise, including Single
Sign On (SSO) and Multi-factor authentication. Stolen and
compromised credentials are the most common cause of data
breaches [33], and using SSO and MFA using SAP BTP
IAS, we can mitigate that risk and put necessary controls.
Having SSO and MFA would probably be the first and
foremost and most effective control to prevent data breaches
and cyber incidents for life science industries or any other
industry. Hence, MFA and role-based access control using
IAS/IPS and IAG would ensure we mitigate that risk and
control any lateral movement or the possibility of taking over
user credentials. PS and IAG complement IAS with
authorization, user provisioning, and putting controls around
user access reviews and necessary audit logging capabilities
to have an auditable log around identity and access control,
covering all aspects of the IAAA model.

After we have built all controls around identity and
access control, we will work on securing the sensitive data
available in various places. To protect sensitive data, SAP
provides a tool like Ul masking to mask and obfuscate
sensitive data while being used on the application side [35].
The Ul masking, information life cycle management, and
RAL (Read Access logging) provide necessary control and
processes to mask/obfuscate sensitive data and include
auditing and logging so that we know whom all are accessing
and processing the sensitive data from a confidentiality and
integrity perspective. In addition, we will be using standard
encryption, Key Management Services (KMS), and TLS to
secure and encrypt the sensitive data in use, data in rest, and
data in motion on the database, operating system, file system,
and network level.
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Whereas IAS and IPS take care of identity,
authentication, and authorization, IAG, along with the
traditional Governance, Risk, and Compliance (GRC)
system, help us define risk framework and define controls
against those risks and risk registry so that we do continuous
control monitoring for our entire S4/HANA landscape,
which host and maintain sensitive PIl and PHI data for life
science industry [27-29]. As we understand, the Life Science
industry is a heaving regulated industry; we need to use SAP
GRC to define controls around access management,
Including Segregation of Duties to avoid fraud, and also
implement a risk and control matrix (RACM) and have an
automated continuous control monitoring so that any
exception to controls are monitored. Management takes
appropriate action to remediate those exceptions/issues. SAP
GRC integrates with IAG to support the on-prem and cloud
SAP landscape, including SAP S4/HANA. As a result, we
have one integrated governance process covering all critical
assets, systems, and business processes. We can also use
GRC to track and verify compliance against regulations like
HIPAA, GDPR, SOX, etc. As we understand security is a
shared responsibility in the cloud model, we rely on cloud
providers' artifacts like SOC1, SOC2, and SOC3 for many
compliance needs.

The last bucket/vertical in the protect section would be
vulnerability management and threat monitoring so that we
not only know vulnerabilities in our system, we are quickly
patching them. An exposure and patch management program
protects your critical systems and sensitive data. Knowing
your systems’ vulnerabilities is one of the top reasons for
data breaches. SAP Enterprise threat detection (ETD) tool,
solution manager, early watch report and security
optimization services, and SAP security patch days report
help you assess your systems against known vulnerabilities
but also help us develop an excellent patching process. SAP
ETD also allows us to track exploits, threats, and known
vulnerabilities so that any attempts to exploit these from
threat vectors trigger alerts so that the security operation
center (SOC) and respective teams can take detect these
threats when it happens [20] [25] [27].

3.3. Detect - SAP Cloud ETD using Al

The next phase after protection would be detection. This
is where our incident response or SOC team comes into the
picture. As we all understand not, only some organizations
have a big soc team Al, Cloud, and machine learning to
augment monitoring, dashboards, etc., and even help us
know signatures and exploits. SAP enterprise threat detection
(ETD) using Al, machine learning, cloud technology, and
analytics help us achieve and add detection and response, and
recovery capabilities.

SAP ETD comes with pre-defined attack patterns and
sap-related incidents, which lets you do risk-based and
prioritized alerting to help you comply with data protection
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and audit regulations [19-20] [36] like HIPAA, GDPR, etc.,
from the life science industry. It also works as SIEM
(Security Incident and Event Monitoring) for your SAP
S4/HANA landscape, aggregating different log sources from
applications and databases holding and processing your
sensitive data. SAP ETD also complements and integrates
with other SIEM tools like Splunk, etc., to give you and your
Security operations team a holistic view of advancing
persistent threats and incidents across your landscape. Using
Al, machine learning analytics around all aggregated data
helps detect anomalies, etc.

3.4. Respond and Recover-SAP Cloud ETD, GRC/IAG,
BC/DR

The last phases of the NIST CSF framework are to
respond and recover from cyber incidents. In today’s digital
and all-connected world, we must always be ready for cyber
breaches and incidents. As we say, it’s not about if; it’s about
when. So especially for the life science industry and health
care, as we understand this is one of the topmost industries
being cyber attacked more than any other industry, we need
to have a well-documented, tested incident response process
and team. The people, process, and technology all must come
together ideally so that we cannot only detect these cyber
incidents but can also quickly contain and stop any lateral
movement by responding to it and recovering quickly. SAP
ETD helps us to do forensic analysis by providing a
comprehensive view of the incident context, related events,
and affected systems. It uses user pseudonymization and
resolution when there is evidence of attack or misuse. SAP
ETD collects data from different systems like GRC/IAG and
other systems logs to provide a comprehensive view of
incidents and Dashboard. It also uses direct kernel API to
receive logs so that a bad actor who is already in cannot
manipulate logs and alerts. After we have responded to cyber
incidents and stopped lateral movement using SAP ETD and
other SAP cloud services like IAG/GRC, we need to use all
the data/reports we got from ETD and use our Backup and
Disaster recovery (BC/DR) process to recover from the
incidents as quickly as possible. The Recovery process of
NIST CSF would rely on people and techniques to ensure we
have an exemplary BC/DR process and documentation,
which is tested multiple times so that when the actual
incident or disaster occurs, we can quickly recover from it.
The automation around backup and restoring the services,
whether a full cloud SaaS or hybrid model where we have
the infrastructure (laaS), or platform (PaaS), would be
essential. SAP S4/HANA, with its inbuilt high availability
and disaster recovery model in different regions and
availability zone, does help us to recover from such cyber
incidents faster than you would in the traditional On-Prem
model. Also, for the life science industry, we need to make
sure we understand our compliance and regulatory asks
around any data breaches or Cyber Incidents as sometimes it
cannot be a cost to operations like not being able to operate a
hospital to provide critical services, the regulatory fine from
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not following the regulations can be a considerable business
risk as well. So, the process around Incident response should
include due diligence and due care around legal and
regulatory ask. Automation using SAP GRC with these
regulations will also come in handy here, along with SAP
ETD and its Al capabilities which would provide the correct
information to our cyber leaders to engage legal and law
enforcement on time, resulting in any cyber incident
reporting as well if needed.

A good Cyber Insurance policy, processes, and
technology would help all life science industries mitigate and
even transfer some risks due to cyber-attacks and
ransomware.

4. SAP Cloud Products and Services Supporting
various Security Phases of the Cyber Program
and Operations

SAP-Focused Run: This tool provides a centralized view
of an organization's IT landscape, including its SAP
systems. It allows organizations to monitor and manage
the health and performance of their SAP systems and
provides insights into security vulnerabilities and risks.
With this tool, organizations can proactively identify and
address security threats before they become significant
issues.

SAP ALM: This is another tool designed to help
organizations manage the lifecycle of their SAP systems.
It provides a range of features and functions that can
help organizations monitor and optimize the
performance of their SAP systems, including security-
related issues. With this tool, organizations can ensure
that their SAP systems are always up-to-date and secure.
SAP Cloud IAS/IPS/IAG/GRC: This suite of solutions
provides identity and access management, intrusion
prevention, governance, risk, and compliance solutions
for cloud-based SAP applications. It helps organizations
ensure that only authorized users can access their SAP
applications and data and provides real-time monitoring
and alerts to detect and respond to security threats.

SAP ETD/SIEM: This solution provides real-time threat
detection and incident response capabilities, helping
organizations identify and respond to security threats. It
uses advanced analytics and machine learning to detect
anomalous behavior and potential threats and provides
alerts and notifications to help organizations act quickly.
SAP Ul Masking: SAP Ul masking is a security solution
to protect sensitive data in the SAP application user
interface (Ul). It enables organizations to securely mask
or hide confidential data such as financial information,
personal data, or intellectual property from unauthorized
users. This solution is essential for the life science
industry, where protecting sensitive data is critical to
ensure regulatory compliance and patient privacy.
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By implementing SAP Ul masking, life science
organizations can significantly reduce the risk of data
breaches, insider threats, and unauthorized access to sensitive
data. This solution allows organizations to define and
manage data masking policies based on specific user roles,
ensuring only authorized users can view or access sensitive
data. Additionally, SAP Ul masking can easily be integrated
with other SAP security solutions, such as SAP Single Sign-
On (SSO) and SAP Access Control, enabling organizations
to create a comprehensive security framework for their SAP
applications.

SAP BTP Identify Services: SAP Business Technology
Platform (BTP) offers a suite of Identify Services that
can be used to protect the life science industry from
cybersecurity threats. SAP Cloud Identity service
provides identity and access management solutions for
cloud-based applications, which are increasingly
popular. It allows companies to manage user identities,
access permissions, and security policies across multiple
cloud platforms.

SAP RAL/UCON: SAP Read Access Logging (RAL) is
a security feature that allows you to monitor and log
access to sensitive data in your SAP system. It is
designed to help organizations comply with data
protection regulations and prevent unauthorized access
to sensitive data. Organizations can identify potential
security breaches and unauthorized access to sensitive
data using SAP RAL. The logged data can generate
reports and alerts to notify security personnel of
suspicious activity. Additionally, the logged data can be
used for auditing purposes to ensure compliance with
regulatory requirements. UCON help to protect remote
calls in and out from SAP systems. By implementing
these solutions models using SAP solutions, life science
organizations can improve their security posture by
controlling and monitoring access to sensitive data and
resources.

SAP Information Lifecycle Management (SAP ILM):
Safeguards the privacy of your customers’ data and helps to
automatically archive and retain data, as well as
decommission legacy systems, while balancing total
ownership costs, risks, and legal compliance. Implementing
this life science industry can safeguard its sensitive data but
also helps us comply with privacy and data protection
regulations [37].

Implementing SAP S4Cloud Al technology to mitigate
cyber risks around sensitive data for the life science industry
has resulted in several positive outcomes.

This includes improved data security by using real-time
detection and mitigating cyber threats using SAP BTP
offered by SAP S4Cloud and its services like BTP and Al to
implement products and services to build business processes
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for Life Science and healthcare enterprises able to protect
and secure sensitive PIl and PHI data. There is no single tool
or product that can solve all Cyber risks. Still, with a
combination of products, services, and tools offered by SAP
S4 Cloud using Al, we can very well remediate cyber threats
for the industry and help them secure the sensitive data they
pOssess.

The business transformation journey for life science
enterprises to implement SAP S4Cloud solutions may look
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Fig. 5 SAP Tools and Solutions to Protect Life Science Industry

5. Conclusion

In conclusion, our findings suggest that a combination of
technological solutions provided by SAP S/4AHANA Cloud,
including its services such as BTP and Al, are required to
effectively implement products and services for developing
business processes in the Life Science industry. In light of
the need to safeguard sensitive PIl and PHI data, it is crucial
to note that no single tool or product can fully address all
potential cyber risks. However, leveraging the various
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products, services, and tools provided by SAP BTP services
and incorporating Al capabilities makes it possible to
effectively remediate cyber risks for this industry and
enhance its ability to secure sensitive data. As the Life
science industry continues to face increasing cyber threats, as
mentioned in this paper, organizations must adopt a proactive
approach to cybersecurity and implement advanced cloud
solutions to ensure the protection of sensitive data and the
continued provision of safe and reliable services.
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6. Results
Category of Type of Life Impact Proposed Solution/ Mitigation Plan
Cyber Attack | Science Industry
A ransomware |Clinical research|The attackers were ableto  [To prevent such incidents, it is critical to implement
attack — The organization encrypt the organization's adequate cybersecurity measures, such as those provided
year 2020 sensitive data and demanded |by SAP Cloud, Al, and Cyber Security solutions. These
a ransom in exchange for the [tools offer advanced identity and access management,
decryption key. This intrusion prevention, and threat detection capabilities
resulted in significant that can help safeguard sensitive data and prevent cyber-
downtime and financial attacks in the life science industry.
losses for the organization,
as well as potential harm to
the patients whose data was
compromised [38]
Not Petya Pharmaceutical The attack led to significant| After the Not Petya attack, the company implemented
ransomware company disruptions in the company's|various mitigation measures, including restoring 1T
attack — The operations and caused the|systems, enhancing security controls, and reviewing
year 2017 loss of approximately $870|security procedures. They also conducted a thorough
million in revenue [39]. investigation to understand how the attack occurred and
to prevent similar attacks in the future. It also highlights
why having good comprehensive cyber insurance for the
life science and health care industry is necessary in the
new world.
Cyber Attack, |Pharmaceutical It resulted in a data breach  [Network segmentation can help limit the lateral
Identity Theft — [company affecting the personal movement of attackers in the network and contain the
Year 2018 information of attack within a specific segment. In addition, intrusion
approximately 6,000 detection and prevention systems can help detect and
employees [40]. respond to attacks in real-time by identifying and
blocking suspicious activity before it can cause harm.
Finally, regular data backups and secure storage can
help ensure that critical data can be quickly restored
during a successful attack, minimizing the impact on the
organization.
Cyber Attack, |Medical diagnostic|The company experienced a |The company implemented new security measures to
Identity Theft —|and research cyberattack that resulted in a |prevent similar incidents in the future, including
Year 2018 company data breach affecting increasing the frequency of third-party security

approximately 7.7 million
customers. The attack
targeted a third-party billing
collections vendor, which
stored customer data. The
attack compromised
personal and financial
information, including
names, dates of birth,
addresses, phone numbers,
credit card numbers, and
bank account information
[41].

assessments and requiring vendors to implement data
security measures consistent with the company's
standards.
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