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Abstract — Blockchain can be described as a distributed
ledger technology capable of recording safe and continuous
transactions between parties. It is an emerging technology
that has drawn considerable interest from financial
institutions, energy supply firms, the academic community
and also the healthcare industry. Blockchain promises
transparent, tamper-proof and secure systems that can
enable novel solutions, especially when combined with smart
contracts. Decentralization is a significant characteristic of
Blockchain that can benefit healthcare applications, making
it possible to implement distributed healthcare apps that do
not depend on a centralized authority. In addition, the fact
that the information in the Blockchain is duplicated among
all the nodes in the network creates an environment of
transparency and openness that allows healthcare
stakeholders and patients, in particular, to understand how
their data is used, by whom, when and how. This paper
presents a review of the application of Blockchain to the
health care sector.
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I. INTRODUCTION

Blockchain can be described as a distributed ledger
technology capable of recording safe and continuous
transactions between parties. Blockchain fundamentally
eliminates the need for intermediaries who were earlier
needed to behave as trusted third parties to check, record and
coordinate transactions by' sharing' databases between
various parties [1]. It is an emerging technology that has
drawn considerable interest from financial institutions,
energy supply firms, the academic community and also the
healthcare industry. Blockchain promises transparent,
tamper-proof and secure systems that can enable novel
solutions in the healthcare sector, especially when combined
with smart contracts [2]. This paper presents a review of the
application of Blockchain to the healthcare sector. It is
arranged as follows: Section one presents an introduction to
the Study,

Blockchain Technology in healthcare and its benefits are
presented in sections two and three, respectively. Section
four presents different areas in the healthcare sector where
blockchain technology can be applied. A review of related
works is presented in section five, while the conclusion is
presented in section six.

I1. BLOCKCHAIN TECHNOLOGY IN HEALTHCARE
Healthcare is one sector in which Blockchain is
expected to have significant impacts. Decentralization is a
significant characteristic of Blockchain that obviously
benefits healthcare apps, making it possible to implement
distributed healthcare apps that do not depend on a
centralized authority. In addition, the fact that the
information in the Blockchain is duplicated among all the
nodes in the network creates an environment of transparency
and openness that allows healthcare stakeholders and
patients, in particular, to understand how their data is used,
by whom, when and how. Hence, by its design, Blockchain
can safeguard health information from future information
loss, bribery or safety assaults, such as the attack against
ransomware [2].
Furthermore, Blockchain's immutability property, which
makes it impossible to change or alter any record attached to
the Blockchain, is very well aligned with the requirements
for storing health care records— it is very important to
ensure the integrity and validity of health records for
patients. Moreover, the use of cryptographic algorithms to
encrypt the data stored on the blockchain guarantees that
they can only be decrypted by users who have legitimate data
access permissions, thereby enhancing data security and
privacy. In addition, since the identities of clients in a
blockchain are pseudonymized by using cryptographic keys,
patient health information can be shared among health care
stakeholders without exposing patient identities. Blockchain
also promotes smart contracts that can be used to program
guidelines that enable patients to regulate how they share or
use their health records.
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11l. BENEFITS OF BLOCKCHAIN TO HEALTHCARE
The benefits of Blockchain to healthcare applications are
listed below [2]:

A. Decentralization

A decentralized leadership scheme is required for the
very nature of healthcare, in which there are distributed,
stakeholders. Blockchain can become the decentralized core
of health data management from which all stakeholders can
have restricted access to the same medical records without
someone holding a central authority's position over global
health information.

B. Improved Data Security and Privacy

Blockchain's  immutability — property  significantly
enhances safety if the health information stored on it is
unable to corrupt, alter or retrieve information once returned
to the Blockchain. All blockchain health information is
encrypted, time-stamped and chronologically appended. In
addition, health information is stored on Blockchain using
cryptographic keys that assist safeguard patients ' identity or
privacy.

C. Health Data Ownership

Patients must be in possession of their information and
have control over how their information is used. Patients
need to be assured that other stakeholders do not misuse their
health information and should have a means of detecting
such misuse. By using powerful cryptographic protocols and
well-defined smart contracts, Blockchain helps satisfy these
demands.

D. Availability/Robustness

Since the blockchain records are duplicated in various
nodes, the availability of health data stored on Blockchain is
guaranteed as the system is durable and resistant to data
losses, data manipulation and some security threats on data
availability.

E. Transparency and Trust

Blockchain generates an environment of confidence
around distributed healthcare applications through its open
and transparent nature. This makes it easier for health
stakeholders to accept such requests.

F. Data verifiability

The integrity and validity of these records can be
verified even without accessing the plaintext of the records
stored on Blockchain. This characteristic is very helpful in
healthcare fields where a necessity is to verify documents,
such as managing the pharmaceutical supply chain and
handling claims for insurance.
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IV. BLOCKCHAIN APPLICATION IN HEALTHCARE

The applications of Blockchain to healthcare include
managing  electronic  medical records  (EMRs),
pharmaceutical supply chain, biomedical research and
education, remote patient tracking (RPM), health claims,
health data analytics, and other prospective healthcare
applications fields.

A. Electronic Medical Record (EMR)

One of the popular healthcare blockchain applications is
electronic medical records (EMRs) management. EMRs,
sometimes interchangeably used with electronic health
records (EHRs) or personal health records (PHRs), are
related to the electronic creation, storage and management of
personal, medical or health-related data of patients.
Blockchain's features of decentralization, immutability, data
provenance, reliability, robustness, intelligent contracts,
safety and privacy are the characteristics that make it very
appropriate for storing and managing electronic medical
records (EMR) of patients [2].

B. Biomedical Research and Education

In biomedical research and education, Blockchain has
been effectively applied. Blockchain may help eradicate
falsification of information in clinical trials and under-
reporting or removal of unpleasant clinical research
outcomes. Blockchain makes it easier for patients to give the
approval to use their information for clinical trials due to the
inherently encoded anonymization in the information [5]. All
of these are some of the considerations why biomedical
research is supposed to revolutionize Blockchain. It was also
observed that Blockchain has the ability to revolutionize the
peer review process of clinical research papers based on its
decentralized, immutable and transparent characteristics [4].
Another prospective implementation of Blockchain to
education in healthcare professions (HPE) is suggested by
[6], who presented a case for using Blockchain to construct
an HPE scheme that will be value-based, competence-based,
and deliver credential services without depending on a third

party.

C. Remote Patient Monitoring (RPM)

Remote patient monitoring includes collecting
biomedical information via body area sensors (or loT
devices) and mobile phones so that patient status can be
monitored remotely outside traditional healthcare settings
such as the hospital. Blockchain has been suggested as a way
to store, share and retrieve the biomedical information
collected remotely. [7] show how smart contracts on the
Ethereum  blockchain  platform can  support the
implementation of real-time patient monitoring capable of
delivering automated procedures in a safe setting.
A blockchain-based patient-centric agent (PCA) was also
developed by [8],an ongoing remote patient monitoring
application to achieve end-to-end data security and privacy.
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D. Health Data Analytics (HDA)

Blockchain also offers a distinctive chance to leverage
the authority of other developing technologies such as in-
depth teaching and transfer of learning methods to carry out
predictive analyzes of health care information and advance
research in the field of precision medicine [9]. [5] and [4]
also mentioned in their papers the use of Blockchain for
health data analytics., while [8] provided a comprehensive
roadmap on how this can be realized. [10] performed an
experimental study in which Blockchain is used for the
classification of arrhythmia in a deep-learning design.

E. Health Information Exchange

The true value of interoperability could be unlocked by a
Blockchain driven exchange of health information.
A ssignificant aspect of solving the difficulties of system
interoperability and accessibility of medical records is the
exchange of Personal Health Records and Health Information
Exchange (HIE) information through the Integrating Health
Care Enterprise (IHE) protocol. While blockchain
technology is not a magic solution for data standardization or
system integration difficulties, it offers a promising fresh
distributed structure to amplify and promote health care
information integration across a spectrum of uses and
stakeholders. It addresses several current points of pain and
allows a more effective, disintermediate and safe system
[11].

Due to the absence of common architectures and norms
that would allow the secure transfer of delicate data among
stakeholders in the scheme, the present state of health care
records is disjointed and stove-piped. Every time a medical
service is provided, health care providers track and update
the common clinical data set of a patient. This information
involves normal data, such as the gender and date of birth of
the patient, as well as distinctive information in accordance
with the particular service given, such as the procedure done,
treatment plan, and other notes. This data is typically
monitored in a database within a unique organization or
within a specified health care stakeholder network. This flow
of information from the patient through the health care
organization does not have to stop at the individual,
organizational level every time a service is performed.
Rather, health care organizations could take a further move
and direct a standardized collection of data to a nationwide
blockchain transaction layer in each patient interaction.
Surface data on this transaction layer would contain data that
is not Protected Health Information (PHI) or Personally
Identifiable Information (PIl); instead, select and non-
personally recognizable demographics and services rendered
data could provide access to an expansive and data-rich
collection of data for health care organizations. Information
deposited on the Blockchain could be widely accessible
through the blockchain private key systems to a particular
person, allowing patients to exchange their data much more
effortlessly with health care organizations [11].
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V. REVIEW OF RELATED WORKS ON THE
APPLICATION OF BLOCKCHAIN TO HEALTH
CARE

[12] Suggested a reliable and effective data sharing
method for exchanging knowledge about healthcare. The
authors used structure based on Merkle Tree to connect each
block to the preceding block. Transactions do not provide
direct details about the patient. Alternatively, they used Fast
Healthcare Interoperability Resources (FHIR), an evolving
standard designed to exchange Electronic Health Records
(EHR) by offering public access via APIls. Proof of
Interoperability was used as the consensus algorithm for the
mining block method. Medical data must be verified by the
miners in order to ensure their interoperability in terms of
semantic and structural standards. Transactions are sent to
the miner coordinating the distribution of transactions.
Network nodes will then check the block after the
coordinating node has assembled all transactions. After being
returned during the signed block return process, the
coordinating miner signs the block, and then the block is
inserted and distributed. The value sets are stored in a
repository with a single point of failure, removing the idea of
decentralization as a result. Patient identification is achieved
by assigning addresses to records, which in effect enables
multiple addresses to be kept on the Blockchain by one
single patient.

[13] Introduced a blockchain-based knowledge
management  system  called MedBlock, which  was
implemented for the management of medical information. An
enhanced hybrid-consensus system was put in place to fix the
problems of network congestion and high energy
consumption. The system allows efficient data upload to
avoid network congestion caused by patients conducting
several procedures in a centralized period. To demonstrate
high information security, MedBlock incorporates symmetric
cryptography and custom access control. MedBlock uses
bread crumb mechanisms that allow users to effectively find
encrypted information they are interested in. MedBlock
provides an efficient method of accessing and retrieving
from EMRs.

[14] Proposed to SMEAD a health care model tailored
for patients with diabetes via a regulated end-to-end
framework. The proposed model involves three wearable
devices (smart neckband, smart boots, and smart wristband)
to monitor the statuses of patients and forecasts the
conditions of patients. They also introduced MEDIBOX (a
self-served collaboration network for the e-distribution of
pharmaceutical and healthcare products) to act as a tool for
patients to alert and remind. MEDIBOX offers daily control
of the insulin dosage in patients. Using smart contracts,
Blockchain offers encryption and access control of data to
trusted parties. Public key cryptography is used to encrypt
data, and users are authenticated. Smart contracts are used
for the securing of transactions to resolve privacy concerns.
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[15] Introduced another powerful blockchain-based
management system to handle medical records, called
MeDShare. This system is proposed for cloud repositories
that manage shared medical records and data between big

data medical entities. The proposed system uses
cryptographic  keys to ensure data  provenance,
confidentiality, auditing, and user verification. The

framework for exchanging data with MedShare is divided
into four layers, namely: user, data query, data structuring
and provenance, and an existing infrastructure layer for the
database. Where a user wishes to access a database, the user
must produce a private key and sign it digitally. The query
method then forwards the request to the data structuring and
the provenance layer. A smart contract to share data between
cloud service providers will then be implemented.

Blockchain has been developed by [16] to monitor and
exchange EMR data for cancer patient treatment. The authors
used permitted Blockchain to tackle three key goals: primary
patient care, data collection for research purposes, and
improved patient care by linking different healthcare
agencies. The architecture consists of several nodes for
achieving network consensus, repositories for managing off-
chain storage, membership service and various users * APIs.
Data of patients are held in two separate repositories, a local
database and a cloud-based server. Each database stores the
data in various data structures. Consensus nodes operate
through a custom chain code implemented within them,
acting as a peer validating Hyperledger via the PBFT
consensus algorithm. The proposed structure aims to
minimize the processing time and minimize operating costs
while enhancing processes for decision-making.

[17] Proposed to BlocHIE, a knowledge network for
healthcare that uses Blockchain as its base technology.
Electronic Medical Records (EMRs) and Personal Healthcare
Data (PHD) are stored in the proposed infrastructure using
EMR-Chain and PHD-Chain, which are loosely-coupled
blockchains. The EMR-Chain reduces reliance on cloud
providers by integrating on-chain authentication and off-
chain storage to improve privacy. BlocHIE uses the
distributed hospital databases to ensure off-chain storage,
while a transaction uses the hash value of medical records for
on-chain authentication. Two fairness-based packing
algorithms for transactions, namely FAIR-FIRST and
TP&FAIR, are proposed to boost fairness and throughput.
BlocHIE uses PoW as their algorithm for consensus. The
established practicability and efficacy of the proposed
framework are based on assessments by writers.

[19] Introduced a privacy-conserving system for Ancile
to give third parties, providers and patients optimal access,
interoperability and protection for medical records. The
proposed system focuses on protecting the privacy and
protection of patients using cryptographic techniques and
enables access control and data obfuscation by the use of
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Blockchain-based on Ethereum and smart contracts. They
use six smart contract forms to maximize patient experience,
minimize any conflict between contracts and patients and
reduce threats to privacy. Such smart contracts implemented
allow patients to maintain control of their own medical
records.

[20] Implemented a privacy protection strategy focused
on Personal Health Information (PHI) sharing scheme
(BSPP) and blockchain technology to boost e-Health
Systems diagnostics. The architecture suggested allows the
use of two types of blockchains: private and consortium.
Stable PHI indexes are tracked using the blockchain
consortium, while the PHI is stored by private Blockchain.
To achieve safe search, privacy protection, access control
and data security, the public key is used to encrypt all data,
including PHI, with keyword search. The functionality of the
device is assured by allowing block generators to provide
proof of conformity when adding new blocks. The system
provides access control, data auditing, privacy preservation,
secure search, and time-controlled revocation.

MedRec was proposed by [21] as a simple and adaptable
record management method. This network of electronic
records of management (EMRs) was developed in a
decentralized manner by leveraging the properties of
blockchain technology. MedRec seeks to tackle many major
healthcare problems, including data quantity and quality,
interoperability of the system, fragmented medical data,
patient organization and poor access to medical information.
A collection of APIs was designed to provide interoperability
for the integration of provider databases. Using a database of
the medical relationships between patients and providers,
smart contracts in the Ethereum blockchain are used for data
recovery instructions and display permissions. A
cryptographic hash is used to guarantee data confidentiality
and ensure that the data is not tampered with. By accepting
or refusing new information, the Parties control their data.
An authentication server for the database is used to validate
the blockchain permissions. MedRec allows for the exchange
of personal information, confidentiality, authentication and
transparency. To prevent a single point of failure, MedRec
depends on multiple participants.

V. CONCLUSION

Blockchain technology has evolved from the time it was
introduced through Bitcoin into a general-purpose
technology with its application in many sectors, including the
healthcare sector. This paper presented a review of the
application of blockchain technology to the health care
sector. Blockchain Technology in healthcare and its benefits
were discussed; different areas in the healthcare sector were
blockchain technology has been/can be applied was also
presented. Finally, a review of related works on Blockchain’s
technology application to healthcare was presented.
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