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Abstract—In Cloud computing, user can remotely store and
fetch their data based on-demand service, without the burden
of local data storage and preservation. However, the
protection of the private data processed and generated during
the computation is becoming the major security concern. The
main objective of cloud computing enables customers with
limited computational resources to outsource their large
computation workloads to the cloud, and economically enjoy
the massive computational power, bandwidth, storage, and
even appropriate software that can be shared in a pay-per-use
manner. The main concern of this paper is optimal storing,
retrieval of data with effective security in cloud computing.
The proposed methodology suggests the encryption of the files
to be uploaded on the cloud. The integrity and confidentiality
of the data uploaded by the user is gaurd doubly by not only
encrypting it but also providing access to the data only on
successful authentication. The proposed system takes care of
data security while it is in transit and also has mechanisms to
support confirmation of data for correctness.
Keywords-Cloud Computing; Cloud security; Fully
Homomorphic Encryption [FHE]; Resource outsourcing;
Advanced Encryption Standard [AES]
I.

INTRODUCTION

Cloud consists of a large pool of easily usable and
attainable virtualized resources. The users can access these
resources based on their needs. Cloud computing has three
service models such as Software-as-a-Service, Platform-as-aService, Infrastructure-as-a-Service. Cloud deployment
models are Public Cloud, Private Cloud, and Hybrid Cloud.
The cloud has many advantages such as Pay-As-You-Use,
Rapid Elasticity, Multi tenancy, Resource Pooling, reduced
maintenance and capital investments etc. These features have
made cloud computing more profitable. The rapid usage of
cloud has led to many security questions.
Cloud security is the biggest drawback for its selection.
The various security issues include Data loss, DDOS
attacks,
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multenancy issues, availability etc. Users are more anxious
about their data stored into cloud and retrieval of the data from
the cloud. Thus, productive measures need to be taken to
secure the users data. For this purpose, the paper offers an
Effective Secure Storage and Retrieve system which guarantee
the secure managing of the user’s stored data and its retrieval.
The proposed system adopts the encryption algorithms such as
AES and FHE to secure users data. The locking mechanism is
employed to allow only the authorized users to access the data.
The rest of this paper is classified as follows: The second
section discusses related work. The third section sets out the
research framework for our suggested work. The forth section
discusses a potential implementation for upload and download
of data in cloud computing. The fifth section depicts the
snapshot of proposed work. Finally in the sixth section, the
paper draws some conclusion and future work.
II.

LITERATURESURVEY

Cloud computing offers a striking service for data storage
known as cloud storage. Internet-based online services do
provide huge amounts of storage space and customized
computing resources, this computing platform shift, however,
is removing the responsibility of local machines for data
maintenance at the same time. As a result, users are at the
elegance of their cloud service providers for the availability
and fairness of their data Cong Wang et. al. [3]. The “provable
data possession” (PDP) model for ensuring security of file on
untrusted storages was defined by Ateniese et. al. [4]. Their
scheme made use of public key based homomorphic tags for
inspecting the data file, thus providing public empirical. Based
on Gentry’s et. al. [6] break through work on fully
homomorphic encryption (FHE) scheme, a general result of
secure computation outsourcing has been shown feasible in
theory, where the computation is represented by an encrypted
combinational Boolean circuit that allows to be assess with
encrypted private inputs. However, applying this general
mechanism to our daily calculation would be far from
practical, due to the extremely high intricacy of FHE operation
as well as the gloomy circuit sizes that cannot be handled in
practice when constructing original and encrypted circuits. A
method that allows
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user to store and access the data securely from the cloud
storage. Cloud storage identifies the storage on cloud with
almost economic storage and backup option for small
enterprise. The actual storage location may be on single
storage environment or copy to multiple server storage based
on importance ofdata.
Ming Li et. al. [9] established an Authorized Private
Keyword Search (APKS) framework over encrypted cloud
data and proposed two paperback solutions for APKS based on
Hierarchical Predicate Encryption (HPE). This paper authorize
systematic keyword searches with range query and the query
privacy. Wang et. al. [10] gives the first study of secure
outsourcing of linear programming in cloud computing. Their
solution is based on the problem alteration and has the
advantage of bringing customer savings without introducing
significant overhead on cloud. However, those techniques
involve cubic time computational burden matrix-matrix
operations, which the weak customer in our case is not
compulsory able to handle for large-scale problems. Design
the independent inspecting service to check the data integrity
in the cloud. It supports the data dynamic operation in cloud,
which is efficient and secure model. Further extend inspecting
protocol to support batch auditing for both multiple owners
and multiple clouds, without using any trusted organizer.
Describes data security and privacy protection issues in cloud.
Here discusses data security and privacy protection issues
related with cloud computing across all stages of data
lifecycle.

III.

Figure 1. Architecture of Effective Secure Storage and
Retrieve in Cloud Computing.
After secure storage, user can reclaim by downloading the
data from the cloud server. The authenticated user can
download the file safely which is being uploaded. The user can
also get the decryption and encryption details.

IV.

IMPLEMENTATION

The proposed system is executed using Java, MySQL and
public cloud Open shift. JSP is used for create front end and
server side script. Apache Tomcat 5.0/6X/7X is used as
application server in our job. This section report the module
implementation.

PROPOSED SYSTEMARCHITECTURE
A. DataUpload

The Proposed System works the highly secured encryption
mechanism to secure the data storage and retrieval as
represented in Figure 1. The file present on the appliance will
be encrypted using AES algorithm. The user can also
download any of the uploaded compression files and read it on
the system. It works on fully holomorphic encryption (FHE)
scheme where the calculation is represented by an encrypted
combinative Boolean circuit that allows to be evaluated with
encrypted private inputs. Every data is locked for security
motive and only authorized users can access the data by using
authenticated name and mailid.
Cloud is data storage system in the cloud which allows the
users to store their data in to the cloud and do not have the
data regionally. Therefore, the security and handiness of the
data files which are stored on to the distributed cloud servers
need to be protected. As decorated in Figure 1, after successful
registration of the user, the user can upload the crave data in
cipher text form. User will be provided with options for file,
text or image upload in reliablemanner.
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The data upload module makes the user to upload the data
such as file, image and text can be uploaded to the cloud
server. To upload the crave files, user must give his details
such as user name and password. The valid authenticated user
can connect to the cloud and upload the data by providing its
information such as data name and email. The secret key is
produced using AES algorithm. After affluent uploading of the
data, the connection can be disconnected. The data uploading
process takes placeconsecutively as in algorithm.
B. DataDownload
The data download module makes the authenticated users to
download the requested data. The authenticated user create the
connection with cloud and can request the wanted data. The user
must provide facts such as data name and email id to decrypt the
key using AES. If the data name and email is true, then the user
can
download
the
data
from
the
cloud.
After
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V.
1. Obtain user name and password from theuser
 If user is authenticated, start connection
with the cloud
 Else, show error
2. Ask user to collect data to be uploaded onto thecloud
3. Ask the user to input data name and email for the
encryptionprocess
4. Save this data name and email then produce akey
5. Deploy the encryptionalgorithm
6. Upload the given data on to thecloud
7. Disconnect connection from thecloud

EXPERIMENTS ANDRESULTS

Home page
The snapshot below shows the home page of the proposed
system. The home page is made using html language. It has
links to user registration, user login and user upload pages.
This page contains only connections to other pages and does
not have any particular activity or computations being done
here.

Figure 2. Data Uploading Algorithm

successful download, the user can break the connection
from cloud. The data downloading process takes place step by
step as in algorithm.
Figure 4. Home Page
User Login Page

1. Obtain user name and password from theuser
 If user is authenticated, start connection with
thecloud
 Else, show error
2. Ask user to select the rank (Files, Images orText)
3. Ask user to search your required files to bedownloaded
4. Ask the user to input the data name and Email-id for the
decryptionprocess
5. Check the name andEmail-id
 If the input data is valid, generate akey
 Else show an error and rejectpassword
6. Apply decryptionalgorithm
7. Download the required data from thecloud

The snapshot fig below shows the user login page. In this
page after successful registration, the user will be given with
login for the file, text or image upload and download. Here
only valid user can sign in to the cloud through valid Email
and password forauthentication.

Figure 3. Data Downloading Algorithm

Figure 5. User Login Page

ISSN: 2231-2803

http://www.ijcttjournal.org

Page 129

SSRG International Journal of Computer Trends and Technology (IJCTT) - Special Issue – April 2017

User Upload Page
The snapshot fig below shows the user upload page. In
this page the user will be given with options for file, text or
image upload. Here we also have two more options for user to
logout and redirecting to home page.

User Download Page
The below snapshot shows how the user can download
from the server database. In this page the user will be given
with options for file, text or image download. Here we also
have two options for user to logout and redirecting to home
page.

Figure 6. User Upload Page

Figure 8. User Download Page

File Upload Page
The snapshot below shows the file upload page. In the file
upload first we have to check whether the database connection
is set up or not, if the connection is ensured it continues with
the execution else it displays error message. Once database is
connected the file is uploaded to theserver.

File Download with Key Verification
This page is put to show how the user can download
after key verification. Once the file is uploaded from the
client(user) computer, we should be able to download from
the server computer, for this first we have to establish a
database connection where it generates the file in the
decrypted arrangement. After authentication of the user, the
file would be used fordownload.

Figure 7. File Upload Page
Figure 9. File Download with Verification Key
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Unlocked Files and Download
This page is made to show files which are unlocked for
view and download. The file unlock is done on the server side
of the computer to download the contents uploaded from the
client(user) side.
Once the file is uploaded from the client(user) computer,
we would be able to download from the server computer, for
this first we have to establish a database connection where it
makes the file in the decrypted format. Once the database is
connected, the file can be downloaded by the user.

Encryption/Decryption
This page is made to show the encrypted and decrypted
value of file key. It would also display the files uploaded to
cloud server. This is a proof generating technique which can
be used for establishing the truth.

Figure 12. Encryption/Decryption
Figure 10. Unlocked Files and Download
Locked Files
This page is made to show files which are locked for view
and download. The file lock is done on the server side of the
computer to limit download of the contents uploaded from the
client side.

VI.

CONCLUSION AND FUTURE ENHANCEMENT
The proposed system effectively gives secure data
uploading and retrieval by employing AES and FHE. AES
provides more security to the system as it is not vulnerable to
any known pounce. The proposed system also increases the
accuracy and availability of user data in the cloud. Proposed
mechanism provides such a practical mechanism design which
attains input/output privacy, cheating flexibility, and
efficiency in the cloud.
The current project can be extended to following future
improvement.
 The algorithm can also be magnified to not only
encrypt data i.e., file, image and text but also audio
and videofiles.
 Devise robust algorithms to achieve numerical
firmness.
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Figure 11. Locked Files
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